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2. Some 
omments on the text 6In other words, without (rewriting and) re
ompiling a PAM-aware appli
ation, it is possible to swit
h betweenthe authenti
ation me
hanism(s) it uses. Indeed, one may entirely upgrade the lo
al authenti
ation systemwithout tou
hing the appli
ations themselves.Histori
ally an appli
ation that has required a given user to be authenti
ated, has had to be 
ompiled to usea spe
i�
 authenti
ation me
hanism. For example, in the 
ase of traditional UN*X systems, the identity ofthe user is veri�ed by the user entering a 
orre
t password. This password, after being pre�xed by a two
hara
ter �salt�, is en
rypted (with 
rypt(3)). The user is then authenti
ated if this en
rypted passwordis identi
al to the se
ond �eld of the user's entry in the system password database (the /et
/passwd �le).On su
h systems, most if not all forms of privileges are granted based on this single authenti
ation s
heme.Privilege 
omes in the form of a personal user-identi�er (uid) and membership of various groups. Servi
esand appli
ations are available based on the personal and group identity of the user. Traditionally, groupmembership has been assigned based on entries in the /et
/group �le.Unfortunately, in
reases in the speed of 
omputers and the widespread introdu
tion of network based 
om-puting, have made on
e se
ure authenti
ation me
hanisms, su
h as this, vulnerable to atta
k. In the lightof su
h realities, new methods of authenti
ation are 
ontinuously being developed.It is the purpose of the Linux-PAM proje
t to separate the development of privilege granting softwarefrom the development of se
ure and appropriate authenti
ation s
hemes. This is a

omplished by providinga library of fun
tions that an appli
ation may use to request that a user be authenti
ated. This PAMlibrary is 
on�gured lo
ally with a system �le, /et
/pam.
onf (or a series of 
on�guration �les lo
ated in/et
/pam.d/) to authenti
ate a user request via the lo
ally available authenti
ation modules. The modulesthemselves will usually be lo
ated in the dire
tory /lib/se
urity and take the form of dynami
ally loadableobje
t �les (see dlopen(3)).2 Some 
omments on the textBefore pro
eeding to read the rest of this do
ument, it should be noted that the text assumes that 
ertain �lesare pla
ed in 
ertain dire
tories. Where they have been spe
i�ed, the 
onventions we adopt here for lo
atingthese �les are those of the relevant RFC (RFC-86.0, see 8 (bibliography)). If you are using a distribution ofLinux (or some other operating system) that supports PAM but 
hooses to distribute these �les in a diferentway you should be 
areful when 
opying examples dire
tly from the text.As an example of the above, where it is expli
it, the text assumes that PAM loadable obje
t �les (themodules)are to be lo
ated in the following dire
tory: /lib/se
urity/. This is generally the lo
ation that seems tobe 
ompatible with the Linux File System Standard (the FSSTND). On Solaris, whi
h has its own li
ensedversion of PAM, and some other implementations of UN*X, these �les 
an be found in /usr/lib/se
urity.Please be 
areful to perform the ne
essary trans
ription when using the examples from the text.3 OverviewFor the uninitiated, we begin by 
onsidering an example. We take an appli
ation that grants some servi
eto users; login is one su
h program. Login does two things, it �rst establishes that the requesting user iswhom they 
laim to be and se
ond provides them with the requested servi
e: in the 
ase of login the servi
eis a 
ommand shell (bash, t
sh, zsh, et
.) running with the identity of the user.



3. Overview 7Traditionally, the former step is a
hieved by the login appli
ation prompting the user for a password andthen verifying that it agrees with that lo
ated on the system; hen
e verifying that as far as the system is
on
erned the user is who they 
laim to be. This is the task that is delegated to Linux-PAM.From the perspe
tive of the appli
ation programmer (in this 
ase the person that wrote the login appli
ation),Linux-PAM takes 
are of this authenti
ation task � verifying the identity of the user.The �exibility of Linux-PAM is that you, the system administrator, have the freedom to stipulate whi
hauthenti
ation s
heme is to be used. You have the freedom to set the s
heme for any/all PAM-awareappli
ations on your Linux system. That is, you 
an authenti
ate from anything as naive as simple trust(pam_permit) to something as paranoid as a 
ombination of a retinal s
an, a voi
e print and a one-timepassword!To illustrate the �exibility you fa
e, 
onsider the following situation: a system administrator (parent) wishesto improve the mathemati
al ability of her users (
hildren). She 
an 
on�gure their favorite �Shoot 'em upgame� (PAM-aware of 
ourse) to authenti
ate them with a request for the produ
t of a 
ouple of randomnumbers less than 12. It is 
lear that if the game is any good they will soon learn their multipli
ation tables .As they mature, the authenti
ation 
an be upgraded to in
lude (long) division!Linux-PAM deals with four separate types of (management) task. These are: authenti
ation management ;a

ount management ; session management ; and password management . The asso
iation of the preferredmanagement s
heme with the behavior of an appli
ation is made with entries in the relevant Linux-PAM
on�guration �le. The management fun
tions are performed by modules spe
i�ed in the 
on�guration �le.The syntax for this �le is dis
ussed in the se
tion 4 (below).Here is a �gure that des
ribes the overall organization of Linux-PAM.+----------------+| appli
ation: X |+----------------+ / +----------+ +================+| authenti
ation-[---->--\--℄ Linux- |--<--| PAM 
onfig file|| + [----<--/--℄ PAM | |================||[
onversation()℄[--+ \ | | | X auth .. a.so |+----------------+ | / +-n--n-----+ | X auth .. b.so || | | __| | | _____/| servi
e user | A | | |____,-----'| | | V A+----------------+ +------|-----|---------+ -----+------++---u-----u----+ | | || auth.... |--[ a ℄--[ b ℄--[ 
 ℄+--------------+| a

t.... |--[ b ℄--[ d ℄+--------------+| password |--[ b ℄--[ 
 ℄+--------------+| session |--[ e ℄--[ 
 ℄+--------------+By way of explanation, the left of the �gure represents the appli
ation; appli
ation X. Su
h an appli
ationinterfa
es with the Linux-PAM library and knows none of the spe
i�
s of its 
on�gured authenti
ationmethod. The Linux-PAM library (in the 
enter) 
onsults the 
ontents of the PAM 
on�guration �le andloads the modules that are appropriate for appli
ation-X. These modules fall into one of four management
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enter) and are sta
ked in the order they appear in the 
on�guration �le. These modules,when 
alled by Linux-PAM, perform the various authenti
ation tasks for the appli
ation. Textual infor-mation, required from/or o�ered to the user, 
an be ex
hanged through the use of the appli
ation-supplied
onversation fun
tion.3.1 Getting startedThe following text was 
ontributed by Seth Chaiklin:To this point, we have des
ribed how PAM should work in anideal world, in whi
h all appli
ations are 
oded properly.However, at the present time (O
tober 1998), this is farfrom the 
ase. Therefore, here are some pra
ti
al 
onsiderationsin trying to use PAM in your system.Why bother, is it really worth all the trouble?If you running Linux as a single user system, or in anenvironment where all the users are trusted, then thereis no real advantage for using PAM.Ed: there is a
tually an advantage sin
e you 
an dummy down the authenti
ation to the point where youdon't have any... Almost like Win95.In a networked environment, it is 
lear that you need to think a little more about how users et
., areauthenti
ated:℄If you are running Linux as a server, where several differentservi
es are being provided (e.g., WWW with areas restri
ted bypassword 
ontrol, PPP), then there 
an be some real and interestingvalue for PAM. In parti
ular, through the use of modules, PAM 
anenable a program to sear
h through several different passworddatabases, even if that program is not expli
itly 
oded forthat parti
ular database. Here are some examples of the possibilitiesthat this enables.o Apa
he has a module that provides PAM servi
es. Nowauthenti
ationto use parti
ular dire
tories 
an be 
ondu
ted by PAM, whi
hmeans that the range of modules that are available to PAM 
anbe used, in
luding RADIUS, NIS, NCP (whi
h means that Novellpassword databases 
an be used).o pppd has a PAMified version (available from RedHat) Now it ispossible to use a series of databases to authenti
ate ppp users.In addition to the normal Linux-based password databases (su
has /et
/passwd and /et
/shadow), you 
an use PAM modules toauthenti
ate against Novell password databases or NT-basedpassword databases.
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eding two examples 
an be 
ombined. Imagaine that thepersons in your offi
e/department are already registered with ausername and password in a Novell or NT LAN. If you wanted touse this database on your Linux server (for PPP a

ess, forweb a

ess, or even for normal shell a

ess), you 
an use PAMto authenti
ate against this existing database, rather thanmaintain a separate database on both Linux and the LAN server.Can I use PAM for any program that requires authenti
ation?Yes and no. Yes, if you have a

ess to the sour
e 
ode, and 
anadd the appropriate PAM fun
tions. No, if you do not have a

essto the sour
e 
ode, and the binary does not have the PAM fun
tionsin
luded.In other words, if a program is going to use PAM, then it has tohave PAM fun
tions expli
itly 
oded into the program. If theyare not, then it is not possible to use PAM.How 
an I tell whether a program has PAM 
oded into it or not?A qui
k-and-dirty (but not always reliable) method is to ldd<programname>If libpam and libpam_mis
 are not among the libraries that the programuses, then it is not going to work with PAM. However, it is possiblethat the libraries are in
luded, but there are still problems, be
ausethe PAM 
oding in the program does not work as it should. So amore reliable method is to make the follow tests.In the /et
/pam.d dire
tory, one needs to make a 
onfiguration filefor the program that one wants to run. The exa
t name of the
onfigurationfile is hard-
oded into the program. Usually, it is the same name astheprogram, but not always. For sake of illustration, let's assume thatthe program is named "pamprog" and the name of the 
onfiguration fileis /et
/pam.d/pamprog.In the /et
/pam.d/pamprog but the following two lines:auth required pam_permit.soauth required pam_warn.soNow try to use pamprog. The first line in the 
onfiguration filesays that all users are permitted. The se
ond line will write awarning to your syslog file (or whether you syslog is writingmessages). If this test su

eeds, then you know that you havea program that 
an understand pam, and you 
an start the more
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on�guration �le 10interesting work of de
iding how to sta
k modules in your/et
/pam.d/pamprog file.4 The Linux-PAM 
on�guration �leLinux-PAM is designed to provide the system administrator with a great deal of �exibility in 
on�guringthe privilege granting appli
ations of their system. The lo
al 
on�guration of those aspe
ts of system se
urity
ontrolled by Linux-PAM is 
ontained in one of two pla
es: either the single system �le, /et
/pam.
onf; orthe /et
/pam.d/ dire
tory. In this se
tion we dis
uss the 
orre
t syntax of and generi
 options respe
ted byentries to these �les.4.1 Con�guration �le syntaxThe reader should note that the Linux-PAM spe
i�
 tokens in this �le are 
ase insensitive. The modulepaths, however, are 
ase sensitive sin
e they indi
ate a �le's name and re�e
t the 
ase dependen
e of typi
alLinux �le-systems. The 
ase-sensitivity of the arguments to any given module is de�ned for ea
h module inturn.In addition to the lines des
ribed below, there are two spe
ial 
hara
ters provided for the 
onvenien
e ofthe system administrator: 
omments are pre
eded by a `#' and extend to the next end-of-line; also, modulespe
i�
ation lines may be extended with a `n' es
aped newline.A general 
on�guration line of the /et
/pam.
onf �le has the following form:servi
e-name module-type 
ontrol-flag module-path argsBelow, we explain the meaning of ea
h of these tokens. The se
ond (and more re
ently adopted) way of
on�guring Linux-PAM is via the 
ontents of the /et
/pam.d/ dire
tory. On
e we have explained themeaning of the above tokens, we will des
ribe this method.servi
e-nameThe name of the servi
e asso
iated with this entry. Frequently the servi
e name is the 
onventionalname of the given appli
ation. For example, `ftpd', `rlogind' and `su', et
. .There is a spe
ial servi
e-name, reserved for de�ning a default authenti
ation me
hanism. It has thename `OTHER' and may be spe
i�ed in either lower or upper 
ase 
hara
ters. Note, when there is amodule spe
i�ed for a named servi
e, the `OTHER' entries are ignored.module-typeOne of (
urrently) four types of module. The four types are as follows:� auth; this module type provides two aspe
ts of authenti
ating the user. Firstly, it establishesthat the user is who they 
laim to be, by instru
ting the appli
ation to prompt the user for apassword or other means of identi�
ation. Se
ondly, the module 
an grant group membership(independently of the /et
/groups �le dis
ussed above) or other privileges through its 
redentialgranting properties.
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ount; this module performs non-authenti
ation based a

ount management. It is typi
allyused to restri
t/permit a

ess to a servi
e based on the time of day, 
urrently available systemresour
es (maximum number of users) or perhaps the lo
ation of the appli
ant user�`root' loginonly on the 
onsole.� session; primarily, this module is asso
iated with doing things that need to be done for the userbefore/after they 
an be given servi
e. Su
h things in
lude the logging of information 
on
erningthe opening/
losing of some data ex
hange with a user, mounting dire
tories, et
. .� password; this last module type is required for updating the authenti
ation token asso
iated withthe user. Typi
ally, there is one module for ea
h `
hallenge/response' based authenti
ation (auth)module-type.
ontrol-flagThe 
ontrol-�ag is used to indi
ate how the PAM library will rea
t to the su

ess or failure of the moduleit is asso
iated with. Sin
e modules 
an be sta
ked (modules of the same type exe
ute in series, oneafter another), the 
ontrol-�ags determine the relative importan
e of ea
h module. The appli
ationis not made aware of the individual su

ess or failure of modules listed in the `/et
/pam.
onf' �le.Instead, it re
eives a summary su

ess or fail response from the Linux-PAM library. The order ofexe
ution of these modules is that of the entries in the /et
/pam.
onf �le; earlier entries are exe
utedbefore later ones. As of Linux-PAM v0.60, this 
ontrol-�ag 
an be de�ned with one of two syntaxes.The simpler (and histori
al) syntax for the 
ontrol-�ag is a single keyword de�ned to indi
ate theseverity of 
on
ern asso
iated with the su

ess or failure of a spe
i�
 module. There are four su
hkeywords: required, requisite, suffi
ient and optional.The Linux-PAM library interprets these keywords in the following manner:� required; this indi
ates that the su

ess of the module is required for the module-type fa
ility tosu

eed. Failure of this module will not be apparent to the user until all of the remaining modules(of the same module-type) have been exe
uted.� requisite; like required, however, in the 
ase that su
h a module returns a failure, 
ontrol isdire
tly returned to the appli
ation. The return value is that asso
iated with the �rst requiredor requisite module to fail. Note, this �ag 
an be used to prote
t against the possibility of auser getting the opportunity to enter a password over an unsafe medium. It is 
on
eivable thatsu
h behavior might inform an atta
ker of valid a

ounts on a system. This possibility shouldbe weighed against the not insigni�
ant 
on
erns of exposing a sensitive password in a hostileenvironment.� suffi
ient; the su

ess of this module is deemed `su�
ient ' to satisfy the Linux-PAM librarythat this module-type has su

eeded in its purpose. In the event that no previous requiredmodulehas failed, no more `sta
ked ' modules of this type are invoked. (Note, in this 
ase subsequentrequired modules are not invoked.). A failure of this module is not deemed as fatal to satisfyingthe appli
ation that this module-type has su

eeded.� optional; as its name suggests, this 
ontrol-flagmarks the module as not being 
riti
al to thesu

ess or failure of the user's appli
ation for servi
e. In general, Linux-PAM ignores su
h amodule when determining if the module sta
k will su

eed or fail. However, in the absen
e of anyde�nite su

esses or failures of previous or subsequent sta
ked modules this module will determinethe nature of the response to the appli
ation. One example of this latter 
ase, is when the othermodules return something like PAM_IGNORE.
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on�guration �le 12The more elaborate (newer) syntax is mu
h more spe
i�
 and gives the administrator a great dealof 
ontrol over how the user is authenti
ated. This form of the 
ontrol �ag is delimeted with squarebra
kets and 
onsists of a series of value=a
tion tokens:[value1=a
tion1 value2=a
tion2 ...℄Here, valueI is one of the following return values : su

ess; open_err; symbol_err; servi
e_err;system_err; buf_err; perm_denied; auth_err; 
red_insuffi
ient; authinfo_unavail;user_unknown; maxtries; new_authtok_reqd; a

t_expired; session_err; 
red_unavail;
red_expired; 
red_err; no_module_data; 
onv_err; authtok_err; authtok_re
over_err;authtok_lo
k_busy; authtok_disable_aging; try_again; ignore; abort; authtok_expired;module_unknown; bad_item; and default. The last of these (default) 
an be used to set the a
-tion for those return values that are not expli
itly de�ned.The a
tionI 
an be a positive integer or one of the following tokens: ignore; ok; done; bad; die;and reset. A positive integer, J, when spe
i�ed as the a
tion, 
an be used to indi
ate that the nextJ modules of the 
urrent module-type will be skipped. In this way, the administrator 
an develop amoderately sophisti
ated sta
k of modules with a number of di�erent paths of exe
ution. Whi
h pathis taken 
an be determined by the rea
tions of individual modules.� ignore - when used with a sta
k of modules, the module's return status will not 
ontribute tothe return 
ode the appli
ation obtains.� bad - this a
tion indi
ates that the return 
ode should be thought of as indi
ative of the modulefailing. If this module is the �rst in the sta
k to fail, its status value will be used for that of thewhole sta
k.� die - equivalent to bad with the side e�e
t of terminating the module sta
k and PAM immediatelyreturning to the appli
ation.� ok - this tells PAM that the administrator thinks this return 
ode should 
ontribute dire
tly tothe return 
ode of the full sta
k of modules. In other words, if the former state of the sta
k wouldlead to a return of PAM_SUCCESS, the module's return 
ode will override this value. Note, if theformer state of the sta
k holds some value that is indi
ative of a modules failure, this 'ok' valuewill not be used to override that value.� done - equivalent to ok with the side e�e
t of terminating the module sta
k and PAM immediatelyreturning to the appli
ation.� reset - 
lear all memory of the state of the module sta
k and start again with the next sta
kedmodule.Ea
h of the four keywords: required; requisite; suffi
ient; and optional, have an equivalentexpression in terms of the [...℄ syntax. They are as follows:� required is equivalent to [su

ess=ok new_authtok_reqd=ok ignore=ignore default=bad℄� requisite is equivalent to [su

ess=ok new_authtok_reqd=ok ignore=ignore default=die℄� suffi
ient is equivalent to [su

ess=done new_authtok_reqd=done default=ignore℄� optional is equivalent to [su

ess=ok new_authtok_reqd=ok default=ignore℄Just to get a feel for the power of this new syntax, here is a taste of what you 
an do with it. WithLinux-PAM-0.63, the notion of 
lient plug-in agents was introdu
ed. This is something that makes itpossible for PAM to support ma
hine-ma
hine authenti
ation using the transport proto
ol inherent to
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lient/server appli
ation. With the �[ ... value=a
tion ... ℄� 
ontrol syntax, it is possiblefor an appli
ation to be 
on�gured to support binary prompts with 
ompliant 
lients, but to gra
efullyfall over into an alternative authenti
ation mode for older, lega
y, appli
ations.module-pathThe path-name of the dynami
ally loadable obje
t �le; the pluggable module itself. If the �rst 
hara
terof the module path is `/', it is assumed to be a 
omplete path. If this is not the 
ase, the given modulepath is appended to the default module path: /lib/se
urity (but see the notes 2 (above)).argsThe args are a list of tokens that are passed to the module when it is invoked. Mu
h like arguments toa typi
al Linux shell 
ommand. Generally, valid arguments are optional and are spe
i�
 to any givenmodule. Invalid arguments are ignored by a module, however, when en
ountering an invalid argument,the module is required to write an error to syslog(3). For a list of generi
 options see the next se
tion.Note, if you wish to in
lude spa
es in an argument, you should surround that argument with squarebra
kets. For example:squid auth required pam_mysql.so user=passwd_query passwd=mada \db=eminen
e [query=sele
t user_name from internet_servi
e where \user_name='%u' and password=PASSWORD('%p') and \servi
e='web_proxy'℄Note, when using this 
onvention, you 
an in
lude `[' 
hara
ters inside the string, and if you wish toin
lude a `℄' 
hara
ter inside the string that will survive the argument parsing, you should use `n['. Inother words:[..[..\℄..℄ --> ..[..℄..Any line in (one of) the 
on�guration �le(s), that is not formatted 
orre
tly, will generally tend (erring onthe side of 
aution) to make the authenti
ation pro
ess fail. A 
orresponding error is written to the systemlog �les with a 
all to syslog(3).4.2 Dire
tory based 
on�gurationMore �exible than the single 
on�guration �le, as of version 0.56, it is possible to 
on�gure libpam via the
ontents of the /et
/pam.d/ dire
tory. In this 
ase the dire
tory is �lled with �les ea
h of whi
h has a�lename equal to a servi
e-name (in lower-
ase): it is the personal 
on�guration �le for the named servi
e.Linux-PAM 
an be 
ompiled in one of two modes. The preferred mode uses either /et
/pam.d/ or/et
/pam.
onf 
on�guration but not both. That is to say, if there is a /et
/pam.d/ dire
tory then libpamonly uses the �les 
ontained in this dire
tory. However, in the absen
e of the /et
/pam.d/ dire
tory the/et
/pam.
onf �le is used (this is likely to be the mode your preferred distribution uses). The other modeis to use both /et
/pam.d/ and /et
/pam.
onf in sequen
e. In this mode, entries in /et
/pam.d/ overridethose of /et
/pam.
onf.The syntax of ea
h �le in /et
/pam.d/ is similar to that of the /et
/pam.
onf �le and is made up of linesof the following form:module-type 
ontrol-flag module-path arguments
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on�guration �le 14The only di�eren
e being that the servi
e-name is not present. The servi
e-name is of 
ourse the name ofthe given 
on�guration �le. For example, /et
/pam.d/login 
ontains the 
on�guration for the login servi
e.This method of 
on�guration has a number of advantages over the single �le approa
h. We list them hereto assist the reader in de
iding whi
h s
heme to adopt:� A lower 
han
e of mis
on�guring an appli
ation. There is one less �eld to mis-type when editing the
on�guration �les by hand.� Easier to maintain. One appli
ation may be re
on�gured without risk of interfering with other appli-
ations on the system.� It is possible to symboli
ally link di�erent servi
es 
on�guration �les to a single �le. This makes iteasier to keep the system poli
y for a

ess 
onsistent a
ross di�erent appli
ations. (It should be noted,to 
onserve spa
e, it is equally possible to hard link a number of 
on�guration �les. However, 
areshould be taken when administering this arrangement as editing a hard linked �le is likely to breakthe link.)� A potential for qui
ker 
on�guration �le parsing. Only the relevant entries are parsed when a servi
egets bound to its modules.� It is possible to limit read a

ess to individual Linux-PAM 
on�guration �les using the �le prote
tionsof the �lesystem.� Pa
kage management be
omes simpler. Every time a new appli
ation is installed, it 
an be a

ompaniedby an /et
/pam.d/xxxxxx �le.4.3 Generi
 optional argumentsThe following are optional arguments whi
h are likely to be understood by any module. Arguments (in
ludingthese) are in general optional .debugUse the syslog(3) 
all to log debugging information to the system log �les.no_warnInstru
t module to not give warning messages to the appli
ation.use_first_passThe module should not prompt the user for a password. Instead, it should obtain the previously typedpassword (from the pre
eding auth module), and use that. If that doesn't work, then the user will notbe authenti
ated. (This option is intended for auth and password modules only).try_first_passThe module should attempt authenti
ation with the previously typed password (from the pre
edingauth module). If that doesn't work, then the user is prompted for a password. (This option is intendedfor auth modules only).
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on�guration �le 15use_mapped_passThis argument is not 
urrently supported by any of the modules in the Linux-PAM distributionbe
ause of possible 
onsequen
es asso
iated with U.S. en
ryption exporting restri
tions. Within theU.S., module developers are, of 
ourse, free to implement it (as are developers in other 
ountries).For 
ompatibility reasons we des
ribe its use as suggested in the DCE-RFC 86.0, see se
tion 8(bibliography) for a pointer to this do
ument.The use_mapped_pass argument instru
ts the module to take the 
lear text authenti
ation token en-tered by a previous module (that requests su
h a token) and use it to generate an en
ryption/de
ryptionkey with whi
h to safely store/retrieve the authenti
ation token required for this module. In this waythe user 
an enter a single authenti
ation token and be quietly authenti
ated by a number of sta
kedmodules. Obviously a 
onvenient feature that ne
essarily requires some reliably strong en
ryption tomake it se
ure. This argument is intended for the auth and password module types only.expose_a

ountIn general the leakage of some information about user a

ounts is not a se
ure poli
y for modules toadopt. Sometimes information su
h as users names or home dire
tories, or preferred shell, 
an be usedto atta
k a user's a

ount. In some 
ir
umstan
es, however, this sort of information is not deemeda threat: displaying a user's full name when asking them for a password in a se
ured environment
ould also be 
alled being 'friendly'. The expose_a

ount argument is a standard module argumentto en
ourage a module to be less dis
rete about a

ount information as it is deemed appropriate bythe lo
al administrator.4.4 Example 
on�guration �le entriesIn this se
tion, we give some examples of entries that 
an be present in the Linux-PAM 
on�guration �le.As a �rst attempt at 
on�guring your system you 
ould do worse than to implement these.4.4.1 Default poli
yIf a system is to be 
onsidered se
ure, it had better have a reasonably se
ure `OTHER' entry. The following isa paranoid setting (whi
h is not a bad pla
e to start!):## default; deny a

ess#OTHER auth required pam_deny.soOTHER a

ount required pam_deny.soOTHER password required pam_deny.soOTHER session required pam_deny.soWhilst fundamentally a se
ure default, this is not very sympatheti
 to a mis
on�gured system. For example,su
h a system is vulnerable to lo
king everyone out should the rest of the �le be
ome badly written.The module pam_deny (do
umented in a later se
tion) is not very sophisti
ated. For example, it logs noinformation when it is invoked so unless the users of a system 
onta
t the administrator when failing toexe
ute a servi
e appli
ation, the administrator may go for a long while in ignoran
e of the fa
t that hissystem is mis
on�gured.
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on�guration �le 16The addition of the following line before those in the above example would provide a suitable warning to theadministrator.## default; wake up! This appli
ation is not 
onfigured#OTHER auth required pam_warn.soOTHER password required pam_warn.soHaving two �OTHER auth� lines is an example of sta
king.On a system that uses the /et
/pam.d/ 
on�guration, the 
orresponding default setup would be a
hievedwith the following �le:## default 
onfiguration: /et
/pam.d/other#auth required pam_warn.soauth required pam_deny.soa

ount required pam_deny.sopassword required pam_warn.sopassword required pam_deny.sosession required pam_deny.soThis is the only expli
it example we give for an /et
/pam.d/ �le. In general, it should be 
lear how totranspose the remaining examples to this 
on�guration s
heme.On a less sensitive 
omputer, one on whi
h the system administrator wishes to remain ignorant of mu
h ofthe power of Linux-PAM, the following sele
tion of lines (in /et
/pam.
onf) is likely to mimi
 the histori
allyfamiliar Linux setup.## default; standard UN*X a

ess#OTHER auth required pam_unix.soOTHER a

ount required pam_unix.soOTHER password required pam_unix.soOTHER session required pam_unix.soIn general this will provide a starting pla
e for most appli
ations. Unfortunately, most is not all. Oneappli
ation that might require additional lines is ftpd if you wish to enable anonymous-ftp.To enable anonymous-ftp, the following lines might be used to repla
e the default (OTHER) ones. (*WARN-ING* as of 1996/12/28 this does not work 
orre
tly with any ftpd. Consequently, this des
ription may besubje
t to 
hange or the appli
ation will be �xed.)## ftpd; add ftp-spe
ifi
s. These lines enable anonymous ftp over# standard UN*X a

ess (the listfile entry blo
ks a

ess to# users listed in /et
/ftpusers)#ftpd auth suffi
ient pam_ftp.so



5. Se
urity issues of Linux-PAM 17ftpd auth required pam_unix_auth.so use_first_passftpd auth required pam_listfile.so \onerr=su

eed item=user sense=deny file=/et
/ftpusersNote, the se
ond line is ne
essary sin
e the default entries are ignored by a servi
e appli
ation (here ftpd) ifthere are any entries in /et
/pam.
onf for that spe
i�ed servi
e. Again, this is an example of authenti
ationmodule sta
king. Note the use of the suffi
ient 
ontrol-�ag. It says that �if this module authenti
ates theuser, ignore the subsequent auth modules�. Also note the use of the �use_first_pass� module-argument,this instru
ts the UN*X authenti
ation module that it is not to prompt for a password but rely on onealready having been obtained by the pam_ftp module.5 Se
urity issues of Linux-PAMThis se
tion will dis
uss good pra
ti
es for using PAM in a se
ure manner. It is 
urrently sadly la
k-ing...suggestions are wel
ome!5.1 If something goes wrongLinux-PAM has the potential to seriously 
hange the se
urity of your system. You 
an 
hoose to have nose
urity or absolute se
urity (no a

ess permitted). In general, Linux-PAM errs towards the latter. Anynumber of 
on�guration errors 
an dissable a

ess to your system partially, or 
ompletely.The most dramati
 problem that is likely to be en
ountered when 
on�guring Linux-PAM is that of deletingthe 
on�guration �le(s): /et
/pam.d/* and/or /et
/pam.
onf. This will lo
k you out of your own system!To re
over, your best bet is to reboot the system in single user mode and set about 
orre
ting things fromthere. The following has been adapted from a life-saving email on the subje
t from David Wood:> What the hell do I do now?OK, don't pani
. The first thing you have to realize is thatthis happens to 50% of users who ever do anything with PAM.It happened here, not on
e, not twi
e, but three times, alldifferent, and in the end, the solution was the same everytime.First, I hope you installed LILO with a delay. If you 
an,reboot, hit shift or tab or something and type:LILO boot: linux single(Repla
e 'linux' with 'name-of-your-normal-linux-image').This will let you in without logging in. Ever wondered howeasy it is to break into a linux ma
hine from the 
onsole?Now you know.If you 
an't do that, then get yourself a bootkernel floppy



5. Se
urity issues of Linux-PAM 18and a root disk a-la sla
kware's res
ue.gz. (Red Hat'sinstallation disks 
an be used in this mode too.)In either 
ase, the point is to get ba
k your root prompt.Se
ond, I'm going to assume that you haven't 
ompletelynuked your pam installation - just your 
onfiguration files.Here's how you make your 
onfigs ni
e again:
d /et
mv pam.
onf pam.
onf.origmv pam.d pam.d.origmkdir pam.d
d pam.dand then use vi to 
reate a file 
alled "other" in thisdire
tory. It should 
ontain the following four lines:auth required pam_unix.soa

ount required pam_unix.sopassword required pam_unix.sosession required pam_unix.soNow you have the simplest possible PAM 
onfiguration thatwill work the way you're used to. Everything shouldmagi
ally start to work again. Try it out by hitting ALT-F2and logging in on another virtual 
onsole. If it doesn'twork, you have bigger problems, or you've mistypedsomething. One of the wonders of this system (seriously,perhaps) is that if you mistype anything in the 
onf files,you usually get no error reporting of any kind on the
onsole - just some entries in the log file. So look there!(Try 'tail /var/log/messages'.)From here you 
an go ba
k and get a real 
onfigurationgoing, hopefully after you've tested it first on a ma
hineyou don't 
are about s
rewing up. :/Some pointers (to make everything "right" with Red Hat...):Install the newest pam, pam
onfig, and pwdb from theredhat 
urrent dire
tory, and do it all on the same
ommand line with rpm...rpm -Uvh [maybe --for
e too℄ pam-* pam
onfig-* pwdb-*Then make sure you install (or reinstall) the newest
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e guide for available modules 19version of lib
, util-linux, wuftp, and NetKit. Forki
ks you might try installing the newest versions ofthe affe
ted x apps, like xlo
k, but I haven't gottenthose to work at all yet.5.2 Avoid having a weak `other' 
on�gurationIt is not a good thing to have a weak default (OTHER) entry. This servi
e is the default 
on�guration for allPAM aware appli
ations and if it is weak, your system is likely to be vulnerable to atta
k.Here is a sample "other" 
on�guration �le. The pam_deny module will deny a

ess and the pam_warnmodule will send a syslog message to auth.noti
e:## The PAM 
onfiguration file for the `other' servi
e#auth required pam_deny.soauth required pam_warn.soa

ount required pam_deny.soa

ount required pam_warn.sopassword required pam_deny.sopassword required pam_warn.sosession required pam_deny.sosession required pam_warn.so6 A referen
e guide for available modulesHere, we 
olle
t together some des
riptions of the various modules available for Linux-PAM. In generalthese modules should be freely available. Where this is not the 
ase, it will be indi
ated.Also please note the 
omments 
ontained in the se
tion 2 (on text 
onventions above) when 
opying theexamples listed below.6.1 The a

ess module6.1.1 SynopsisModule Name:pam_a

essAuthor[s℄:Alexei Nogin <alexei�nogin.dnttm.ru>Maintainer:Management groups provided:a

ount



6. A referen
e guide for available modules 20Cryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Requires a 
on�guration �le. By default /et
/se
urity/a

ess.
onf is used but this 
an be over-ridden.Network aware:Through PAM_TTY if set, otherwise attempts getting tty name of the stdin �le des
riptor withttyname(). Standard gethostname(), yp_get_default_domain(), gethostbyname() 
alls. NIS isused for netgroup support.6.1.2 Overview of moduleProvides logdaemon style login a

ess 
ontrol.6.1.3 A

ount 
omponentRe
ognized arguments:a

essfile=/path/to/file.
onf ; fieldsep=separatorsDes
ription:This module provides logdaemon style login a

ess 
ontrol based on login names and on host (ordomain) names, internet addresses (or network numbers), or on terminal line names in 
ase of non-networked logins. Diagnosti
s are reported through syslog(3). Wietse Venema's login_a

ess.
from logdaemon-5.6 is used with several 
hanges by A. Nogin.The behavior of this module 
an be modi�ed with the following arguments:� a

essfile=/path/to/file.
onf - indi
ate an alternative a

ess 
on�guration �le to overridethe default. This 
an be useful when di�erent servi
es need di�erent a

ess lists.� fieldsep=separators - this option modi�es the �eld separator 
hara
ter that pam_a

ess willre
ognize when parsing the a

ess 
on�guration �le. For example: fieldsep=j will 
ause thedefault `:' 
hara
ter to be treated as part of a �eld value and `j' be
omes the �eld separator.Doing this is useful in 
onju
tion with a system that wants to use pam_a

ess with X basedappli
ations, sin
e the PAM_TTY item is likely to be of the form "hostname:0" whi
h in
ludes a `:'
hara
ter in its value.Examples/suggested usage:Use of module is re
ommended, for example, on administrative ma
hines su
h as NIS servers and mailservers where you need several a

ounts a
tive but don't want them all to have login 
apability.For /et
/pam.d style 
on�gurations where your modules live in /lib/se
urity, start by adding thefollowing line to /et
/pam.d/login, /et
/pam.d/rlogin, /et
/pam.d/rsh and /et
/pam.d/ftp:a

ount required /lib/se
urity/pam_a

ess.so
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e guide for available modules 21Note that use of this module is not e�e
tive unless your system ignores .rhosts �les. See the thepam_rhosts_auth do
umentation.A sample a

ess.
onf 
on�guration �le is in
luded with the distribution.6.2 Chroot6.2.1 SynopsisModule Name:pam_
hrootAuthor:Bru
e Campbell <bru
e
�humbug.org.au>Maintainer:Author; proposed on 20/11/96 - email for statusManagement groups provided:a

ount; session; authenti
ationCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:Unwritten.System dependen
ies:Network aware:Expe
ts lo
alhost.6.2.2 Overview of moduleThis module is intended to provide a transparent wrapper around the average user, one that puts them ina fake �le-system (eg, their '/' is really /some/where/else).Useful if you have several 
lasses of users, and are slightly paranoid about se
urity. Can be used to limitwho else users 
an see on the system, and to limit the sele
tion of programs they 
an run.6.2.3 A

ount 
omponent:Need more info here.6.2.4 Authenti
ation 
omponent:Need more info here.



6. A referen
e guide for available modules 226.2.5 Session 
omponent:Need more info here.Re
ognized arguments:Arguments and logging levels for the PAM version are being worked on.Des
ription:Examples/suggested usage:Do provide a reasonable list of programs - just tossing '
at', 'ls', 'rm', '
p' and 'ed' in there is a bit...Don't take it to extremes (eg, you 
an set up a separate environment for ea
h user, but its a big wasteof your disk spa
e.)6.3 Cra
klib pluggable password strength-
he
ker6.3.1 SynopsisModule Name:pam_
ra
klibAuthor:Cristian Gafton <gafton�redhat.
om>Maintainer:Author.Management groups provided:passwordCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Requires the system library lib
ra
k and a system di
tionary: /usr/lib/
ra
klib_di
t.Network aware:6.3.2 Overview of moduleThis module 
an be plugged into the password sta
k of a given appli
ation to provide some plug-in strength-
he
king for passwords.This module works in the following manner: it �rst 
alls the Cra
klib routine to 
he
k the strength of thepassword; if 
ra
k likes the password, the module does an additional set of strength 
he
ks. These 
he
ksare:



6. A referen
e guide for available modules 23� Palindrome -Is the new password a palindrome of the old one?� Case Change Only -Is the new password the the old one with only a 
hange of 
ase?� Similar -Is the new password too mu
h like the old one? This is primarily 
ontrolled by one argument, difokwhi
h is a number of 
hara
ters that if di�erent between the old and new are enough to a

ept thenew password, this defaults to 10 or 1/2 the size of the new password whi
hever is smaller.To avoid the lo
kup asso
iated with trying to 
hange a long and 
ompli
ated password, difignoreis available. This argument 
an be used to spe
ify the minimum length a new password needs to bebefore the difok value is ignored. The default value for difignore is 23.� Simple -Is the new password too small? This is 
ontrolled by 5 arguments minlen, d
redit, u
redit, l
redit,and o
redit. See the se
tion on the arguments for the details of how these work and there defaults.� Rotated -Is the new password a rotated version of the old password?� Already used -Was the password used in the past? Previously used passwords are to be found in/et
/se
urity/opasswd.This module with no arguments will work well for standard unix password en
ryption. With md5 en
ryption,passwords 
an be longer than 8 
hara
ters and the default settings for this module 
an make it hard for theuser to 
hoose a satisfa
tory new password. Notably, the requirement that the new password 
ontain nomore than 1/2 of the 
hara
ters in the old password be
omes a non-trivial 
onstraint. For example, an oldpassword of the form "the qui
k brown fox jumped over the lazy dogs" would be di�
ult to 
hange... Inaddition, the default a
tion is to allow passwords as small as 5 
hara
ters in length. For a md5 systems it
an be a good idea to in
rease the required minimum size of a password. One 
an then allow more 
reditfor di�erent kinds of 
hara
ters but a

ept that the new password may share most of these 
hara
ters withthe old password.6.3.3 Password 
omponentRe
ognized arguments:debug; type=XXX; retry=N; difok=N; minlen=N; d
redit=N; u
redit=N; l
redit=N; o
redit=N;use_authtok;Des
ription:The a
tion of this module is to prompt the user for a password and 
he
k its strength against a systemdi
tionary and a set of rules for identifying poor 
hoi
es.The default a
tion is to prompt for a single password, 
he
k its strength and then, if it is 
onsideredstrong, prompt for the password a se
ond time (to verify that it was typed 
orre
tly on the �rst
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asion). All being well, the password is passed on to subsequent modules to be installed as the newauthenti
ation token.The default a
tion may be modi�ed in a number of ways using the arguments re
ognized by the module:� debug -this option makes the module write information to syslog(3) indi
ating the behavior of the module(this option does not write password information to the log �le).� type=XXX -the default a
tion is for the module to use the following prompts when requesting passwords:�New UNIX password: � and �Retype UNIX password: �. Using this option you 
an repla
e theword UNIX with XXX.� retry=N -the default number of times this module will request a new password (for strength-
he
king) fromthe user is 1. Using this argument this 
an be in
reased to N.� difok=N -This argument will 
hange the default of 10 for the number of 
hara
ters in the new passwordthat must not be present in the old password. In addition, if 1/2 of the 
hara
ters in the newpassword are di�erent then the new password will be a

epted anyway.� minlen=N -The minimum a

eptable size for the new password (plus one if 
redits are not disabled whi
h isthe default). In addition to the number of 
hara
ters in the new password, 
redit (of +1 in length)is given for ea
h di�erent kind of 
hara
ter (other, upper, lower and digit). The default for thisparameter is 9 whi
h is good for a old style UNIX password all of the same type of 
hara
ter butmay be too low to exploit the added se
urity of a md5 system. Note that there is a pair of lengthlimits in Cra
klib itself, a "way too short" limit of 4 whi
h is hard 
oded in and a de�ned limit(6) that will be 
he
ked without referen
e to minlen. If you want to allow passwords as shortas 5 
hara
ters you should either not use this module or re
ompile the 
ra
k library and thenre
ompile this module.� d
redit=N -(N >= 0) This is the maximum 
redit for having digits in the new password. If you have lessthan or N digits, ea
h digit will 
ount +1 towards meeting the 
urrent minlen value. The defaultfor d
redit is 1 whi
h is the re
ommended value for minlen less than 10. (N < 0) This is theminimum number of digits that must be met for a new password.� u
redit=N -(N >= 0) This is the maximum 
redit for having upper 
ase letters in the new password. If youhave less than or N upper 
ase letters ea
h letter will 
ount +1 towards meeting the 
urrent minlenvalue. The default for u
redit is 1 whi
h is the re
ommended value for minlen less than 10. (N< 0) This is the minimum number of upper 
ase letters that must be met for a new password.� l
redit=N -(N >= 0) This is the maximum 
redit for having lower 
ase letters in the new password. If youhave less than or N lower 
ase letters, ea
h letter will 
ount +1 towards meeting the 
urrent minlenvalue. The default for l
redit is 1 whi
h is the re
ommended value for minlen less than 10. (N< 0) This is the minimum number of lower 
ase letters that must be met for a new password.
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redit=N -(N >= 0) This is the maximum 
redit for having other 
hara
ters in the new password. If youhave less than or N other 
hara
ters, ea
h 
hara
ter will 
ount +1 towards meeting the 
urrentminlen value. The default for o
redit is 1 whi
h is the re
ommended value for minlen lessthan 10. (N < 0) This is the minimum number of other 
hara
ters that must be met for a newpassword.� use_authtok -This argument is used to for
e the module to not prompt the user for a new password but usethe one provided by the previously sta
ked password module.Examples/suggested usage:For an example of the use of this module, we show how it may be sta
ked with the password 
omponentof pam_pwdb:## These lines sta
k two password type modules. In this example the# user is given 3 opportunities to enter a strong password. The# "use_authtok" argument ensures that the pam_pwdb module does not# prompt for a password, but instead uses the one provided by# pam_
ra
klib.#passwd password required pam_
ra
klib.so retry=3passwd password required pam_pwdb.so use_authtokAnother example (in the /et
/pam.d/passwd format) is for the 
ase that you want to use md5 passworden
ryption:#%PAM-1.0## These lines allow a md5 systems to support passwords of at least 14# bytes with extra 
redit of 2 for digits and 2 for others the new# password must have at least three bytes that are not present in the# old password#password required pam_
ra
klib.so \difok=3 minlen=15 d
redit= 2 o
redit=2password required pam_pwdb.so use_authtok nullok md5And here is another example in 
ase you don't want to use 
redits:#%PAM-1.0## These lines require the user to sele
t a password with a minimum# length of 8 and with at least 1 digit number, 1 upper 
ase letter,# and 1 other 
hara
ter#password required pam_
ra
klib.so \d
redit=-1 u
redit=-1 o
redit=-1 l
redit=0 minlen=8password required pam_pwdb.so use_authtok nullok md5In this example we simply say that the password must have a minimum length of 8:
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e guide for available modules 26#%PAM-1.0## These lines require the user to sele
t a password with a mimimum# length of 8. He gets no 
redits and he is not for
ed to use# digit numbers, upper 
ase letters et
.#password required pam_
ra
klib.so \d
redit=0 u
redit=0 o
redit=0 l
redit=0 minlen=8password required pam_pwdb.so use_authtok nullok md56.4 The lo
king-out module6.4.1 SynopsisModule Name:pam_denyAuthor:Andrew G. Morgan <morgan�kernel.org>Maintainer:
urrent Linux-PAM maintainerManagement groups provided:a

ount; authenti
ation; password; sessionCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:
lean.System dependen
ies:Network aware:6.4.2 Overview of moduleThis module 
an be used to deny a

ess. It always indi
ates a failure to the appli
ation through the PAMframework. As is 
ommented in the overview se
tion 3 (above), this module might be suitable for using fordefault (the OTHER) entries.6.4.3 A

ount 
omponentRe
ognized arguments:Des
ription:This 
omponent does nothing other than return a failure. The failure type is PAM_ACCT_EXPIRED.
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e guide for available modules 27Examples/suggested usage:Sta
king this module with type a

ount will prevent the user from gaining a

ess to the system viaappli
ations that refer to Linux-PAM's a

ount management fun
tion pam_a

t_mgmt().The following example would make it impossible to login:## add this line to your other login entries to disable all a

ounts#login a

ount required pam_deny.so6.4.4 Authenti
ation 
omponentRe
ognized arguments:Des
ription:This 
omponent does nothing other than return a failure. The failure type is PAM_AUTH_ERR in the
ase that pam_authenti
ate() is 
alled (when the appli
ation tries to authenti
ate the user), and isPAM_CRED_UNAVAIL when the appli
ation 
alls pam_set
red() (to establish and set the 
redentials ofthe user � it is unlikely that this fun
tion will ever be 
alled in pra
ti
e).Examples/suggested usage:To deny a

ess to default appli
ations with this 
omponent of the pam_denymodule, you might in
ludethe following line in your Linux-PAM 
on�guration �le:## add this line to your existing OTHER entries to prevent# authenti
ation su

eeding with default appli
ations.#OTHER auth required pam_deny.so6.4.5 Password 
omponentRe
ognized arguments:Des
ription:This 
omponent of the module denies the user the opportunity to 
hange their password. It alwaysresponds with PAM_AUTHTOK_ERR when invoked.Examples/suggested usage:This module should be used to prevent an appli
ation from updating the appli
ant user's password.For example, to prevent login from automati
ally prompting for a new password when the old onehas expired you should in
lude the following line in your 
on�guration �le:## add this line to your other login entries to prevent the login# appli
ation from being able to 
hange the user's password.#login password required pam_deny.so
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e guide for available modules 286.4.6 Session 
omponentRe
ognized arguments:Des
ription:This aspe
t of the module prevents an appli
ation from starting a session on the host 
omputer.Examples/suggested usage:Together with another session module, that displays a message of the day perhaps (pam_motd forexample), this module 
an be used to blo
k a user from starting a shell. We might use the followingentries in the 
on�guration �le to inform the user it is system time:## An example to see how to 
onfigure login to refuse the user a# session (politely)#login session required pam_motd.so \motd=/et
/system_timelogin session required pam_deny.so6.5 Set/unset environment variables6.5.1 SynopsisModule Name:pam_envAuthor:Dave Kin
hlea <kin
h�kin
h.ark.
om>Maintainer:AuthorManagement groups provided:Authenti
ation (set
red)Cryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:/et
/se
urity/pam_env.
onfNetwork aware:6.5.2 Overview of moduleThis module allows the (un)setting of environment variables. Supported is the use of previously set environ-ment variables as well as PAM_ITEM s su
h as PAM_RHOST.
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e guide for available modules 296.5.3 Authenti
ation 
omponentRe
ognized arguments:debug; 
onffile=
on�guration-�le-name; envfile=env-�le-name; readenv=0j1Des
ription:This module allows you to (un)set arbitrary environment variables using �xed strings, the value ofpreviously set environment variables and/or PAM_ITEM s.All is 
ontrolled via a 
on�guration �le (by default, /et
/se
urity/pam_env.
onfbut 
an be overridenwith 
onffile argument). Ea
h line starts with the variable name, there are then two possible optionsfor ea
h variable DEFAULT and OVERRIDE. DEFAULT allows an administrator to set the valueof the variable to some default value, if none is supplied then the empty string is assumed. TheOVERRIDE option tells pam_env that it should enter in its value (overriding the default value) ifthere is one to use. OVERRIDE is not used, "" is assumed and no override will be done.VARIABLE [DEFAULT=[value℄℄ [OVERRIDE=[value℄℄(Possibly non-existent) environment variables may be used in values using the $fstringg syntax and(possibly non-existent) PAM_ITEM s may be used in values using the �fstringg syntax. Both the $and � 
hara
ters 
an be ba
kslash-es
aped to be used as literal values (as in n$. Double quotes maybe used in values (but not environment variable names) when white spa
e is needed the full valuemust be delimited by the quotes and embedded or es
aped quotes are not supported.This module 
an also parse a �le with simple KEY=VAL pairs on seperate lines (/et
/environment bydefault). You 
an 
hange the default �le to parse, with the env�le �ag and turn it on or o� by settingthe readenv �ag to 1 or 0 respe
tively.The behavior of this module 
an be modi�ed with one of the following �ags:� debug - write more information to syslog(3).� 
onffile=�lename - by default the �le /et
/se
urity/pam_env.
onf is used as the 
on�guration�le. This option overrides the default. You must supply a 
omplete path + �le name.� envfile=�lename - by default the �le /et
/environment is used to load KEY=VAL pairs dire
tlyinto the env. This option overrides the default. You must supply a 
omplete path + �le name.� readenv=0j1 - turns on or o� the reading of the �le spe
i�ed by env�le (0 is o�, 1 is on). Bydefault this option is on.Examples/suggested usage:See sample pam_env.
onf for more information and examples.6.6 The �lter module6.6.1 SynopsisModule Name:pam_�lterAuthor:Andrew G. Morgan <morgan�kernel.org>
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e guide for available modules 30Maintainer:Author.Management groups provided:a

ount; authenti
ation; password; sessionCryptographi
ally sensitive:Not yet.Se
urity rating:Clean 
ode base:This module 
ompiles 
leanly on Linux based systems.System dependen
ies:To fun
tion it requires �lters to be installed on the system.Network aware:6.6.2 Overview of moduleThis module was written to o�er a plug-in alternative to programs like ttysnoop (XXX - need a referen
e).Sin
e writing a �lter that performs this fun
tion has not o

urred, it is 
urrently only a toy. The single �lterprovided with the module simply transposes upper and lower 
ase letters in the input and output streams.(This 
an be very annoying and is not kind to term
ap based editors).6.6.3 A

ount+Authenti
ation+Password+Session 
omponentsRe
ognized arguments:debug; new_term; non_term; runXDes
ription:Ea
h 
omponent of the module has the potential to invoke the desired �lter. The �lter is alwaysexe
v(2)d with the privilege of the 
alling appli
ation and not that of the user. For this reason it
annot usually be killed by the user without 
losing their session.The behavior of the module 
an be signi�
antly altered by the arguments passed to it in the Linux-PAM 
on�guration �le:� debug -this option in
reases the amount of information logged to syslog(3) as the module is exe
uted.� new_term -the default a
tion of the �lter is to set the PAM_TTY item to indi
ate the terminal that the user isusing to 
onne
t to the appli
ation. This argument indi
ates that the �lter should set PAM_TTYto the �ltered pseudo-terminal.� non_term - don't try to set the PAM_TTY item.
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e guide for available modules 31� runX -in order that the module 
an invoke a �lter it should know when to invoke it. This argument isrequired to tell the �lter when to do this. The arguments that follow this one are respe
tivelythe full pathname of the �lter to be run and any 
ommand line arguments that the �lter mightexpe
t.Permitted values for X are 1 and 2. These indi
ate the pre
ise time that the �lter is to be run. Tounderstand this 
on
ept it will be useful to have read the Linux-PAM Module developer's guide.Basi
ally, for ea
h management group there are up to two ways of 
alling the module's fun
tions.In the 
ase of the authenti
ation and session 
omponents there are a
tually two separate fun
-tions. For the 
ase of authenti
ation, these fun
tions are _authenti
ate and _set
red � hererun1 means run the �lter from the _authenti
ate fun
tion and run2 means run the �lter from_set
red. In the 
ase of the session modules, run1 implies that the �lter is invoked at the_open_session stage, and run2 for _
lose_session.For the 
ase of the a

ount 
omponent. Either run1 or run2 may be used.For the 
ase of the password 
omponent, run1 is used to indi
ate that the �lter is run on the �rsto

asion _
hauthtok is run (the PAM_PRELIM_CHECK phase) and run2 is used to indi
ate that the�lter is run on the se
ond o

asion (the PAM_UPDATE_AUTHTOK phase).Examples/suggested usage:At the time of writing there is little real use to be made of this module. For fun you might try addingthe following line to your login's 
on�guration entries## An example to see how to 
onfigure login to transpose upper and# lower 
ase letters on
e the user has logged in(!)#login session required pam_filter.so \run1 /usr/sbin/pam_filter/upperLOWER6.7 Anonymous a

ess module6.7.1 SynopsisModule Name:pam_ftp.soAuthor:Andrew G. Morgan <morgan�kernel.org>Maintainer:Author.Management groups provided:authenti
ationCryptographi
ally sensitive:Se
urity rating:
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ode base:System dependen
ies:Network aware:prompts for email address of user; easily spoofed (XXX - needs work)6.7.2 Overview of moduleThe purpose of this module is to provide a pluggable anonymous ftp mode of a

ess.6.7.3 Authenti
ation 
omponentRe
ognized arguments:debug; users=XXX,YYY,...; ignoreDes
ription:This module inter
epts the user's name and password. If the name is �ftp� or �anonymous�, the user'spassword is broken up at the `�' delimiter into a PAM_RUSER and a PAM_RHOST part; these pam-itemsbeing set a

ordingly. The username (PAM_USER) is set to �ftp�. In this 
ase the module su

eeds.Alternatively, the module sets the PAM_AUTHTOK item with the entered password and fails.The behavior of the module 
an be modi�ed with the following �ags:� debug - log more information to with syslog(3).� users=XXX,YYY,... - instead of �ftp� or �anonymous�, provide anonymous login to the 
ommaseparated list of users; �XXX,YYY,...�. Should the appli
ant enter one of these usernames thereturned username is set to the �rst in the list; �XXX�.� ignore - pay no attention to the email address of the user (if supplied).Examples/suggested usage:An example of the use of this module is provided in the 
on�guration �le se
tion 4 (above). With 
are,this module 
ould be used to provide new/temporary a

ount anonymous login.6.8 The group a

ess module6.8.1 SynopsisModule Name:pam_groupAuthor:Andrew G. Morgan <morgan�kernel.org>Maintainer:Author.
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e guide for available modules 33Management groups provided:authenti
ationCryptographi
ally sensitive:Se
urity rating:Sensitive to setgid status of �le-systems a

essible to users.Clean 
ode base:System dependen
ies:Requires an /et
/se
urity/group.
onf �le. Can be 
ompiled with or without libpwdb.Network aware:Only through 
orre
tly set PAM_TTY item.6.8.2 Overview of moduleThis module provides group-settings based on the user's name and the terminal they are requesting a givenservi
e from. It takes note of the time of day.6.8.3 Authenti
ation 
omponentRe
ognized arguments:Des
ription:This module does not authenti
ate the user, but instead it grants group memberships (in the 
redentialsetting phase of the authenti
ation module) to the user. Su
h memberships are based on the servi
e theyare applying for. The group memberships are listed in text form in the /et
/se
urity/group.
onf�le.Examples/suggested usage:For this module to fun
tion 
orre
tly there must be a 
orre
tly formatted /et
/se
urity/groups.
onf�le present. The format of this �le is as follows. Group memberships are given based on the servi
eappli
ation satisfying any 
ombination of lines in the 
on�guration �le. Ea
h line (barring 
ommentswhi
h are pre
eded by `#' marks) has the following syntax:servi
es ; ttys ; users ; times ; groupsHere the �rst four �elds share the syntax of the pam_time 
on�guration �le;/et
/se
urity/pam_time.
onf, and the last �eld, the groups �eld, is a 
omma (or spa
e)separated list of the text-names of a sele
tion of groups. If the users appli
ation for servi
e satis�esthe �rst four �elds, the user is granted membership of the listed groups.As stated in above this module's usefulness relies on the �le-systems a

essible to the user. The pointbeing that on
e granted the membership of a group, the user may attempt to 
reate a setgid binarywith a restri
ted group ownership. Later, when the user is not given membership to this group, they
an re
over group membership with the pre
ompiled binary. The reason that the �le-systems that theuser has a

ess to are so signi�
ant, is the fa
t that when a system is mounted nosuid the user is unable
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e guide for available modules 34to 
reate or exe
ute su
h a binary �le. For this module to provide any level of se
urity, all �le-systemsthat the user has write a

ess to should be mounted nosuid .The pam_group module fu
tions in parallel with the /et
/group �le. If the user is granted any groupsbased on the behavior of this module, they are granted in addition to those entries /et
/group (orequivalent).6.9 Add issue �le to user prompt6.9.1 SynopsisModule Name:pam_issueAuthor:Ben Collins <b
ollins�debian.org>Maintainer:AuthorManagement groups provided:Authenti
ation (pam_sm_authenti
ate)Cryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Network aware:6.9.2 Overview of moduleThis module prepends the issue �le (/et
/issue by default) when prompting for a username.6.9.3 Authenti
ation 
omponentRe
ognized arguments:issue=issue-file-name; noes
;Des
ription:This module allows you to prepend an issue �le to the username prompt. It also by default parseses
ape 
odes in the issue �le similar to some 
ommon getty's (using nx format).Re
ognized es
apes:� d - 
urrent date� s - operating system name
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e guide for available modules 35� l - name of this tty� m - ar
hite
ture of this system (i686, spar
, powerp
, ...)� n - hostname of this system� o - domainname of this system� r - release number of the operation system (eg. 2.2.12)� t - 
urrent time� u - number of users 
urrently logged in� U - same as u, ex
ept it is su�xed with "user" or "users" (eg. "1 user" or "10 users"� v - version/build-date of the operating system (eg. "#3 Mon Aug 23 14:38:16 EDT 1999" onLinux).The behavior of this module 
an be modi�ed with one of the following �ags:� issue - the �le to output if not using the default� noes
 - turns o� es
ape 
ode parsingExamples/suggested usage:login auth pam_issue.so issue=/et
/issue6.10 The Kerberos 4 module.6.10.1 SynopsisModule Name:pam_krb4Author:Derri
k J. Brashear <shadow�dementia.org>Maintainer:Author.Management groups provided:authenti
ation; password; sessionCryptographi
ally sensitive:uses APISe
urity rating:Clean 
ode base:System dependen
ies:libraries - libkrb, libdes, lib
om_err, libkadm; and a set of Kerberos in
lude �les.Network aware:Gets Kerberos ti
ket granting ti
ket via a Kerberos key distribution 
enter rea
hed via the network.



6. A referen
e guide for available modules 366.10.2 Overview of moduleThis module provides an interfa
e for doing Kerberos veri�
ation of a user's password, getting the user aKerberos ti
ket granting ti
ket for use with the Kerberos ti
ket granting servi
e, destroying the user's ti
ketsat logout time, and 
hanging a Kerberos password.6.10.3 Session 
omponentRe
ognized arguments:Des
ription:This 
omponent of the module 
urrently sets the user's KRBTKFILE environment variable (althoughthere is 
urrently no way to export this), as well as deleting the user's ti
ket �le upon logout (untilPAM_CRED_DELETE is supported by login).Examples/suggested usage:This part of the module won't be terribly useful until we 
an 
hange the environment from within aLinux-PAM module.6.10.4 Password 
omponentRe
ognized arguments:use_first_pass; try_first_passDes
ription:This 
omponent of the module 
hanges a user's Kerberos password by �rst getting and using the user'sold password to get a session key for the password 
hanging servi
e, then sending a new password tothat servi
e.Examples/suggested usage:This should only be used with a real Kerberos v4 kadmind. It 
annot be used with an AFS kaserverunless spe
ial provisions are made. Conta
t the module author for more information.6.10.5 Authenti
ation 
omponentRe
ognized arguments:use_first_pass; try_first_passDes
ription:This 
omponent of the module veri�es a user's Kerberos password by requesting a ti
ket granting ti
ketfrom the Kerberos server and optionally using it to attempt to retrieve the lo
al 
omputer's host keyand verifying using the key �le on the lo
al ma
hine if one exists.It also writes out a ti
ket �le for the user to use later, and deletes the ti
ket �le upon logout (not untilPAM_CRED_DELETE is 
alled from login).
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e guide for available modules 37Examples/suggested usage:This module 
an be used with a real Kerberos server using MIT v4 Kerberos keys. The module or thesystem Kerberos libraries may be modi�ed to support AFS style Kerberos keys. Currently this is notsupported to avoid 
ryptography 
onstraints.6.11 The last login module6.11.1 SynopsisModule Name:pam_lastlogAuthor:Andrew G. Morgan <morgan�kernel.org>Maintainer:AuthorManagement groups provided:authCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:uses information 
ontained in the /var/log/lastlog �le.Network aware:6.11.2 Overview of moduleThis session module maintains the /var/log/lastlog �le. Adding an open entry when 
alled via thepam_open_seesion() fun
tion and 
ompleting it when pam_
lose_session() is 
alled. This module 
analso display a line of information about the last login of the user. If an appli
ation already performs thesetasks, it is not ne
essary to use this module.6.11.3 Session 
omponentRe
ognized arguments:debug; nodate; noterm; nohost; silent; neverDes
ription:This module 
an be used to provide a �Last login on ...� message. when the user logs into thesystem from what ever appli
ation uses the PAM libraries. In addition, the module maintains the/var/log/lastlog �le.The behavior of this module 
an be modi�ed with one of the following �ags:
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e guide for available modules 38� debug - write more information to syslog(3).� nodate - negle
t to give the date of the last login when displaying information about the lastlogin on the system.� noterm - negle
t to diplay the terminal name on whi
h the last login was attempt.� nohost - negle
t to indi
ate from whi
h host the last login was attempted.� silent - negle
t to inform the user about any previous login: just update the /var/log/lastlog�le.� never - if the /var/log/lastlog �le does not 
ontain any old entries for the user, indi
ate thatthe user has never previously logged in with a �wel
ome..." message.Examples/suggested usage:This module 
an be used to indi
ate that the user has new mail when they login to the system. Hereis a sample entry for your /et
/pam.d/XXX �le:## When were we last here?#session optional pam_lastlog.soNote, some appli
ations may perform this fun
tion themselves. In su
h 
ases, this module is notne
essary.6.12 The resour
e limits module6.12.1 SynopsisModule Name:pam_limitsAuthors:Cristian Gafton <gafton�redhat.
om>Thanks are also due to Elliot Lee <sopwith�redhat.
om> for his 
omments on improving this module.Maintainer:Cristian Gafton - 1996/11/20Management groups provided:sessionCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:requires an /et
/se
urity/limits.
onf �le and kernel support for resour
e limits. Also uses thelibrary, libpwdb.Network aware:



6. A referen
e guide for available modules 396.12.2 Overview of moduleThis module, through the Linux-PAM open-session hook, sets limits on the system resour
es that 
an beobtained in a user-session. Its a
tions are di
tated more expli
itly through the 
on�guration �le dis
ussedbelow.6.12.3 Session 
omponentRe
ognized arguments:debug; 
onf=/path/to/file.
onf; 
hange_uid; utmp_earlyDes
ription:Through the 
ontents of the 
on�guration �le, /et
/se
urity/limits.
onf, resour
e limits are pla
edon users' sessions. Users of uid=0 are not a�e
ted by this restri
tion.The behavior of this module 
an be modi�ed with the following arguments:� debug - verbose logging to syslog(3).� 
onf=/path/to/file.
onf - indi
ate an alternative limits 
on�guration �le to the default.� 
hange_uid - 
hange real uid to the user for who the limits are set up. Use this option if you haveproblems like login not forking a shell for user who has no pro
esses. Be warned that somethingelse may break when you do this.� utmp_early - some broken appli
ations a
tually allo
ate a utmp entry for the user before theuser is admitted to the system. If some of the servi
es you are 
on�guring PAM for do this, you
an sele
tively use this module argument to 
ompensate for this behavior and at the same timemaintain system-wide 
onsisten
y with a single limits.
onf �le.Examples/suggested usage:In order to use this module the system administrator must �rst 
reate a root-only-readable �le (defaultis /et
/se
urity/limits.
onf). This �le des
ribes the resour
e limits the superuser wishes to imposeon users and groups. No limits are imposed on uid=0 a

ounts.Ea
h line of the 
on�guration �le des
ribes a limit for a user in the form:<domain> <type> <item> <value>The �elds listed above should be �lled as follows...<domain> 
an be:� a username� a groupname, with �group syntax� the wild-
ard *, for default entry� the wild-
ard %, for maxlogins limit only, 
an also be used with %group syntax<type> 
an have the three values:� hard for enfor
ing hard resour
e limits. These limits are set by the superuser and enfor
ed by theLinux Kernel. The user 
annot raise his requirement of system resour
es above su
h values.



6. A referen
e guide for available modules 40� soft for enfor
ing soft resour
e limits. These limits are ones that the user 
an move up or downwithin the permitted range by any pre-exisiting hard limits. The values spe
i�ed with this token
an be thought of as default values, for normal system usage.� - for enfor
ing both soft and hard limits together.<item> 
an be one of the following:� 
ore - limits the 
ore �le size (KB)� data - max data size (KB)� fsize - maximum �lesize (KB)� memlo
k - max lo
ked-in-memory address spa
e (KB)� nofile - max number of open �les� rss - max resident set size (KB)� sta
k - max sta
k size (KB)� 
pu - max CPU time (MIN)� npro
 - max number of pro
esses� as - address spa
e limit� maxlogins - max number of logins for this user� maxsyslogins - max number of logins on system� priority - the priority to run user pro
ess with (negative values boost pro
ess priority)� lo
ks - max lo
ked �les (Linux 2.4 and higher)Note, if you spe
ify a type of �-� but negle
t to supply the item and value �elds then the module willnever enfor
e any limits on the 
orresponding user/group-members et
. . Note, the �rst entry of theform whi
h applies to the authenti
ating user will override all other entries in the limits 
on�guration�le. In su
h 
ases, the pam_limits module will always return PAM_SUCCESS.In general, individual limits have priority over group limits, so if you impose no limits for admin group,but one of the members in this group have a limits line, the user will have its limits set a

ording tothis line.Also, please note that all limit settings are set per login. They are not global, nor are they permanent;existing only for the duration of the session.In the limits 
on�guration �le, the �#� 
hara
ter introdu
es a 
omment - after whi
h the rest of theline is ignored.The pam_limits module does its best to report 
on�guration problems found in its 
on�guration �levia syslog(3).The following is an example 
on�guration �le:# EXAMPLE /et
/se
urity/limits.
onf file:# =======================================# <domain> <type> <item> <value>* soft 
ore 0* hard rss 10000�student hard npro
 20�fa
ulty soft npro
 20
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ulty hard npro
 50ftp hard npro
 0�student - maxlogins 4Note, the use of soft and hard limits for the same resour
e (see �fa
ulty) � this establishes thedefault and permitted extreme level of resour
es that the user 
an obtain in a given servi
e-session.Note, that wild-
ards * and % have the following meaning when used for maxlogins limit� * every user� % all users, or entire group when %group is spe
i�edSee the following examples:# EXAMPLE /et
/se
urity/limits.
onf file:# <domain> <type> <item> <value>* - maxlogins 2�fa
ulty - maxlogins 4% - maxlogins 30%student - maxlogins 10Explanation: every user 
an login 2 times, members of the fa
ulty group 
an login 4 times, there 
anbe only 30 logins, only 10 from students group.For the servi
es that need resour
es limits (login for example) put the following line in /et
/pam.
onfas the last line for that servi
e (usually after the pam_unix session line:## Resour
e limits imposed on login sessions via pam_limits#login session required pam_limits.so6.13 The list-�le module6.13.1 SynopsisModule Name:pam_listfileAuthor:Elliot Lee <sopwith�
u
.edu>Maintainer:Red Hat Software:Mi
hael K. Johnson <johnsonm�redhat.
om> 1996/11/18(if unavailable, 
onta
t Elliot Lee <sopwith�
u
.edu>).Management groups provided:authenti
ationCryptographi
ally sensitive:Se
urity rating:
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ode base:
leanSystem dependen
ies:Network aware:6.13.2 Overview of moduleThe list-�le module provides a way to deny or allow servi
es based on an arbitrary �le.6.13.3 Authenti
ation 
omponentRe
ognized arguments:onerr=su

eedjfail; sense=allowjdeny; file=�lename; item=userjttyjrhostjruserjgroupjshellapply=userj�groupDes
ription:The module gets the item of the type spe
i�ed � user spe
i�es the username, PAM_USER; tty spe
i�esthe name of the terminal over whi
h the request has been made, PAM_TTY; rhost spe
i�es the nameof the remote host (if any) from whi
h the request was made, PAM_RHOST; and ruser spe
i�es thename of the remote user (if available) who made the request, PAM_RUSER � and looks for an instan
eof that item in the �le �lename. �lename 
ontains one line per item listed. If the item is found,then if sense=allow, PAM_SUCCESS is returned, 
ausing the authorization request to su

eed; else ifsense=deny, PAM_AUTH_ERR is returned, 
ausing the authorization request to fail.If an error is en
ountered (for instan
e, if �lename does not exist, or a poorly-
onstru
ted argu-ment is en
ountered), then if onerr=su

eed, PAM_SUCCESS is returned, otherwise if onerr=fail,PAM_AUTH_ERR or PAM_SERVICE_ERR (as appropriate) will be returned.An additional argument, apply=, 
an be used to restri
t the appli
ation of the above to a spe
i�
 user(apply=username) or a given group (apply=�groupname). This added restri
tion is only meaningfulwhen used with the tty, rhost and shell items .Besides this last one, all arguments should be spe
i�ed; do not 
ount on any default behavior, as it issubje
t to 
hange.No 
redentials are awarded by this module.Examples/suggested usage:Classi
 �ftpusers� authenti
ation 
an be implemented with this entry in /et
/pam.
onf:## deny ftp-a

ess to users listed in the /et
/ftpusers file#ftp auth required pam_listfile.so \onerr=su

eed item=user sense=deny file=/et
/ftpusersNote, users listed in /et
/ftpusers �le are (
ounterintuitively) not allowed a

ess to the ftp servi
e.To allow login a

ess only for 
ertain users, you 
an use a pam.
onf entry like this:
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e guide for available modules 43## permit login to users listed in /et
/loginusers#login auth required pam_listfile.so \onerr=fail item=user sense=allow file=/et
/loginusersFor this example to work, all users who are allowed to use the login servi
e should be listed in the �le/et
/loginusers. Unless you are expli
itly trying to lo
k out root, make sure that when you do this,you leave a way for root to log in, either by listing root in /et
/loginusers, or by listing a user whois able to su to the root a

ount.6.14 The mail module6.14.1 SynopsisModule Name:pam_mailAuthor:Andrew G. Morgan <morgan�kernel.org>Maintainer:AuthorManagement groups provided:Authenti
ation (
redential) Session (open)Cryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Default mail dire
tory /var/spool/mail/Network aware:6.14.2 Overview of moduleThis module looks at the user's mail dire
tory and indi
ates whether the user has any mail in it.6.14.3 Session 
omponentRe
ognized arguments:debug; dir=dire
tory-name; nopen; 
lose; noenv; empty; hash=hash
ount ; standard; quiet;
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e guide for available modules 44Des
ription:This module provides the �you have new mail� servi
e to the user. It 
an be plugged into any appli
ationthat has 
redential hooks. It gives a single message indi
ating the newness of any mail it �nds in theuser's mail folder. This module also sets the Linux-PAM environment variable, MAIL, to the user'smail dire
tory.The behavior of this module 
an be modi�ed with one of the following �ags:� debug - write more information to syslog(3).� dir=pathname - look for the users' mail in an alternative dire
tory given by pathname. Thedefault lo
ation for mail is /var/spool/mail. Note, if the supplied pathname is pre�xed by a `�',the dire
tory is interpreted as indi
ating a �le in the user's home dire
tory.� nopen - instru
t the module to not print any mail information when the user's 
redentials area
quired. This �ag is useful to get the MAIL environment variable set, but to not display anyinformation about it.� 
lose - instru
t the module to indi
ate if the user has any mail at the as the user's 
redentialsare revoked.� noenv - do not set the MAIL environment variable.� empty - indi
ate that the user's mail dire
tory is empty if this is found to be the 
ase.� hash=hash
ount - mail dire
tory hash depth. For example, a hash
ount of 2 would make themail�le be /var/spool/mail/u/s/user.� standard - old style "You have..." format whi
h doesn't show the mail spool being used. this alsoimplies "empty"� quiet - only report when there is new mail.Examples/suggested usage:This module 
an be used to indi
ate that the user has new mail when they login to the system. Hereis a sample entry for your /et
/pam.
onf �le:## do we have any mail?#login session optional pam_mail.soNote, if the mail spool �le (be it /var/spool/mail/$USER or a pathname given with the dir= param-eter) is a dire
tory then pam_mail assumes it is in the Qmail Maildir format.Note, some appli
ations may perform this fun
tion themselves. In su
h 
ases, this module is notne
essary.6.14.4 Authenti
ation 
omponentThen authenti
ation 
ompanent works the same as the session 
omponent, ex
ept that everything is doneduring the pam_set
red() phase.
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e guide for available modules 456.15 Create home dire
tories on initial login6.15.1 SynopsisModule Name:pam_mkhomedirAuthor:Jason Gunthorpe <jgg�ualberta.
a>Maintainer:Ben Collins <b
ollins�debian.org>Management groups provided:SessionCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Network aware:6.15.2 Overview of moduleCreates home dire
tories on the �y for authenti
ated users.6.15.3 Session 
omponentRe
ognized arguments:debug; skel=skeleton-dir; umask=o
tal-umask;Des
ription:This module is useful for distributed systems where the user a

ount is managed in a 
entral database(su
h as NIS, NIS+, or LDAP) and a

essed through miltiple systems. It frees the administrator fromhaving to 
reate a default home dire
tory on ea
h of the systems by 
reating it upon the �rst su

esfullyauthenti
ated login of that user. The skeleton dire
tory (usually /et
/skel/) is used to 
opy default�les and also set's a umask for the 
reation.The behavior of this module 
an be modi�ed with one of the following �ags:� skel - The skeleton dire
tory for default �les to 
opy to the new home dire
tory.� umask - An o
tal for of the same format as you would pass to the shells umask 
ommand.Examples/suggested usage:session required pam_mkhomedir.so skel=/et
/skel/ umask=0022
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e guide for available modules 466.16 Output the motd �le6.16.1 SynopsisModule Name:pam_motdAuthor:Ben Collins <b
ollins�debian.org>Maintainer:AuthorManagement groups provided:Session (open)Cryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Network aware:6.16.2 Overview of moduleThis module outputs the motd �le (/et
/motd by default) upon su

essful login.6.16.3 Session 
omponentRe
ognized arguments:debug; motd=motd-file-name;Des
ription:This module allows you to have arbitrary motd's (message of the day) output after a su

esful login.By default this �le is /et
/motd , but is 
on�gurable to any �le.The behavior of this module 
an be modi�ed with one of the following �ags:� motd - the �le to output if not using the default.Examples/suggested usage:login session pam_motd.so motd=/et
/motd



6. A referen
e guide for available modules 476.17 The no-login module6.17.1 SynopsisModule Name:pam_nologinAuthor:Written by Mi
hael K. Johnson <johnsonm�redhat.
om>Maintainer:Management groups provided:a

ount; authenti
ationCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Network aware:6.17.2 Overview of moduleProvides standard Unix nologin authenti
ation.6.17.3 Authenti
ation 
omponentRe
ognized arguments:su

essok, �le=<�lename>Des
ription:Provides standard Unix nologin authenti
ation. If the �le /et
/nologin exists, only root is allowedto log in; other users are turned away with an error message (and the module returns PAM_AUTH_ERRor PAM_USER_UNKNOWN). All users (root or otherwise) are shown the 
ontents of /et
/nologin.If the �le /et
/nologin does not exist, this module defaults to returning PAM_IGNORE, but thesu

essok module argument 
auses it to return PAM_SUCCESS in this 
ase.The administrator 
an override the default nologin �le with the file=pathname module argument.Examples/suggested usage:In order to make this module e�e
tive, all login methods should be se
ured by it. It should be usedas a required method listed before any suffi
ient methods in order to get standard Unix nologinsemanti
s. Note, the use of su

essok module argument 
auses the module to return PAM_SUCCESSand as su
h would break su
h a 
on�guration - failing suffi
ient modules would lead to a su

essfullogin be
ause the nologin module su

eeded .
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uous module6.18.1 SynopsisModule Name:pam_permitAuthor:Andrew G. Morgan, <morgan�kernel.org>Maintainer:Linux-PAM maintainer.Management groups provided:a

ount; authenti
ation; password; sessionCryptographi
ally sensitive:Se
urity rating:VERY LOW. Use with extreme 
aution.Clean 
ode base:Clean.System dependen
ies:Network aware:6.18.2 Overview of moduleThis module is very dangerous. It should be used with extreme 
aution. Its a
tion is always to permita

ess. It does nothing else.6.18.3 A

ount+Authenti
ation+Password+Session 
omponentsRe
ognized arguments:Des
ription:No matter what management group, the a
tion of this module is to simply return PAM_SUCCESS �operation su

essful.In the 
ase of authenti
ation, the user's name will be a
quired. Many appli
ations be
ome 
onfused ifthis name is unknown.Examples/suggested usage:It is seldom a good idea to use this module. However, it does have some legitimate uses. For example,if the system-administrator wishes to turn o� the a

ount management on a workstation, and at thesame time 
ontinue to allow logins, then she might use the following 
on�guration �le entry for login:
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e guide for available modules 49## add this line to your other login entries to disable a

ount# management, but 
ontinue to permit users to log in...#login a

ount required pam_permit.so6.19 The Password-Database module6.19.1 SynopsisModule Name:pam_pwdbAuthor:Cristian Gafton <gafton�redhat.
om>and Andrew G. Morgan <morgan�kernel.org>Maintainer:Red Hat.Management groups provided:a

ount; authenti
ation; password; sessionCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Requires properly 
on�gured libpwdbNetwork aware:6.19.2 Overview of moduleThis module is a pluggable repla
ement for the pam_unix_.. modules. It uses the generi
 interfa
e of thePassword Database library libpwdb.6.19.3 A

ount 
omponentRe
ognized arguments:debugDes
ription:The debug argument makes the a

ounting fun
tions of this module syslog(3) more information onits a
tions. (Remaining arguments supported by the other fun
tions of this module are silently ignored,but others are logged as errors through syslog(3)).



6. A referen
e guide for available modules 50Based on the following pwdb_elements: expire; last_
hange; max_
hange; defer_
hange;warn_
hange, this module performs the task of establishing the status of the user's a

ount andpassword. In the 
ase of the latter, it may o�er advi
e to the user on 
hanging their password or,through the PAM_AUTHTOKEN_REQD return, delay giving servi
e to the user until they have established anew password. The entries listed above are do
umented in the Password Database Library Guide (seepointer above). Should the user's re
ord not 
ontain one or more of these entries, the 
orrespondingshadow 
he
k is not performed.Examples/suggested usage:In its a

ounting mode, this module 
an be inserted as follows:## Ensure users a

ount and password are still a
tive#login a

ount required pam_pwdb.so6.19.4 Authenti
ation 
omponentRe
ognized arguments:debug; use_first_pass; try_first_pass; nullok; nodelay; likeauthDes
ription:The debug argument makes the authenti
ation fun
tions of this module syslog(3) more informationon its a
tions.The default a
tion of this module is to not permit the user a

ess to a servi
e if their o�
ial passwordis blank. The nullok argument overrides this default.When given the argument try_first_pass, before prompting the user for their password, the module�rst tries the previous sta
ked auth-module's password in 
ase that satis�es this module as well. Theargument use_first_pass for
es the module to use su
h a re
alled password and will never promptthe user - if no password is available or the password is not appropriate, the user will be denied a

ess.The argument, nodelay, 
an be used to dis
ourage the authenti
ation 
omponent from requesting adelay should the authenti
ation as a whole fail. The default a
tion is for the module to request adelay-on-failure of the order of one se
ond.Remaining arguments, supported by the other fun
tions of this module, are silently ignored. Otherarguments are logged as errors through syslog(3).A helper binary, pwdb_
hkpwd, is provided to 
he
k the user's password when it is stored in a readprote
ted database. This binary is very simple and will only 
he
k the password of the user invokingit. It is 
alled transparently on behalf of the user by the authenti
ating 
omponent of this module. Inthis way it is possible for appli
ations like xlo
k to work without being setuid-root.The likeauth argument makes the module return the same value when 
alled as a 
redential settingmodule and an authenti
ation module. This will help libpam take a sane path through the auth
omponent of your 
on�guration �le.Examples/suggested usage:The 
orre
t fun
tionality of this module is di
tated by having an appropriate /et
/pwdb.
onf �le, theuser databases spe
i�ed there di
tate the sour
e of the authenti
ated user's re
ord.
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e guide for available modules 516.19.5 Password 
omponentRe
ognized arguments:debug; nullok; not_set_pass; use_authtok; try_first_pass; use_first_pass; md5; big
rypt;shadow; radius; unixDes
ription:This part of the pam_pwdb module performs the task of updating the user's password. Thanks to the�exibility of libpwdb this module is able to move the user's password from one database to another,perhaps se
uring the user's database entry in a dynami
 manner (this is very ALPHA 
ode at themoment! ) - this is the purpose of the shadow, radius and unix arguments.In the 
ase of 
onventional unix databases (whi
h store the password en
rypted) the md5 argument isused to do the en
ryption with the MD5 fun
tion as opposed to the 
onventional 
rypt(3) 
all. As analternative to this, the big
rypt argument 
an be used to en
rypt more than the �rst 8 
hara
ters of apassword with DEC's (Digital Equipment Cooperation) `C2' extension to the standard UNIX 
rypt()algorithm.The nullok module is used to permit the 
hanging of a password from an empty one. Without thisargument, empty passwords are treated as a

ount-lo
king ones.The argument use_first_pass is used to lo
k the 
hoi
e of old and new passwords to that di
tatedby the previously sta
ked password module. The try_first_pass argument is used to avoid the userhaving to re-enter an old password when pam_pwdb follows a module that possibly shared the user'sold password - if this old password is not 
orre
t the user will be prompted for the 
orre
t one. Theargument use_authtok is used to for
e this module to set the new password to the one provided bythe previously sta
ked password module (this is used in an example of the sta
king of the Cra
klibmodule do
umented above).The not_set_pass argument is used to inform the module that it is not to pay attention to/makeavailable the old or new passwords from/to other (sta
ked) password modules.The debug argument makes the password fun
tions of this module syslog(3) more information on itsa
tions. Other arguments may be logged as erroneous to syslog(3).Examples/suggested usage:An example of the sta
king of this module with respe
t to the pluggable password 
he
king module,pam_
ra
klib, is given in that modules se
tion above.6.19.6 Session 
omponentRe
ognized arguments:Des
ription:No arguments are re
ognized by this module 
omponent. Its a
tion is simply to log the username andthe servi
e-type to syslog(3). Messages are logged at the beginning and end of the user's session.Examples/suggested usage:The use of the session modules is straightforward:
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e guide for available modules 52## pwdb - unix like session opening and 
losing#login session required pam_pwdb.so6.20 The RADIUS session module6.20.1 SynopsisModule Name:pam_radiusAuthor:Cristian Gafton <gafton�redhat.
om>Maintainer:Author.Management groups provided:sessionCryptographi
ally sensitive:This module does not deal with passwordsSe
urity rating:Clean 
ode base:g

 reports 1 warning when 
ompiling /usr/in
lude/rp
/
lnt.h. Hey, is not my fault !System dependen
ies:Network aware:yes; this is a network module (independent of appli
ation).6.20.2 Overview of moduleThis module is intended to provide the session servi
e for users authenti
ated with a RADIUS server. Atthe present stage, the only option supported is the use of the RADIUS server as an a

ounting server.6.20.3 Session 
omponentRe
ognized arguments:debug - verbose logging to syslog(3).Des
ription:This module is intended to provide the session servi
e for users authenti
ated with a RADIUS server.At the present stage, the only option supported is the use of the RADIUS server as an a

ountingserver.



6. A referen
e guide for available modules 53(There are few things whi
h needs to be 
leared out �rst in the PAM proje
t until one will be able touse this module and expe
t it to magi
ally start pppd in response to a RADIUS server 
ommand touse PPP for this user, or to initiate a telnet 
onne
tion to another host, or to hang and 
all ba
k theuser using parameters provided in the RADIUS server response. Most of these things are better suitedfor the radius login appli
ation. I hope to make available Real Soon (tm) pat
hes for the login apps tomake it work this way.)When opening a session, this module sends an �A

ounting-Start� message to the RADIUS server,whi
h will log/update/whatever a database for this user. On 
lose, an �A

ounting-Stop� message issent to the RADIUS server.This module has no other prerequisites for making it work. One 
an install a RADIUS server just forfun and use it as a 
entralized a

ounting server and forget about wtmp/last/sa
 et
. .Examples/suggested usage:For the servi
es that need this module (login for example) put the following line in /et
/pam.
onf asthe last line for that servi
e (usually after the pam_unix session line):login session required pam_radius.soRepla
e login for ea
h servi
e you are using this module.This module make extensive use of the API provided in libpwdb 0.54preB or later. By default, itwill read the radius server 
on�guration (hostname and se
ret) from /et
/raddb/server. This is adefault 
ompiled into libpwdb, and 
urently there is no way to modify this default without re
ompilinglibpwdb. I am working on extending the radius support from libpwdb to provide a possibility to makethis runtime-
on�gurable.Also please note that libpwdb will require also the RADIUS di
tionary to be present(/et
/raddb/di
tionary).6.21 The rhosts module6.21.1 SynopsisModule Name:pam_rhosts_authAuthor:Al Longyear <longyear�net
om.
om>Maintainer:Management groups provided:authenti
ationCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:Clean.



6. A referen
e guide for available modules 54System dependen
ies:Network aware:Standard inet_addr(), gethostbyname() fun
tion 
alls.6.21.2 Overview of moduleThis module performs the standard network authenti
ation for servi
es, as used by traditional implementa-tions of rlogin and rsh et
.6.21.3 Authenti
ation 
omponentRe
ognized arguments:no_hosts_equiv; no_rhosts; debug; no_warn; privategroup; promis
uous; suppressDes
ription:The authenti
ation me
hanism of this module is based on the 
ontents of two �les; /et
/hosts.equiv(or _PATH_HEQUIV in #in
lude <netdb.h>) and �/.rhosts. Firstly, hosts listed in the former �leare treated as equivalent to the lo
alhost. Se
ondly, entries in the user's own 
opy of the latter �le isused to map "remote-host remote-user" pairs to that user's a

ount on the 
urrent host. A

ess isgranted to the user if their host is present in /et
/hosts.equiv and their remote a

ount is identi
alto their lo
al one, or if their remote a

ount has an entry in their personal 
on�guration �le.Some restri
tions are applied to the attributes of the user's personal 
on�guration �le: it must be aregular �le (as de�ned by S_ISREG(x) of POSIX.1); it must be owned by the superuser or the user; itmust not be writable by any user besides its owner.The module authenti
ates a remote user (internally spe
i�ed by the item PAM_RUSER) 
onne
ting fromthe remote host (internally spe
i�ed by the item PAM_RHOST). A

ordingly, for appli
ations to be
ompatible this authenti
ation module they must set these items prior to 
alling pam_authenti
ate().The module is not 
apable of independently probing the network 
onne
tion for su
h information.In the 
ase of root-a

ess, the /et
/host.equiv �le is ignored unless the hosts_equiv_rootok optionshould be used. Instead, the superuser must have a 
orre
tly 
on�gured personal 
on�guration �le.The behavior of the module is modi�ed by �ags:� debug - log more information to syslog(3). (XXX - a
tually, this module does not do any logging
urrently, please volunteer to �x this!)� no_warn - do not give verbal warnings to the user about failures et
. (XXX - this module 
urrentlydoes not issue any warnings, please volunteer to �x this!)� no_hosts_equiv - ignore the 
ontents of the /et
/hosts.equiv �le.� hosts_equiv_rootok - allow the use of /et
/hosts.equiv for superuser. Without this option/et
/hosts.equiv is not 
onsulted for the superuser a

ount. This option has no e�e
t if theno_hosts_equiv option is used.� no_rhosts - ignore the 
ontents of all user's personal 
on�guration �le �/.rhosts.
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e guide for available modules 55� privategroup - normally, the �/.rhosts �le must not be writable by anyone other than itsowner. This option overlooks group write a

ess in the 
ase that the group owner of this �le hasthe same name as the user being authenti
ated. To lessen the se
urity problems asso
iated withthis option, the module also 
he
ks that the user is the only member of their private group.� promis
uous - A host entry of `+' will lead to all hosts being granted a

ess. Without this option,'+' entries will be ignored. Note, that the debug option will syslog a warning in this latter 
ase.� suppress - This will prevent the module from syslog(3)ing a warning message when this au-thenti
ation fails. This option is mostly for keeping logs free of meaningless errors, in parti
ularwhen the module is used with the suffi
ient 
ontrol �ag.Examples/suggested usage:To allow users to login from trusted remote ma
hines, you should try adding the following line to your/et
/pam.
onf �le before the line that would otherwise prompt the user for a password:## No passwords required for users from hosts listed above.#login auth suffi
ient pam_rhosts_auth.so no_rhostsNote, in this example, the system administrator has turned o� all personal rhosts 
on�guration�les. Also note, that this module 
an be used to only allow remote login from hosts spe
i�ed inthe /et
/host.equiv �le, by repla
ing suffi
ient in the above example with required.6.22 The root a

ess module6.22.1 SynopsisModule Name:pam_rootokAuthor:Andrew G. Morgan <morgan�kernel.org>Maintainer:Linux-PAM maintainerManagement groups provided:authenti
ationCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:Clean.System dependen
ies:Network aware:
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e guide for available modules 566.22.2 Overview of moduleThis module is for use in situations where the superuser wishes to gain a

ess to a servi
e without havingto enter a password.6.22.3 Authenti
ation 
omponentRe
ognized arguments:debugDes
ription:This module authenti
ates the user if their uid is 0. Appli
ations that are 
reated setuid -root generallyretain the uid of the user but run with the authority of an enhan
ed e�e
tive-uid. It is the real uidthat is 
he
ked.Examples/suggested usage:In the 
ase of the su appli
ation the histori
al usage is to permit the superuser to adopt the identityof a lesser user without the use of a password. To obtain this behavior under Linux-PAM the followingpair of lines are needed for the 
orresponding entry in the 
on�guration �le:## su authenti
ation. Root is granted a

ess by default.#su auth suffi
ient pam_rootok.sosu auth required pam_unix_auth.soNote. For programs that are run by the superuser (or started when the system boots) this moduleshould not be used to authenti
ate users.6.23 The se
uretty module6.23.1 SynopsisModule Name:pam_se
urettyAuthor[s℄:Elliot Lee <sopwith�
u
.edu>Maintainer:Red Hat Software:
urrently Mi
hael K. Johnson <johnsonm�redhat.
om>(if unavailable, 
onta
t Elliot Lee <sopwith�
u
.edu>).Management groups provided:authenti
ationCryptographi
ally sensitive:
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urity rating:Clean 
ode base:System dependen
ies:/et
/se
uretty �leNetwork aware:Requires the appli
ation to �ll in the PAM_TTY item 
orre
tly in order to a
t meaningfully.6.23.2 Overview of moduleProvides standard Unix se
uretty 
he
king.6.23.3 Authenti
ation 
omponentRe
ognized arguments:Des
ription:Provides standard Unix se
uretty 
he
king, whi
h 
auses authenti
ation for root to fail unless PAM_TTYis set to a string listed in the /et
/se
uretty �le. For all other users, it su

eeds.Examples/suggested usage:For 
anoni
al usage, should be listed as a required authenti
ation method before any suffi
ientauthenti
ation methods.6.24 The login 
ounter (tallying) module6.24.1 SynopsisModule Name:pam_tallyAuthor[s℄:Tim Baversto
kMaintainer:Management groups provided:auth; a

ountCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:A faillog �le (default lo
ation /var/log/faillog)Network aware:



6. A referen
e guide for available modules 586.24.2 Overview of moduleThis module maintains a 
ount of attempted a

esses, 
an reset 
ount on su

ess, 
an deny a

ess if toomany attempts fail.pam_tally 
omes in two parts: pam_tally.so and pam_tally. The former is the PAM module and thelatter, a stand-alone program. pam_tally is an (optional) appli
ation whi
h 
an be used to interrogate andmanipulate the 
ounter �le. It 
an display users' 
ounts, set individual 
ounts, or 
lear all 
ounts. Settingarti�
ially high 
ounts may be useful for blo
king users without 
hanging their passwords. For example, onemight �nd it useful to 
lear all 
ounts every midnight from a 
ron job.The 
ounts �le is organized as a binary-word array, indexed by uid. You 
an probably make sense of it withod, if you don't want to use the supplied appli
tion.Note, there are some outstanding issues with this module: pam_tally is very dependant on getpw*() -a database of usernames would be mu
h more �exible; the `keep a 
ount of 
urrent logins' bit has been#ifdef'd out and you 
an only reset the 
ounter on su

essful authenti
ation, for now.Generi
 options a

epted by both 
omponents� onerr=(su

eedjfail): if something weird happens, su
h as unable to open the �le, how should themodule rea
t?� file=/where/to/keep/
ounts : spe
ify the �le lo
ation for the 
ounts. The default lo
ation is/var/log/faillog.6.24.3 Authenti
ation 
omponentRe
ognized arguments:onerr=(su

eedjfail); file=/where/to/keep/
ounts; no_magi
_rootDes
ription:The authenti
ation 
omponent of this module in
rements the attempted login 
ounter.Examples/suggested usage:The module argument no_magi
_root is used to indi
ate that if the module is invoked by a user withuid=0, then the 
ounter is in
remented. The sys-admin should use this for daemon-laun
hed servi
es,like telnet/rsh/login. For user laun
hed servi
es, like su, this argument should be omitted.By way of more explanation, when a pro
ess already running as root tries to a

ess some servi
e, thea

ess is magi
, and bypasses pam_tally's 
he
ks: this is handy for suing from root into an a

ountotherwise blo
ked. However, for servi
es like telnet or login, whi
h always e�e
tively run from theroot a

ount, root (ie everyone) shouldn't be granted this magi
 status, and the �ag `no_magi
_root'should be set in this situation, as noted in the summary above.6.24.4 A

ount 
omponentRe
ognized arguments:onerr=(su

eedjfail); file=/where/to/keep/
ounts; deny=n; no_magi
_root;even_deny_root_a

ount; reset; no_reset; per_user; no_lo
k_time
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ription:The a

ount 
omponent 
an deny a

ess and/or reset the attempts 
ounter. It also 
he
ks to makesure that the 
ounts �le is a plain �le and not world writable.Examples/suggested usage:The deny=n option is used to deny a

ess if tally for this user ex
eeds n. The presen
e of deny=n
hanges the default for reset/no_reset to reset, unless the user trying to gain a

ess is root and theno_magi
_root option has NOT been spe
i�ed.The no_magi
_root option ensures that a

ess attempts by root DON'T ignore deny. Use this fordaemon-based stu�, like telnet/rsh/login.The even_deny_root_a

ount option is used to ensure that the root a

ount 
an be
ome unavailable.Note that magi
 root trying to gain root bypasses this, but normal users 
an be lo
ked out.The reset option instru
ts the module to reset 
ount to 0 on su

essful entry, even for magi
 root.The no_reset option is used to instru
t the module to not reset the 
ount on su

essful entry. This isthe default unless deny exists and the user attempting a

ess is NOT magi
 root.If /var/log/faillog 
ontains a non-zero .fail_max �eld for this user then the per_user moduleargument will ensure that the module uses this value and not the global deny=n parameter.The no_lo
k_time option is for ensuring that the module does not use the .fail_lo
ktime �eld in/var/log/faillog for this user.Normally, failed attempts to a

ess root will NOT 
ause the root a

ount to be
ome blo
ked, toprevent denial-of-servi
e: if your users aren't given shell a

ounts and root may only login via su or atthe ma
hine 
onsole (not telnet/rsh, et
), this is safe. If you really want root to be blo
ked for somegiven servi
e, use even_deny_root_a

ount.6.25 Time 
ontrol6.25.1 SynopsisModule Name:pam_timeAuthor:Andrew G. Morgan <morgan�kernel.org>Maintainer:AuthorManagement groups provided:a

ountCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:



6. A referen
e guide for available modules 60System dependen
ies:Requires a 
on�guration �le /et
/se
urity/time.
onfNetwork aware:Through the PAM_TTY item only6.25.2 Overview of moduleRunning a well regulated system o

asionally involves restri
ting a

ess to 
ertain servi
es in a sele
tivemanner. This module o�ers some time 
ontrol for a

ess to servi
es o�ered by a system. Its a
tions aredetermined with a 
on�guration �le. This module 
an be 
on�gured to deny a

ess to (individual) usersbased on their name, the time of day, the day of week, the servi
e they are applying for and their terminalfrom whi
h they are making their request.6.25.3 A

ount 
omponentRe
ognized arguments:Des
ription:This module bases its a
tions on the rules listed in its 
on�guration �le: /et
/se
urity/time.
onf.Ea
h rule has the following form,servi
es ;ttys ;users ;timesIn words, ea
h rule o

upies a line, terminated with a newline or the beginning of a 
omment; a `#'. It
ontains four �elds separated with semi
olons, `;'. The �elds are as follows:� servi
es - a logi
 list of servi
e names that are a�e
ted by this rule.� ttys - a logi
 list of terminal names indi
ating those terminals 
overed by the rule.� user - a logi
 list of usernames to whi
h this rule appliesBy a logi
 list we mean a sequen
e of tokens (asso
iated with the appropriate PAM_ item), 
ontain-ing no more than one wild
ard 
hara
ter; `*', and optionally pre�xed with a negation operator;`!'. Su
h a sequen
e is 
on
atenated with one of two logi
al operators: & (logi
al AND) and j(logi
al OR). Two examples are: !morgan&!root, indi
ating that this rule does not apply to theuser morgan nor to root; and tty*&!ttyp*, whi
h indi
ates that the rule applies only to 
onsoleterminals but not pseudoterminals.� times - a logi
 list of times at whi
h this rule applies. The format of ea
h element is a day/time-range. The days are spe
i�ed by a sequen
e of two 
hara
ter entries. For example, MoTuSa,indi
ates Monday Tuesday and Saturday. Note that repeated days are unset ; MoTuMo indi
atesTuesday, and MoWk means all weekdays bar Monday. The two 
hara
ter 
ombinations a

eptedare, Mo Tu We Th Fr Sa Su Wk Wd AlThe last two of these being weekend days and all 7 days of the week respe
tively.The time range part is a pair of 24-hour times, HHMM , separated by a hyphen � indi
ating thestart and �nish time for the rule. If the �nsish time is smaller than the start time, it is assumedto apply on the following day. For an example, Mo1800-0300 indi
ates that the permitted timesare Monday night from 6pm to 3am the following morning.



6. A referen
e guide for available modules 61Note, that the given time restri
tion is only applied when the �rst three �elds are satis�ed by a user'sappli
ation for servi
e.For 
onvenien
e and readability a rule 
an be extended beyond a single line with a `nnewline'.Examples/suggested usage:The use of this module is initiated with an entry in the Linux-PAM 
on�guration �le of the followingtype:## apply pam_time a

ounting to login requests#login a

ount required pam_time.sowhere, here we are applying the module to the login appli
ation.Some examples of rules that 
an be pla
ed in the /et
/se
urity/time.
onf 
on�guration �le are thefollowing:login ; tty* & !ttyp* ; !root ; !Al0000-2400all users ex
ept for root are denied a

ess to 
onsole-login at all times.games ; * ; !waster ; Wd0000-2400 j Wk1800-0800games (
on�gured to use Linux-PAM) are only to be a

essed out of working hours. This ruledoes not apply to the user waster.Note, 
urrently there is no daemon enfor
ing the end of a session. This needs to be remedied.Poorly formatted rules are logged as errors using syslog(3).6.26 The Unix Password module6.26.1 SynopsisModule Name:pam_unixAuthor:Maintainer:Management groups provided:a

ount; authenti
ation; password; sessionCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Network aware:



6. A referen
e guide for available modules 626.26.2 Overview of moduleThis is the standard Unix authenti
ation module. It uses standard 
alls from the system's libraries to retrieveand set a

ount information as well as authenti
ation. Usually this is obtained from the /et
/passwd andthe /et
/shadow �le as well if shadow is enabled.6.26.3 A

ount 
omponentRe
ognized arguments:debug; auditDes
ription:The debug argument makes the a

ounting fun
tions of this module syslog(3) more information onits a
tions. (Remaining arguments supported by the other fun
tions of this module are silently ignored,but others are logged as errors through syslog(3)). The audit argument 
auses even more logging.Based on the following shadow elements: expire; last_
hange; max_
hange; min_
hange;warn_
hange, this module performs the task of establishing the status of the user's a

ount and pass-word. In the 
ase of the latter, it may o�er advi
e to the user on 
hanging their password or, throughthe PAM_AUTHTOKEN_REQD return, delay giving servi
e to the user until they have established a newpassword. The entries listed above are do
umented in the GNU Lib
 info do
uments. Should the user'sre
ord not 
ontain one or more of these entries, the 
orresponding shadow 
he
k is not performed.Examples/suggested usage:In its a

ounting mode, this module 
an be inserted as follows:## Ensure users a

ount and password are still a
tive#login a

ount required pam_unix.so6.26.4 Authenti
ation 
omponentRe
ognized arguments:debug; audit; use_first_pass; try_first_pass; nullok; nodelayDes
ription:The debug argument makes the authenti
ation fun
tions of this module syslog(3) more informationon its a
tions. The audit 
auses even more information to be logged.The default a
tion of this module is to not permit the user a

ess to a servi
e if their o�
ial passwordis blank. The nullok argument overrides this default.When given the argument try_first_pass, before prompting the user for their password, the module�rst tries the previous sta
ked auth-module's password in 
ase that satis�es this module as well. Theargument use_first_pass for
es the module to use su
h a re
alled password and will never promptthe user - if no password is available or the password is not appropriate, the user will be denied a

ess.The argument, nodelay, 
an be used to dis
ourage the authenti
ation 
omponent from requesting adelay should the authenti
ation as a whole fail. The default a
tion is for the module to request adelay-on-failure of the order of one se
ond.



6. A referen
e guide for available modules 63Remaining arguments, supported by the other fun
tions of this module, are silently ignored. Otherarguments are logged as errors through syslog(3).A helper binary, unix_
hkpwd, is provided to 
he
k the user's password when it is stored in a readprote
ted database. This binary is very simple and will only 
he
k the password of the user invokingit. It is 
alled transparently on behalf of the user by the authenti
ating 
omponent of this module. Inthis way it is possible for appli
ations like xlo
k to work without being setuid-root.Examples/suggested usage:The 
orre
t fun
tionality of this module is di
tated by having an appropriate /et
/nsswit
h.
onf�le, the user databases spe
i�ed there di
tate the sour
e of the authenti
ated user's re
ord.In its authenti
ation mode, this module 
an be inserted as follows:## Authenti
ate the user#login auth required pam_unix.so6.26.5 Password 
omponentRe
ognized arguments:debug; audit; nullok; not_set_pass; use_authtok; try_first_pass; use_first_pass; md5;big
rypt; shadow; nis; rememberDes
ription:This part of the pam_unix module performs the task of updating the user's password.In the 
ase of 
onventional unix databases (whi
h store the password en
rypted) the md5 argument isused to do the en
ryption with the MD5 fun
tion as opposed to the 
onventional 
rypt(3) 
all. As analternative to this, the big
rypt argument 
an be used to en
rypt more than the �rst 8 
hara
ters of apassword with DEC's (Digital Equipment Cooperation) `C2' extension to the standard UNIX 
rypt()algorithm.The nullok argument is used to permit the 
hanging of a password from an empty one. Without thisargument, empty passwords are treated as a

ount-lo
king ones.The argument use_first_pass is used to lo
k the 
hoi
e of old and new passwords to that di
tatedby the previously sta
ked password module. The try_first_pass argument is used to avoid the userhaving to re-enter an old password when pam_unix follows a module that possibly shared the user'sold password - if this old password is not 
orre
t the user will be prompted for the 
orre
t one. Theargument use_authtok is used to for
e this module to set the new password to the one provided bythe previously sta
ked password module (this is used in an example of the sta
king of the Cra
klibmodule do
umented above).The not_set_pass argument is used to inform the module that it is not to pay attention to/makeavailable the old or new passwords from/to other (sta
ked) password modules.The debug argument makes the password fun
tions of this module syslog(3) more information onits a
tions. Other arguments may be logged as erroneous to syslog(3). The audit argument 
auseseven more information to be logged.With the nis argument, pam_unix will attempt to use NIS RPC for setting new passwords.



6. A referen
e guide for available modules 64The remember argument takes one value. This is the number of most re
ent passwords to save for ea
huser. These are saved in /et
/se
urity/opasswd in order to for
e password 
hange history and keepthe user from alternating between the same password too frequently.Examples/suggested usage:Standard usage:## Change the users password#passwd password required pam_unix.soAn example of the sta
king of this module with respe
t to the pluggable password 
he
king module,pam_
ra
klib:## Change the users password#passwd password required pam_
ra
klib.so retry=3 minlen=6 difok=3passwd password required pam_unix.so use_authtok nullok md56.26.6 Session 
omponentRe
ognized arguments:Des
ription:No arguments are re
ognized by this module 
omponent. Its a
tion is simply to log the username andthe servi
e-type to syslog(3). Messages are logged at the beginning and end of the user's session.Examples/suggested usage:The use of the session modules is straightforward:## session opening and 
losing#login session required pam_unix.so6.27 The userdb module6.27.1 SynopsisModule Name:pam_userdbAuthor:Cristian Gafton <gafton�redhat.
om>Maintainer:Author.



6. A referen
e guide for available modules 65Management groups provided:authenti
ationCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Requires Berkeley DB.Network aware:6.27.2 Overview of moduleLook up users in a .db database and verify their password against what is 
ontained in that database.6.27.3 Authenti
ation 
omponentRe
ognized arguments:debug; i
ase; dump; db=XXXX;Des
ription:This module is used to verify a username/password pair against values stored in a Berkeley DBdatabase. The database is indexed by the username, and the data �elds 
orresponding to the usernamekeys are the passwords, in unen
rypted form, so 
aution must be exer
ised over the a

ess rights tothe DB database itself..The module will read the password from the user using the 
onversation me
hanism. If you are usingthis module on top of another autheti
ation module (like pam_pwdb;) then you should tell that moduleto read the entered password from the PAM_AUTHTOK �eld, whi
h is set by this module.The a
tion of the module may be modi�ed from this default by one or more of the following �ags inthe /et
/pam.d/<servi
e> �le.� debug - Supply more debugging information to syslog(3).� i
ase - Perform the password 
omparisons 
ase insensitive.� dump - dump all the entries in the database to the log (eek, don't do this by default!)� db=XXXX - use the database found on pathname XXXX. Note that Berkeley DB usually adds theneeded �lename extension for you, so you should use something like /et
/foodata instead of/et
/foodata.db.Examples/suggested usage:This is a normal ftp 
on�guration �le (usually pla
ed as /et
/pam.d/ftp on most systems) that willa

ept for login users whose username/password pairs are provided in the /tmp/dbtest.db �le:



6. A referen
e guide for available modules 66#%PAM-1.0auth required pam_listfile.so item=user sense=deny file=/et
/ftpusers onerr=su

eedauth suffi
ient pam_userdb.so i
ase db=/tmp/dbtestauth required pam_pwdb.so shadow nullok try_first_passauth required pam_shells.soa

ount required pam_pwdb.sosession required pam_pwdb.so6.28 Warning logger module6.28.1 SynopsisModule Name:pam_warnAuthor:Andrew G. Morgan <morgan�kernel.org>Maintainer:Author.Management groups provided:authenti
ation; passwordCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Network aware:logs information about the remote user and host (if pam-items are known)6.28.2 Overview of moduleThis module is prin
ipally for logging information about a proposed authenti
ation or appli
ation to updatea password.6.28.3 Authenti
ation+Password 
omponentRe
ognized arguments:Des
ription:Log the servi
e, terminal, user, remote user and remote host to syslog(3). The items are not probedfor, but instead obtained from the standard pam-items.Examples/suggested usage:an example is provided in the 
on�guration �le se
tion 4 (above).



6. A referen
e guide for available modules 676.29 The wheel module6.29.1 SynopsisModule Name:pam_wheelAuthor:Cristian Gafton <gafton�redhat.
om>Maintainer:Author.Management groups provided:authenti
ationCryptographi
ally sensitive:Se
urity rating:Clean 
ode base:System dependen
ies:Requires libpwdb.Network aware:6.29.2 Overview of moduleOnly permit root a

ess to members of the wheel (gid=0) group.6.29.3 Authenti
ation 
omponentRe
ognized arguments:debug; use_uid; trust; deny; group=XXXXDes
ription:This module is used to enfor
e the so-
alled wheel group. By default, it permits root a

ess to thesystem if the appli
ant user is a member of the wheel group (�rst, the module 
he
ks for the existen
eof a 'wheel' group. Otherwise the module de�nes the group with group-id 0 to be the wheel group).The a
tion of the module may be modi�ed from this default by one or more of the following �ags inthe /et
/pam.
onf �le.� debug - Supply more debugging information to syslog(3).� use_uid - This option modi�es the behavior of the module by using the 
urrent uid of the pro
essand not the getlogin(3) name of the user. This option is useful for being able to jump from onea

ount to another, for example with 'su'.



7. Files 68� trust - This option instru
ts the module to return PAM_SUCCESS should it �nd the user applyingfor root privilege is a member of the wheel group. The default a
tion is to return PAM_IGNORE inthis situation. By using the trust option it is possible to arrange for wheel-group members tobe
ome root without typing a password. USE WITH CARE.� deny - This is used to reverse the logi
 of the module's behavior. If the user is trying to get uid=0a

ess and is a member of the wheel group, deny a

ess (for the wheel group, this is perhapsnonsense!): it is intended for use in 
onjun
tion with the group= argument...� group=XXXX - Instead of 
he
king the gid=0 group, use the user's XXXX group membership for theauthenti
ation. Here, XXXX is the name of the group and not its numeri
 identi�er.Examples/suggested usage:To restri
t a

ess to superuser status to the members of the wheel group, use the following entries inyour 
on�guration �le:## root gains a

ess by default (rootok), only wheel members 
an# be
ome root (wheel) but Unix authenti
ate non-root appli
ants.#su auth suffi
ient pam_rootok.sosu auth required pam_wheel.sosu auth required pam_unix_auth.so7 Files/lib/libpam.so.*the shared library providing appli
ations with a

ess to Linux-PAM./et
/pam.
onfthe Linux-PAM 
on�guration �le./lib/se
urity/pam_*.sothe primary lo
ation for Linux-PAM dynami
ally loadable obje
t �les; the modules.8 See also� The Linux-PAM Appli
ation Writers' Guide.� The Linux-PAM Module Writers' Guide.� The V. Samar and R. S
hemers (SunSoft), �UNIFIED LOGIN WITH PLUGGABLE AUTHENTICA-TION MODULES�, Open Software Foundation Request For Comments 86.0, O
tober 1995. See thisurl: http://www.kernel.org/pub/linux/libs/pam/pre/do
/rf
86.0.txt.gz



9. Notes 699 NotesI intend to put development 
omments here... like �at the moment this isn't a
tually supported�. At releasetime what ever is in this se
tion will be pla
ed in the Bugs se
tion below! :)Are we going to be able to support the use_mapped_pass module argument? Anyone know a 
heap (free)good lawyer?!� This issue may go away, as Sun have investigated adding a new management group for mappings.In this way, libpam would have mapping modules that 
ould se
urely store passwords using strong
ryptography and in su
h a way that they need not be distributed with Linux-PAM.10 Author/a
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12. Copyright information for this do
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 Li
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