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This manual do cuments what an application develop er needs to kno w ab out the Linux-P AM lib ra ry . It describ es

ho w an application might use the Linux-P AM lib ra ry to authenticate users. In addition it contains a description

of the funtions to b e found in libpam_misc lib ra ry , that can b e used in general applications. Finally , it contains

some comments on P AM related securit y issues fo r the application develop er.
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1 In tro duction

1.1 Synopsis

F or general applications that wish to use the services pro vided b y Lin ux-P AM the follo wing is a summary

of the relev an t linking information:

#include <security/pam_appl.h>

cc -o application .... -lpam -ldl

In addition to libpam , there is a library of miscellaneous functions that mak e the job of writing P AM-awar e

applications easier (this library is not co v ered in the DCE-RF C for P AM and is sp eci�c to the Lin ux-P AM

distribution):

...

#include <security/pam_misc.h>

cc -o application .... -lpam -lpam_misc -ldl

1.2 Description

Lin ux-P AM (Pluggable Authen tication Mo dules for Lin ux) is a library that enables the lo cal system ad-

ministrator to c ho ose ho w individual applications authen ticate users. F or an o v erview of the Lin ux-P AM

library see the Lin ux-P AM System A dministrators' Guide.

It is the purp ose of the Lin ux-P AM pro ject to lib erate the dev elopmen t of privilege gran ting soft w are from

the dev elopmen t of secure and appropriate authen tication sc hemes. This is accomplished b y pro viding a

do cumen ted library of functions that an application ma y use for all forms of user authen tication manage-

men t. This library dynamically loads lo cally con�gured authen tication mo dules that actually p erform the

authen tication tasks.

F rom the p ersp ectiv e of an application dev elop er the information con tained in the lo cal con�guration of

the P AM library should not b e imp ortan t. Indeed it is in tended that an application treat the functions

do cumen ted here as a �blac k b o x� that will deal with all asp ects of user authen tication. �All asp ects�

includes user v eri�cation, accoun t managemen t, session initialization/termination and also the resetting of

passw ords ( authentic ation tokens ).

2 Ov erview

Most service-giving applications are restricted. In other w ords, their service is not a v ailable to all and ev ery

prosp ectiv e clien t. Instead, the applying clien t m ust jump through a n um b er of ho ops to con vince the serving

application that they are authorized to obtain service.

The pro cess of authentic ating a clien t is what P AM is designed to manage. In addition to authen tication,

P AM pro vides accoun t managemen t, creden tial managemen t, session managemen t and authen tication-tok en

(passw ord c hanging) managemen t services. It is imp ortan t to realize when writing a P AM based application
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that these services are pro vided in a manner that is transparen t to the application. That is to sa y , when

the application is written, no assumptions can b e made ab out how the clien t will b e authen ticated.

The pro cess of authen tication is p erformed b y the P AM library via a call to pam_authenticate () . The

return v alue of this function will indicate whether a named clien t (the user ) has b een authen ticated. If the

P AM library needs to prompt the user for an y information, suc h as their name or a p asswor d then it will do

so. If the P AM library is con�gured to authen ticate the user using some silen t proto col, it will do this to o.

(This latter case migh t b e via some hardw are in terface for example.)

It is imp ortan t to note that the application m ust lea v e all decisions ab out when to prompt the user at the

discretion of the P AM library .

The P AM library , ho w ev er, m ust w ork equally w ell for di�eren t st yles of application. Some applications, lik e

the familiar login and passwd are terminal based applications, exc hanges of information with the clien t in

these cases is as plain text messages. Graphically based applications, ho w ev er, ha v e a more sophisticated

in terface. They generally in teract with the user via sp ecially constructed dialogue b o xes. A dditionally ,

net w ork based services require that text messages exc hanged with the clien t are sp ecially formatted for

automated pro cessing: one suc h example is ftpd whic h pre�xes eac h exc hanged message with a n umeric

iden ti�er.

The presen tation of simple requests to a clien t is th us something v ery dep enden t on the proto col that the

serving application will use. In spite of the fact that P AM demands that it driv es the whole authen tication

pro cess, it is not p ossible to lea v e suc h proto col subtleties up to the P AM library . T o o v ercome this p oten tial

problem, the application pro vides the P AM library with a c onversation function. This function is called

from within the P AM library and enables the P AM to directly in teract with the clien t. The sorts of things

that this con v ersation function m ust b e able to do are prompt the user with text and/or obtain textual input

from the user for pro cessing b y the P AM library . The details of this function are pro vided in a later section.

F or example, the con v ersation function ma y b e called b y the P AM library with a request to prompt the user

for a passw ord. Its job is to reformat the prompt request in to a form that the clien t will understand. In the

case of ftpd , this migh t in v olv e pre�xing the string with the n um b er 331 and sending the request o v er the

net w ork to a connected clien t. The con v ersation function will then obtain an y reply and, after extracting the

t yp ed passw ord, will return this string of text to the P AM library . Similar concerns need to b e addressed in

the case of an X-based graphical serv er.

There are a n um b er of issues that need to b e addressed when one is p orting an existing application to b ecome

P AM complian t. A section b elo w has b een dev oted to this: P orting legacy applications.

Besides authen tication, P AM pro vides other forms of managemen t. Session managemen t is pro vided with

calls to pam_open_session( ) and pam_close_sessio n( ) . What these functions actually do is up to the

lo cal administrator. But t ypically , they could b e used to log en try and exit from the system or for moun ting

and unmoun ting the user's home directory . If an application pro vides con tin uous service for a p erio d of time,

it should probably call these functions, �rst op en after the user is authen ticated and then close when the

service is terminated.

A ccoun t managemen t is another area that an application dev elop er should include with a call to

pam_acct_mgmt() . This call will p erform c hec ks on the go o d health of the user's accoun t (has it expired

etc.). One of the things this function ma y c hec k is whether the user's authen tication tok en has expired - in

suc h a case the application ma y c ho ose to attempt to up date it with a call to pam_chauthtok() , although

some applications are not suited to this task ( ftp for example) and in this case the application should den y

access to the user.
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P AM is also capable of setting and deleting the users creden tials with the call pam_setcred() . This function

should alw a ys b e called after the user is authen ticated and b efore service is o�ered to the user. By con v en tion,

this should b e the last call to the P AM library b efore the P AM session is op ened. What exactly a creden tial

is, is not w ell de�ned. Ho w ev er, some examples are giv en in the glossary b elo w.

3 The public in terface to Lin ux-P AM

Firstly , the relev an t include �le for the Lin ux-P AM library is < security/pam_ap pl .h > . It con tains the

de�nitions for a n um b er of functions. After listing these functions, w e collect some guiding remarks for

programmers.

3.1 What can b e exp ected b y the application

Belo w w e do cumen t those functions in the Lin ux-P AM library that ma y b e called from an application.

3.1.1 Initialization of Lin ux-P AM

extern int pam_start(const char *service_name, const char *user,

const struct pam_conv *pam_conversation,

pam_handle_t **pamh);

This is the �rst of the Lin ux-P AM functions that m ust b e called b y an application. It initializes the

in terface and reads the system con�guration �le, /etc/pam.conf (see the Lin ux-P AM System A dministra-

tors' Guide). F ollo wing a successful return ( PAM_SUCCESS ) the con ten ts of *pamh is a handle that pro vides

con tin uit y for successiv e calls to the Lin ux-P AM library . The argumen ts exp ected b y pam_start are as

follo ws: the service_name of the program, the user name of the individual to b e authen ticated, a p oin ter

to an application-supplied pam_conv structure and a p oin ter to a pam_handle_t p ointer .

The pam_conv structure is discussed more fully in the section 3.2.1 (b elo w). The pam_handle_t is a blind

structure and the application should not attempt to prob e it directly for information. Instead the Lin ux-

P AM library pro vides the functions pam_set_item and pam_get_item . These functions are do cumen ted

b elo w.

3.1.2 T ermination of the library

extern int pam_end(pam_handle_t *pamh, int pam_status);

This function is the last function an application should call in the Lin ux-P AM library . Up on return the

handle pamh is no longer v alid and all memory asso ciated with it will b e in v alid (lik ely to cause a segmen tation

fault if accessed).

Under normal conditions the argumen t pam_status has the v alue P AM_SUCCESS, but in the ev en t of an

unsuccessful application for service the appropriate Lin ux-P AM error-return v alue should b e used here.

Note, pam_end() unconditionally sh uts do wn the authen tication stac k asso ciated with the pamh handle. The

v alue tak en b y pam_status is used as an argumen t to the mo dule sp eci�c callbac k functions, cleanup()

(see the Lin ux-P AM Mo dule Develop ers' Guide ). In this w a y , the mo dule can b e giv en noti�cation of the
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pass/fail nature of the tear-do wn pro cess, and p erform an y last min ute tasks that are appropriate to the

mo dule b efore it is unlink ed.

3.1.3 Setting P AM items

extern int pam_set_item(pam_handle_t *pamh, int item_type,

const void *item);

This function is used to (re)set the v alue of one of the follo wing item_t yp e s:

PAM_SERVICE

The service name (whic h iden ti�es that P AM stac k that libpam will use to authen ticate the program).

PAM_USER

The username of the en tit y under who's iden tit y service will b e giv en. That is, follo wing authen tication,

PAM_USER iden ti�es the lo cal en tit y that gets to use the service. Note, this v alue can b e mapp ed from

something (eg., " anonymous ") to something else (eg. " guest119 ") b y an y mo dule in the P AM stac k.

As suc h an application should consult the v alue of PAM_USER after eac h call to a pam_*() function.

PAM_USER_PROMPT

The string used when prompting for a user's name. The default v alue for this string is �Please en ter

username: �.

PAM_TTY

The terminal name: pre�xed b y /dev/ if it is a device �le; for graphical, X-based, applications the

v alue for this item should b e the $DISPLAY v ariable.

PAM_RUSER

The requesting en tit y: user's username for a lo cally requesting user or a remote requesting user - gen-

erally an application or mo dule will attempt to supply the v alue that is most strongly authen ticated (a

lo cal accoun t b efore a remote one. The lev el of trust in this v alue is em b o died in the actual authen tica-

tion stac k asso ciated with the application, so it is ultimately at the discretion of the system administra-

tor. It should generally matc h the curren t PAM_RHOST v alue. That is, " PAM_RUSER@PAM_RH OS T " should

alw a ys iden tify the requesting user. In some cases, PAM_RUSER ma y b e NULL. In suc h situations, it is

unclear who the requesting en tit y is.

PAM_RHOST

The requesting hostname (the hostname of the mac hine from whic h the PAM_RUSER en tit y is requesting

service). That is " PAM_RUSER@PAM_R HOS T " do es iden tify the requesting user. " luser@localhost " or

" evil@evilcom.c om " are v alid " PAM_RUSER@PAM_ RHO ST " examples. In some applications, PAM_RHOST

ma y b e NULL. In suc h situations, it is unclear where the authen tication request is originating from.

PAM_CONV

The con v ersation structure (see section 3.2.1 (b elo w)).

PAM_FAIL_DELAY

A function p oin ter to redirect cen trally managed failure dela ys (see section 3.1.6 (b elo w)).
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F or all item_type s, other than PAM_CONV and PAM_FAIL_DELAY , item is a p oin ter to a < NUL > terminated

c haracter string. In the case of PAM_CONV , item p oin ts to an initialized pam_conv structure (see section 3.2.1

(b elo w)). In the case of PAM_FAIL_DELAY , item is a function p oin ter: void (*delay_fn)(int retval,

unsigned usec_delay, void *appdata_ptr) (see section 3.1.6 (b elo w)).

A successful call to this function returns PAM_SUCCESS . Ho w ev er, the application should exp ect at least one

the follo wing errors:

PAM_SYSTEM_ERR

The pam_handle_t passed as a �rst argumen t to this function w as in v alid.

PAM_PERM_DENIED

An attempt w as made to replace the con v ersation structure with a NULL v alue.

PAM_BUF_ERR

The function ran out of memory making a cop y of the item.

PAM_BAD_ITEM

The application attempted to set an unde�ned or inaccessible item.

3.1.4 Getting P AM items

extern int pam_get_item(const pam_handle_t *pamh, int item_type,

const void **item);

This function is used to obtain the v alue of the indicated item_type . Up on successful return, *item con tains

a p oin ter to the v alue of the corresp onding item. Note, this is a p oin ter to the actual data and should not

b e free() 'ed or o v er-written!

A successful call is signaled b y a return v alue of PAM_SUCCESS . Ho w ev er, the application should exp ect one

of the follo wing errors:

PAM_SYSTEM_ERR

The pam_handle_t passed as a �rst argumen t to this function w as in v alid.

PAM_PERM_DENIED

The v alue of item w as NULL .

PAM_BAD_ITEM

The application attempted to set an unde�ned or inaccessible item.

Note, in the case of an error, the con ten ts of item is not mo di�ed - that is, it retains its pre-call v alue. One

should tak e care to initialize this v alue prior to calling pam_get_item() . Since, if its v alue - despite the

pam_get_item() function failing - is to b e used the consequences are unde�ned.
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3.1.5 Understanding errors

extern const char *pam_strerror(pam_handle_t *pamh, int errnum);

This function returns some text describing the Lin ux-P AM error asso ciated with the argumen t errnum . If

the error is not recognized � Unknown Linux-PAM error � is returned.

3.1.6 Planning for dela ys

extern int pam_fail_delay(pam_handle_t *pamh, unsigned int micro_sec);

This function is o�ered b y Lin ux-P AM to facilitate time dela ys follo wing a failed call to

pam_authenticate () and b efore con trol is returned to the application. When using this function the appli-

cation programmer should c hec k if it is a v ailable with,

#ifdef PAM_FAIL_DELAY

....

#endif /* PAM_FAIL_DELAY */

Generally , an application requests that a user is authen ticated b y Lin ux-P AM through a call to

pam_authenticate () or pam_chauthtok() . These functions call eac h of the stacke d authen tication mo dules

listed in the relev an t Lin ux-P AM con�guration �le. As directed b y this �le, one of more of the mo dules

ma y fail causing the pam_...() call to return an error. It is desirable for there to also b e a pause b efore

the application con tin ues. The principal reason for suc h a dela y is securit y: a dela y acts to discourage brute

for c e dictionary attac ks primarily , but also helps hinder time d (co v ert c hannel) attac ks.

The pam_fail_delay() function pro vides the mec hanism b y whic h an application or mo dule can suggest a

minim um dela y (of micro_sec micr o-se c onds ). Lin ux-P AM k eeps a record of the longest time requested

with this function. Should pam_authenticat e() fail, the failing return to the application is dela y ed b y an

amoun t of time randomly distributed (b y up to 25%) ab out this longest v alue.

Indep enden t of success, the dela y time is reset to its zero default v alue when Lin ux-P AM returns con trol

to the application.

F or applications written with a single thread that are ev en t driv en in nature, libpam generating this dela y ma y

b e undesirable. Instead, the application ma y w an t to register the dela y in some other w a y . F or example, in a

single threaded serv er that serv es m ultiple authen tication requests from a single ev en t lo op, the application

migh t w an t to simply mark a giv en connection as blo c k ed un til an application timer expires. F or this

reason, Lin ux-P AM supplies the PAM_FAIL_DELAY item. It can b e queried and set with pam_get_item()

and pam_set_item() resp ectiv ely . The v alue used to set it should b e a function p oin ter of the follo wing

protot yp e:

void (*delay_fn)(int retval, unsigned usec_delay, void *appdata_ptr);

The argumen ts b eing the retval return co de of the mo dule stac k, the usec_delay micro-second dela y

that libpam is requesting and the appdata_ptr that the application has asso ciated with the curren t pamh

( pam_handle_t ). This last v alue w as set b y the application when it called pam_start or explicitly with

pam_set_item(... , PAM_CONV, ...) . Note, if PAM_FAIL_DELAY is unset (or set to NULL ), then libpam

will p erform an y dela y .
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3.1.7 Authen ticating the user

extern int pam_authenticate(pam_handle_t *pamh, int flags);

This function serv es as an in terface to the authen tication mec hanisms of the loaded mo dules. The single

optional �ag, whic h ma y b e logically OR'd with PAM_SILENT , tak es the follo wing v alue,

PAM_DISALLOW_NUL L_ AUT HT OK

Instruct the authen tication mo dules to return PAM_AUTH_ERR if the user do es not ha v e a registered

authorization tok en�it is set to NULL in the system database.

The v alue returned b y this function is one of the follo wing:

PAM_AUTH_ERR

The user w as not authen ticated

PAM_CRED_INSUFFI CI ENT

F or some reason the application do es not ha v e su�cien t creden tials to authen ticate the user.

PAM_AUTHINFO_UNA VA IL

The mo dules w ere not able to access the authen tication information. This migh t b e due to a net w ork

or hardw are failure etc.

PAM_USER_UNKNOWN

The supplied username is not kno wn to the authen tication service

PAM_MAXTRIES

One or more of the authen tication mo dules has reac hed its limit of tries authen ticating the user. Do

not try again.

If one or more of the authen tication mo dules fails to load, for whatev er reason, this function will return

PAM_ABORT .

3.1.8 Setting user creden tials

extern int pam_setcred(pam_handle_t *pamh, int flags);

This function is used to set the mo dule-sp eci�c creden tials of the user. It is usually called after the user has

b een authen ticated, after the accoun t managemen t function has b een called but b efore a session has b een

op ened for the user.

A creden tial is something that the user p ossesses. It is some prop ert y , suc h as a Kerb er os tic k et, or a

supplemen tary group mem b ership that mak e up the uniqueness of a giv en user. On a Lin ux (or UN*X

system) the user's UID and GID 's are creden tials to o. Ho w ev er, it has b een decided that these prop erties

(along with the default supplemen tary groups of whic h the user is a mem b er) are creden tials that should b e

set directly b y the application and not b y P AM.

This function simply calls the pam_sm_setcred functions of eac h of the loaded mo dules. V alid flags , an y

one of whic h, ma y b e logically OR'd with PAM_SILENT , are:
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PAM_ESTABLISH_CR ED

Set the creden tials for the authen tication service,

PAM_DELETE_CRED

Delete the creden tials asso ciated with the authen tication service,

PAM_REINITIALIZE _C RED

Reinitialize the user creden tials, and

PAM_REFRESH_CRED

Extend the lifetime of the user creden tials.

A successful return is signalled with PAM_SUCCESS . Errors that are esp ecially relev an t to this function are

the follo wing:

PAM_CRED_UNAVAIL

A mo dule cannot retriev e the user's creden tials.

PAM_CRED_EXPIRED

The user's creden tials ha v e expired.

PAM_USER_UNKNOWN

The user is not kno wn to an authen tication mo dule.

PAM_CRED_ERR

A mo dule w as unable to set the creden tials of the user.

3.1.9 A ccoun t managemen t

extern int pam_acct_mgmt(pam_handle_t *pamh, int flags);

This function is t ypically called after the user has b een authen ticated. It establishes whether the user's

accoun t is health y . That is to sa y , whether the user's accoun t is still activ e and whether the user is p ermitted

to gain access to the system at this time. V alid �ags, an y one of whic h, ma y b e logically OR'd with

PAM_SILENT , and are the same as those applicable to the flags argumen t of pam_authenticate .

This function simply calls the corresp onding functions of eac h of the loaded mo dules, as instructed b y the

con�guration �le, /etc/pam.conf .

The normal resp onse from this function is PAM_SUCCESS , ho w ev er, sp eci�c failures are indicated b y the

follo wing error returns:

PAM_AUTHTOKEN_RE QD

The user is v alid but their authen tication tok en has expir e d . The correct resp onse to this return-v alue

is to require that the user satis�es the pam_chauthtok() function b efore obtaining service. It ma y not

b e p ossible for some applications to do this. In suc h cases, the user should b e denied access un til suc h

time as they can up date their passw ord.
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PAM_ACCT_EXPIRED

The user is no longer p ermitted to access the system.

PAM_AUTH_ERR

There w as an authen tication error.

PAM_PERM_DENIED

The user is not p ermitted to gain access at this time.

PAM_USER_UNKNOWN

The user is not kno wn to a mo dule's accoun t managemen t comp onen t.

3.1.10 Up dating authen tication tok ens

extern int pam_chauthtok(pam_handle_t *pamh, const int flags);

This function is used to c hange the authen tication tok en for a giv en user (as indicated b y the state asso ciated

with the handle, pamh ). The follo wing is a v alid but optional �ag whic h ma y b e logically OR'd with

PAM_SILENT ,

PAM_CHANGE_EXPIR ED _AU TH TO K

This argumen t indicates to the mo dules that the users authen tication tok en (passw ord) should only b e

c hanged if it has expired.

Note, if this argumen t is not passed, the application requires that al l authen tication tok ens are to b e c hanged.

PAM_SUCCESS is the only successful return v alue, v alid error-returns are:

PAM_AUTHTOK_ERR

A mo dule w as unable to obtain the new authen tication tok en.

PAM_AUTHTOK_RECO VE RY_ ER R

A mo dule w as unable to obtain the old authen tication tok en.

PAM_AUTHTOK_LOCK _B USY

One or more of the mo dules w as unable to c hange the authen tication tok en since it is curren tly lo c k ed.

PAM_AUTHTOK_DISA BL E_A GI NG

Authen tication tok en aging has b een disabled for at least one of the mo dules.

PAM_PERM_DENIED

P ermission denied.

PAM_TRY_AGAIN

Not all of the mo dules w ere in a p osition to up date the authen tication tok en(s). In suc h a case none

of the user's authen tication tok ens are up dated.

PAM_USER_UNKNOWN

The user is not kno wn to the authen tication tok en c hanging service.
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3.1.11 Session initialization

extern int pam_open_session(pam_handle_t *pamh, int flags);

This function is used to indicate that an authen ticated session has b egun. It is used to inform the mo dules

that the user is curren tly in a session. It should b e p ossible for the Lin ux-P AM library to op en a session

and close the same session (see section 3.1.12 (b elo w)) from di�eren t applications.

Curren tly , this function simply calls eac h of the corresp onding functions of the loaded mo dules. The only

v alid �ag is PAM_SILENT and this is, of course, optional .

If an y of the r e quir e d loaded mo dules are unable to op en a session for the user, this function will return

PAM_SESSION_ERR .

3.1.12 T erminating sessions

extern int pam_close_session(pam_handle_t *pamh, int flags);

This function is used to indicate that an authen ticated session has ended. It is used to inform the mo dules

that the user is exiting a session. It should b e p ossible for the Lin ux-P AM library to op en a session and

close the same session from di�eren t applications.

This function simply calls eac h of the corresp onding functions of the loaded mo dules in the same order that

they w ere in v ok ed with pam_open_session( ) . The only v alid �ag is PAM_SILENT and this is, of course,

optional .

If an y of the r e quir e d loaded mo dules are unable to close a session for the user, this function will return

PAM_SESSION_ERR .

3.1.13 Setting P AM en vironmen t v ariables

The libpam library asso ciates with eac h P AM-handle ( pamh ), a set of P AM envir onment variables . These

v ariables are in tended to hold the session en vironmen t v ariables that the user will inherit when the session

is gran ted and the authen ticated user obtains access to the requested service. F or example, when login

has �nally giv en the user a shell, the en vironmen t (as view ed with the command env ) will b e what libpam

w as main taining as the P AM en vironmen t for that service application. Note, these v ariables are not the

en vironmen t v ariables of the login application. This is principally for t w o reasons: login ma y w an t to

ha v e an en vironmen t that cannot b e seen or manipulated b y a user; and login (or whatev er the serving

application is) ma y b e main taining a n um b er of parallel sessions, via di�eren t pamh v alues, at the same time

and a single en vironmen t ma y not b e appropriately shared b et w een eac h of these. The P AM en vironmen t

ma y con tain v ariables seeded b y the applican t user's clien t program, for example, and as suc h it is not

appropriate for one applican t to in terfere with the en vironmen t of another applican t.

extern int pam_putenv(pam_handle_t *pamh, const char *name_value);

This function attempts to (re)set a Lin ux-P AM en vironmen t v ariable. The name_value argumen t is a

single NUL terminated string of one of the follo wing forms:

� NAME=value of variable �
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In this case the en vironmen t v ariable of the giv en NAME is set to the indicated v alue: � value of

variable �. If this v ariable is already kno wn, it is o v erwritten. Otherwise it is added to the Lin ux-

P AM en vironmen t.

� NAME= �

This function sets the v ariable to an empt y v alue. It is listed separately to indicate that this is the

correct w a y to ac hiev e suc h a setting.

� NAME �

Without an ` = ' the pam_putenv() function will delete the corresp onding v ariable from the Lin ux-P AM

en vironmen t.

Success is indicated with a return v alue of PAM_SUCCESS . F ailure is indicated b y one of the follo wing returns:

PAM_PERM_DENIED

name giv en is a NULL p oin ter

PAM_BAD_ITEM

v ariable requested (for deletion) is not curren tly set

PAM_ABORT

the Lin ux-P AM handle, pamh , is corrupt

PAM_BUF_ERR

failed to allo cate memory when attempting up date

3.1.14 Getting a P AM en vironmen t v ariable

extern const char *pam_getenv(pam_handle_t *pamh, const char *name);

Obtain the v alue of the indicated Lin ux-P AM en vironmen t v ariable. On error, in ternal failure or the

una v ailabilit y of the giv en v ariable (unsp eci�ed), this function simply returns NULL .

3.1.15 Getting the P AM en vironmen t

extern const char * const *pam_getenvlist(pam_handle_t *pamh);

The P AM en vironmen t v ariables (see section 3.1.13 (ab o v e)) are a complete set of en viromen t v ariables that

are asso ciated with a P AM-handle ( pamh ). They represen t the con ten ts of the r e gular en vironmen t v ariables

of the authen ticated user when service is gran ted.

Th function, pam_getenvlist() returns a p oin ter to a complete, malloc() 'd, cop y of the P AM en vironmen t.

It is a p oin ter to a duplicated list of en vironmen t v ariables. It should b e noted that this memory will nev er

b e free()'d b y libpam . Once obtained b y a call to pam_getenvlist() , it is the resp onsibilit y of the

calling application to free() this memory .

The format of the memory is a malloc() 'd arra y of char * p oin ters, the last elemen t of whic h is set to

NULL . Eac h of the non- NULL en tries in this arra y p oin t to a NUL terminated and malloc() 'd char string of

the form: " name = value " .
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It is b y design, and not a coincidence, that the format and con ten ts of the returned arra y matc hes that

required for the third argumen t of the execle(3) function call.

3.2 What is exp ected of an application

3.2.1 The con v ersation function

An application m ust pro vide a �con v ersation function�. It is used for direct comm unication b et w een a loaded

mo dule and the application and will t ypically pro vide a means for the mo dule to prompt the user for a

passw ord etc. . The structure, pam_conv , is de�ned b y including < security/pam_a ppl .h > ; to b e,

struct pam_conv {

int (*conv)(int num_msg,

const struct pam_message **msg,

struct pam_response **resp,

void *appdata_ptr);

void *appdata_ptr;

};

It is initialized b y the application b efore it is passed to the library . The c ontents of this structure are

attac hed to the *pamh handle. The p oin t of this argumen t is to pro vide a mec hanism for an y loaded mo dule

to in teract directly with the application program. This is wh y it is called a c onversation structure.

When a mo dule calls the referenced conv() function, the argumen t *appdata_ptr is set to the second

elemen t of this structure.

The other argumen ts of a call to conv() concern the information exc hanged b y mo dule and application.

That is to sa y , num_msg holds the length of the arra y of p oin ters, msg . After a successful return, the p oin ter

*resp p oin ts to an arra y of pam_response structures, holding the application supplied text. Note, *resp is

an struct pam_response arra y and not an arra y of p oin ters.

The message (from the mo dule to the application) passing structure is de�ned b y < security/pam_ap pl .h >

as:

struct pam_message {

int msg_style;

const char *msg;

};

V alid c hoices for msg_style are:

PAM_PROMPT_ECHO_ OF F

Obtain a string without ec hoing an y text

PAM_PROMPT_ECHO_ ON

Obtain a string whilst ec hoing text

PAM_ERROR_MSG

Displa y an error
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PAM_TEXT_INFO

Displa y some text.

The p oin t of ha ving an arra y of messages is that it b ecomes p ossible to pass a n um b er of things to the

application in a single call from the mo dule. It can also b e con v enien t for the application that related things

come at once: a windo ws based application can then presen t a single form with man y messages/prompts on

at once.

In passing, it is w orth noting that there is a descrep ency b et w een the w a y Lin ux-P AM handles the const

struct pam_message **msg con v ersation function argumen t from the w a y that Solaris' P AM (and deriv-

itiv es, kno wn to include HP/UX, ar e ther e others? ) do es. Lin ux-P AM in terprets the msg argumen t as

en tirely equiv alen t to the follo wing protot yp e const struct pam_message *msg[] (whic h, in spirit, is con-

sisten t with the commonly used protot yp es for argv argumen t to the familiar main() function: char **argv ;

and char *argv[] ). Said another w a y Lin ux-P AM in terprets the msg argumen t as a p oin ter to an arra y of

num_meg read only 'struct pam_message' p ointers . Solaris' P AM implemen tation in terprets this argumen t

as a p oin ter to a p oin ter to an arra y of num_meg pam_message structures. F ortunately , p erhaps, for most

mo dule/application dev elop ers when num_msg has a v alue of one these t w o de�nitions are en tirely equiv alen t.

Unfortunately , casually raising this n um b er to t w o has led to unan ticipated compatibilit y problems.

F or what its w orth the t w o kno wn mo dule writer w ork-arounds for trying to main tain source lev el compati-

bilit y with b oth P AM implemen tations are:

� nev er call the con v ersation function with num_msg greater than one.

� set up msg as doubly referenced so b oth t yp es of con v ersation function can �nd the messages. That is,

mak e

msg[n] = & (( *msg )[n])

The resp onse (from the application to the mo dule) passing structure is de�ned b y including

< security/pam_ap pl .h > as:

struct pam_response {

char *resp;

int resp_retcode;

};

Curren tly , there are no de�nitions for resp_retcode v alues; the normal v alue is 0 .

Prior to the 0.59 release of Lin ux-P AM, the length of the returned pam_response arra y w as equal to the

n um b er of pr ompts (t yp es PAM_PROMPT_ECHO _O FF and PAM_PROMPT_ECHO_O N ) in the pam_message arra y with

whic h the con v ersation function w as called. This mean t that it w as not alw a ys necessary for the mo dule to

free(3) the resp onses if the con v ersation function w as only used to displa y some text.

P ost Lin ux-P AM-0.59. The n um b er of resp onses is alw a ys equal to the num_msg con v ersation function

argumen t. This is sligh tly easier to program but do es require that the resp onse arra y is free(3) 'd after

ev ery call to the con v ersation function. The index of the resp onses corresp onds directly to the prompt index

in the pam_message arra y .

The maxim um length of the pam_msg.msg and pam_response.res p c haracter strings is PAM_MAX_MSG_SIZ E .

(This is not enforced b y Lin ux-P AM.)
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PAM_SUCCESS is the exp ected return v alue of this function. Ho w ev er, should an error o ccur the application

should not set *resp but simply return PAM_CONV_ERR .

Note, if an application wishes to use t w o con v ersation functions, it should activ ate the second with a call to

pam_set_item() .

Notes: New item t yp es are b eing added to the con v ersation proto col. Curren tly Lin ux-P AM supp orts:

PAM_BINARY_PROMP T and PAM_BINARY_MSG . These t w o are in tended for serv er-clien t hidden information ex-

c hange and ma y b e used as an in terface for mac hing-mac hine authen tication.

3.3 Programming notes

Note, all of the authen tication service function calls accept the tok en PAM_SILENT , whic h instructs the

mo dules to not send messages to the application. This tok en can b e logically OR'd with an y one of the

p ermitted tok ens sp eci�c to the individual function calls. PAM_SILENT do es not o v erride the prompting of

the user for passw ords etc., it only stops informativ e messages from b eing generated.

4 Securit y issues of Lin ux-P AM

P AM, from the p ersp ectiv e of an application, is a con v enien t API for authen ticating users. P AM mo dules

generally ha v e no increased privilege o v er that p ossessed b y the application that is making use of it. F or

this reason, the application m ust tak e ultimate resp onsibilit y for protecting the en vironmen t in whic h P AM

op erates.

A p o orly (or maliciously) written application can defeat an y Lin ux-P AM mo dule's authen tication mec ha-

nisms b y simply ignoring it's return v alues. It is the applications task and resp onsibilit y to gran t privileges

and access to services. The Lin ux-P AM library simply assumes the resp onsibilit y of authentic ating the

user; ascertaining that the user is who they sa y they are. Care should b e tak en to an ticipate all of the

do cumen ted b eha vior of the Lin ux-P AM library functions. A failure to do this will most certainly lead to

a future securit y breac h.

4.1 Care ab out standard library calls

In general, writers of authorization-gran ting applications should assume that eac h mo dule is lik ely to call

an y or al l `lib c' functions. F or `lib c' functions that return p oin ters to static/dynamically allo cated structures

(ie. the library allo cates the memory and the user is not exp ected to ` free() ' it) an y mo dule call to this

function is lik ely to corrupt a p oin ter previously obtained b y the application. The application programmer

should either re-call suc h a `lib c' function after a call to the Lin ux-P AM library , or cop y the structure

con ten ts to some safe area of memory b efore passing con trol to the Lin ux-P AM library .

T w o imp ortan t function classes that fall in to this category are getpwnam(3) and syslog(3) .

4.2 Choice of a service name

When pic king the servic e-name that corresp onds to the �rst en try in the Lin ux-P AM con�guration �le,

the application programmer should a v oid the temptation of c ho osing something related to argv[0] . It is a
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trivial matter for an y user to in v ok e an y application on a system under a di�eren t name and this should not

b e p ermitted to cause a securit y breac h.

In general, this is alw a ys the righ t advice if the program is setuid, or otherwise more privileged than the user

that in v ok es it. In some cases, a v oiding this advice is con v enien t, but as an author of suc h an application,

y ou should consider w ell the w a ys in whic h y our program will b e installed and used. (Its often the case

that programs are not in tended to b e setuid, but end up b eing installed that w a y for con v enience. If y our

program falls in to this category , don't fall in to the trap of making this mistak e.)

T o in v ok e some target application b y another name, the user ma y sym b olically link the target application

with the desired name. T o b e precise all the user need do is,

ln -s /target/application ./preferred_name

and then run ./preferred_nam e

By studying the Lin ux-P AM con�guration �le(s), an attac k er can c ho ose the preferred_name to b e that

of a service enjo ying minimal protection; for example a game whic h uses Lin ux-P AM to restrict access to

certain hours of the da y . If the service-name w ere to b e link ed to the �lename under whic h the service w as

in v ok ed, it is clear that the user is e�ectiv ely in the p osition of dictating whic h authen tication sc heme the

service uses. Needless to sa y , this is not a secure situation.

The conclusion is that the application dev elop er should carefully de�ne the service-name of an application.

The safest thing is to mak e it a single hard-wired name.

4.3 The con v ersation function

Care should b e tak en to ensure that the conv() function is robust. Suc h a function is pro vided in the library

libpam_misc (see 5 (b elo w)).

4.4 The iden tit y of the user

The Lin ux-P AM mo dules will need to determine the iden tit y of the user who requests a service, and the

iden tit y of the user who gran ts the service. These t w o users will seldom b e the same. Indeed there is generally

a third user iden tit y to b e considered, the new (assumed) iden tit y of the user once the service is gran ted.

The need for k eeping tabs on these iden tities is clearly an issue of securit y . One con v en tion that is activ ely

used b y some mo dules is that the iden tit y of the user requesting a service should b e the curren t uid (userid)

of the running pro cess; the iden tit y of the privilege gran ting user is the euid (e�ectiv e userid) of the running

pro cess; the iden tit y of the user, under whose name the service will b e executed, is giv en b y the con ten ts of

the PAM_USER pam_get_item(3) . Note, mo dules can c hange the v alues of PAM_USER and PAM_RUSER during

an y of the pam_*() library calls. F or this reason, the application should tak e care to use the pam_get_item()

ev ery time it wishes to establish who the authen ticated user is (or will curren tly b e).

F or net w ork-serving databases and other applications that pro vide their o wn securit y mo del (indep enden t

of the OS k ernel) the ab o v e sc heme is insu�cien t to iden tify the requesting user.

A more p ortable solution to storing the iden tit y of the requesting user is to use the PAM_RUSER

pam_get_item(3) . The application should supply this v alue b efore attempting to authen ticate the user

with pam_authenticate () . Ho w w ell this name can b e trusted will ultimately b e at the discretion of the
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lo cal administrator (who con�gures P AM for y our application) and a selected mo dule ma y attempt to o v er-

ride the v alue where it can obtain more reliable data. If an application is unable to determine the iden tit y

of the requesting en tit y/user, it should not call pam_set_item(3) to set PAM_RUSER .

In addition to the PAM_RUSER item, the application should supply the PAM_RHOST ( r e questing host ) item. As

a general rule, the follo wing con v en tion for its v alue can b e assumed: < unset > = unkno wn; localhost =

in v ok ed directly from the lo cal system; other.plac e.xyz = some comp onen t of the user's connection originates

from this remote/requesting host. A t presen t, P AM has no established con v en tion for indicating whether

the application supp orts a trusted path to comm unication from this host.

4.5 Su�cien t resources

Care should b e tak en to ensure that the prop er execution of an application is not compromised b y a lac k

of system resources. If an application is unable to op en su�cien t �les to p erform its service, it should fail

gracefully , or request additional resources. Sp eci�cally , the quan tities manipulated b y the setrlimit(2)

family of commands should b e tak en in to consideration.

This is also true of con v ersation prompts. The application should not accept prompts of arbitrary length

with out c hec king for resource allo cation failure and dealing with suc h extreme conditions gracefully and in

a mannor that preserv es the P AM API. Suc h tolerance ma y b e esp ecially imp ortan t when attempting to

trac k a malicious adv ersary .

5 A library of miscellaneous help er functions

T o aid the w ork of the application dev elop er a library of miscellaneous functions is pro vided. It is called

libpam_misc , and con tains functions for allo cating memory (securely), a text based con v ersation function,

and routines for enhancing the standard P AM-en vironmen t v ariable supp ort.

5.1 Requiremen ts

The functions, structures and macros, made a v ailable b y this library can b e de�ned b y including

< security/pam_mi sc .h > . It should b e noted that this library is sp eci�c to Lin ux-P AM and is not

referred to in the de�ning DCE-RF C (see 10 (the bibliograph y)) b elo w.

5.2 Macros supplied

5.2.1 Safe duplication of strings

x_strdup(const char *s)

This macro is a replacemen t for the xstrdup() function that w as presen t in earlier v ersions of the library

and whic h clashed horribly with a n um b er of applications. It returns a duplicate cop y of the NUL terminated

string, s . NULL is returned if there is insu�cien t memory a v ailable for the duplicate or if s is NULL to b egin

with.



5. A library of miscellaneous help er functions 19

5.3 F unctions supplied

5.3.1 A text based con v ersation function

extern int misc_conv(int num_msg, const struct pam_message **msgm,

struct pam_response **response, void *appdata_ptr);

This is a function that will prompt the user with the appropriate commen ts and obtain the appropriate

inputs as directed b y authen tication mo dules.

In addition to simply slotting in to the appropriate struct pam_conv , this function pro vides some time-out

facilities. The function exp orts �v e v ariables that can b e used b y an application programmer to limit the

amoun t of time this con v ersation function will sp end w aiting for the user to t yp e something.

The �v e v ariables are as follo ws:

extern time_t pam_misc_conv_wa rn _ti me ;

This v ariable con tains the time (as returned b y time() ) that the user should b e �rst w arned that the

clo c k is tic king. By default it has the v alue 0 , whic h indicates that no suc h w arning will b e giv en.

The application ma y set its v alue to sometime in the future, but this should b e done prior to passing

con trol to the Lin ux-P AM library .

extern const char *pam_misc_conv_wa rn _l ine ;

Used in conjuction with pam_misc_conv_w ar n_t im e , this v ariable is a p oin ter to the string that will

b e displa y ed when it b ecomes time to w arn the user that the timeout is approac hing. Its default v alue

is �.. n a.Time is running out... n n�, but this can b e c hanged b y the application prior to passing con trol

to Lin ux-P AM .

extern time_t pam_misc_conv_di e_ tim e;

This v ariable con tains the time (as returned b y time() ) that the con v ersation will time out. By default

it has the v alue 0 , whic h indicates that the con v ersation function will not timeout. The application ma y

set its v alue to sometime in the future, this should b e done prior to passing con trol to the Lin ux-P AM

library .

extern const char *pam_misc_conv_di e_ li ne;

Used in conjuction with pam_misc_conv_die _t ime , this v ariable is a p oin ter to the string that will b e

displa y ed when the con v ersation times out. Its default v alue is �.. n a.Sorry , y our time is up! n n�, but this

can b e c hanged b y the application prior to passing con trol to Lin ux-P AM .

extern int pam_misc_conv_die d;

F ollo wing a return from the Lin ux-P AM librara y , the v alue of this v ariable indicates whether the

con v ersation has timed out. A v alue of 1 indicates the time-out o ccurred.

The follo wing t w o function p oin ters are a v ailable for supp orting binary prompts in the con v ersation function.

They are optimized for the curren t incarnation of the libpamc library and are sub ject to c hange.

extern int (*pam_binary_hand le r_ fn) (v oi d *appdata, pamc_bp_t *prompt_p);

This function p oin ter is initialized to NULL but can b e �lled with a function that pro vides mac hine-

mac hine (hidden) message exc hange. It is in tended for use with hidden authen tication proto cols suc h

as RSA or Di�e-Hellman k ey exc hanges. (This is still under dev elopmen t.)
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extern int (*pam_binary_hand le r_ fre e) (v oid *appdata, pamc_bp_t *delete_me);

This function p oin ter is initialized to PAM_BP_RENEW(del et e_ me, 0, 0) , but can b e rede�ned as de-

sired b y the application.

5.3.2 T ranscribing an en vironmen t to that of Lin ux-P AM

extern int pam_misc_paste_env(pam_handle_ t *pamh,

const char * const * user_env);

This function tak es the supplied list of en vironmen t p oin ters and uplo ads its con ten ts to the Lin ux-P AM

en vironmen t. Success is indicated b y PAM_SUCCESS .

5.3.3 Lib erating a lo cally sa v ed en vironmen t

extern char **pam_misc_drop_env(char **env);

This function is de�ned to complemen t the pam_getenvlist( ) function. It lib erates the memory asso ciated

with env , overwriting with 0 all memory b efore free() ing it.

5.3.4 BSD lik e Lin ux-P AM en vironmen t v ariable setting

extern int pam_misc_setenv(pam_handle_t *pamh, const char *name,

const char *value, int readonly);

This function p erforms a task equiv alen t to pam_putenv() , its syn tax is, ho w ev er, more lik e the BSD st yle

function; setenv() . The name and value are concatenated with an � = � to form a name_value and passed to

pam_putenv() . If, ho w ev er, the Lin ux-P AM v ariable is already set, the replacemen t will only b e applied if

the last argumen t, readonly , is zero.

6 P orting legacy applications

The follo wing is extracted from an email. I'll tidy it up later.

The p oin t of P AM is that the application is not supp osed to ha v e an y idea ho w the attac hed authen tication

mo dules will c ho ose to authen ticate the user. So all they can do is pro vide a con v ersation function that will

talk directly to the user(clien t) on the mo dules' b ehalf.

Consider the case that y ou plug a retinal scanner in to the login program. In this situation the user w ould b e

prompted: "please lo ok in to the scanner". No username or passw ord w ould b e needed - all this information

could b e deduced from the scan and a database lo okup. The p oin t is that the retinal scanner is an ideal task

for a "mo dule".

While it is true that a p op-daemon program is designed with the POP proto col in mind and no-one ev er

considered attac hing a retinal scanner to it, it is also the case that the "clean" P AM'i�cation of suc h a

daemon w ould allo w for the p ossibilit y of a scanner mo dule b eing b e attac hed to it. The p oin t b eing that

the "standard" p op-authen tication proto col(s) [whic h will b e needed to satisfy in�exible/legacy clien ts] w ould
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b e supp orted b y inserting an appropriate pam_qp opp er mo dule(s). Ho w ev er, ha ving rewritten p op d once

in this w a y an y new proto cols can b e implemen ted in-situ.

One simple test of a p orted application w ould b e to insert the pam_permit mo dule and see if the application

demands y ou t yp e a passw ord... In suc h a case, xlock w ould fail to lo c k the terminal - or w ould at b est b e

a screen-sa v er, ftp w ould giv e passw ord free access to all etc.. Neither of these is a v ery secure thing to do,

but they do illustrate ho w m uc h �exibilit y P AM puts in the hands of the lo cal admin.

The k ey issue, in doing things correctly , is iden tifying what is part of the authen tication pro cedure (ho w

man y passw ords etc..) the exc hange proto col (pre�xes to prompts etc., n um b ers lik e 331 in the case of ftp d)

and what is part of the service that the application deliv ers. P AM really needs to ha v e total con trol in the

authen tication "pro cedure", the con v ersation function should only deal with reformatting user prompts and

extracting resp onses from ra w input.

7 Glossary of P AM related terms

The follo wing are a list of terms used within this do cumen t.

Authen tication tok en

Generally , this is a passw ord. Ho w ev er, a user can authen ticate him/herself in a v ariet y of w a ys.

Up dating the user's authen tication tok en th us corresp onds to r efr eshing the ob ject they use to authen-

ticate themself with the system. The w ord passw ord is a v oided to k eep op en the p ossibilit y that the

authen tication in v olv es a retinal scan or other non-textual mo de of c hallenge/resp onse.

Creden tials

Ha ving successfully authen ticated the user, P AM is able to establish certain c haracteristics/attributes

of the user. These are termed cr e dentials . Examples of whic h are group mem b erships to p erform

privileged tasks with, and tickets in the form of en vironmen t v ariables etc. . Some user-creden tials, suc h

as the user's UID and GID (plus default group mem b erships) are not deemed to b e P AM-creden tials.

It is the resp onsibilit y of the application to gran t these directly .

8 An example application

T o get a �a v or of the w a y a Linux-PAM application is written w e include the follo wing example. It prompts

the user for their passw ord and indicates whether their accoun t is v alid on the standard output, its return

co de also indicates the success ( 0 for success; 1 for failure).

/*

This program was contributed by Shane Watts

[modifications by AGM]

You need to add the following (or equivalent) to the /etc/pam.conf file.

# check authorization

check_user auth required /usr/lib/security/pam_unix_aut h.so

check_user account required /usr/lib/security/pam_unix_acc t.so

*/
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#include <security/pam_appl.h>

#include <security/pam_misc.h>

#include <stdio.h>

static struct pam_conv conv = {

misc_conv,

NULL

};

int main(int argc, char *argv[])

{

pam_handle_t *pamh=NULL;

int retval;

const char *user="nobody";

if(argc == 2) {

user = argv[1];

}

if(argc > 2) {

fprintf(stderr, "Usage: check_user [username]\n");

exit(1);

}

retval = pam_start("check_user", user, &conv, &pamh);

if (retval == PAM_SUCCESS)

retval = pam_authenticate(pamh, 0); /* is user really user? */

if (retval == PAM_SUCCESS)

retval = pam_acct_mgmt(pamh, 0); /* permitted access? */

/* This is where we have been authorized or not. */

if (retval == PAM_SUCCESS) {

fprintf(stdout, "Authenticated\n");

} else {

fprintf(stdout, "Not Authenticated\n");

}

if (pam_end(pamh,retval) != PAM_SUCCESS) { /* close Linux-PAM */

pamh = NULL;

fprintf(stderr, "check_user: failed to release authenticator\n");

exit(1);

}

return ( retval == PAM_SUCCESS ? 0:1 ); /* indicate success */

}
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9 Files

/usr/include/sec ur ity /p am _ap pl .h

header �le for Lin ux-P AM applications in terface

/usr/include/sec ur ity /p am _mi sc .h

header �le for useful library functions for making applications easier to write

/usr/lib/libpam. so .*

the shared library pro viding applications with access to Lin ux-P AM .

/etc/pam.conf

the Lin ux-P AM con�guration �le.

/usr/lib/securit y/ pam _* .s o

the primary lo cation for Lin ux-P AM dynamically loadable ob ject �les; the mo dules.

10 See also

� The Lin ux-P AM System A dministr ators' Guide .

� The Lin ux-P AM Mo dule W riters' Guide .

� The V. Samar and R. Sc hemers (SunSoft), �UNIFIED LOGIN WITH PLUGGABLE A UTHENTICA-

TION MODULES�, Op en Soft w are F oundation Request F or Commen ts 86.0, Octob er 1995.

11 Notes

I in tend to put dev elopmen t commen ts here... lik e �at the momen t this isn't actually supp orted�. A t release

time what ev er is in this section will b e placed in the Bugs section b elo w! :)

� pam_strerror() should b e in ternationalized....

� Note, the resp_retcode of struct pam_message , has no purp ose at the momen t. Ideas/suggestions

w elcome!

� more securit y issues are required....

12 Author/ac kno wledgmen ts

This do cumen t w as written b y Andrew G. Morgan (morgan@k ernel.org) with man y con tributions from Chris

A dams, P eter Allgey er, Tim Ba v ersto c k, Tim Berger, Craig S. Bell, Derric k J. Brashear, Ben Buxton, Seth

Chaiklin, Oliv er Cro w, Chris Den t, Marc Ewing, Cristian Gafton, Emman uel Galanos, Brad M. Garcia, Eric

Hester, Roger Hu, Eric Jac ksc h, Mic hael K. Johnson, Da vid Kinc hlea, Olaf Kirc h, Marcin K orzonek, Stephen

Langasek, Nicolai Langfeldt, Elliot Lee, Luk e Kenneth Casson Leigh ton, Al Longy ear, Ingo Luetk eb ohle,

Marek Mic halkiewicz, Rob ert Milk o wski, Aleph One, Martin P o ol, Sean Reifsc hneider, Jan Rek ora jski, Erik
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T roan, Theo dore T s'o, Je� Upho�, Myles Uy ema, Sa v o c hkin Andrey Vladimiro vic h, Ronald W ahl, Da vid

W o o d, John Wilmes, Joseph S. D. Y ao and Alex O. Y uriev.

Thanks are also due to Sun Microsystems, esp ecially to Vipin Samar and Charlie Lai for their advice.

A t an early stage in the dev elopmen t of Lin ux-P AM , Sun graciously made the do cumen tation for their

implemen tation of P AM a v ailable. This act greatly accelerated the dev elopmen t of Lin ux-P AM .

13 Bugs/omissions

This man ual is hop elessly un�nished. Only a partial list of p eople is credited for all the go o d w ork they ha v e

done.

14 Cop yrigh t information for this do cumen t

Cop yrigh t (c) Andrew G. Morgan 1996-9,2000-1. All righ ts reserv ed.

Email: < morgan@kernel.o rg >

Redistribution and use in source and binary forms, with or without mo di�cation, are p ermitted pro vided

that the follo wing conditions are met:

� 1. Redistributions of source co de m ust retain the ab o v e cop yrigh t notice, and the en tire p ermission

notice in its en tiret y , including the disclaimer of w arran ties.

� 2. Redistributions in binary form m ust repro duce the ab o v e cop yrigh t notice, this list of conditions and

the follo wing disclaimer in the do cumen tation and/or other materials pro vided with the distribution.

� 3. The name of the author ma y not b e used to endorse or promote pro ducts deriv ed from this soft w are

without sp eci�c prior written p ermission.

Alternativ ely , this pro duct ma y b e distributed under the terms of the GNU General Public License (GPL),

in whic h case the pro visions of the GNU GPL are required instead of the ab o v e restrictions. (This clause

is necessary due to a p oten tial bad in teraction b et w een the GNU GPL and the restrictions con tained in a

BSD-st yle cop yrigh t.)

THIS SOFTW ARE IS PR O VIDED �AS IS� AND ANY EXPRESS OR IMPLIED W ARRANTIES, IN-

CLUDING, BUT NOT LIMITED TO, THE IMPLIED W ARRANTIES OF MER CHANT ABILITY AND

FITNESS F OR A P AR TICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE A UTHOR

BE LIABLE F OR ANY DIRECT, INDIRECT, INCIDENT AL, SPECIAL, EXEMPLAR Y, OR CONSE-

QUENTIAL D AMA GES (INCLUDING, BUT NOT LIMITED TO, PR OCUREMENT OF SUBSTITUTE

GOODS OR SER VICES; LOSS OF USE, D A T A, OR PR OFITS; OR BUSINESS INTERR UPTION) HO W-

EVER CA USED AND ON ANY THEOR Y OF LIABILITY, WHETHER IN CONTRA CT, STRICT LIA-

BILITY, OR TOR T (INCLUDING NEGLIGENCE OR OTHER WISE) ARISING IN ANY W A Y OUT OF

THE USE OF THIS SOFTW ARE, EVEN IF AD VISED OF THE POSSIBILITY OF SUCH D AMA GE.
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