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NAME
named.conf - configuration file fomanmed(8)

OVERVIEW
BIND 8 is much more configurable than previous release of BIND. There are entiretyeass of configu-
ration, such as access control lists and categorized logdfiagny options that previously applied to all
zones can ne be wsed selectiely. These features, plus a consideration of future configuration needs led to
the creation of a meconfiguration file format.

General Syntax
A BIND 8 configuration consists of twgeneral features, statements and comments. All statements end with
a €micolon. Mag statements can contain substatements, which are each also terminated with a semicolon.

The following statements are supported:

logging
specifies what the server logs, and where the log messages are sent

options
controls global server configuration options and sets defaults for other statements

zone
defines a zone

acl
defines a named IP address matching list, for access control and other uses

key
specifies ky information for use in authentication and authorization

trusted-keys
defines DNSSECdys that are preconfigured into the server and implicitly trusted

server
sets certain configuration options for individual remote servers

controls
declares control channels to be used byntte utility

include
includes another file

Thelogging andoptions statements may only occur once per configuration, while the rest may appear
numerous times. Further detail on each statement is provided in individual sections belo

Comments may appear anywhere that whitespace may appear in a BIND configuratitngdgeal to pro-
grammers of all kinds, tlgecan be written in C, C++, or shell/perl constructs.

C-style comments start with the dveharacterg [0(slash, star) and end witli (star dash). Becausthey
are completely delimited with these charactersy ttaa be used to comment only a portion of a line or to
span multiple lines.

C-style comments cannot be nestddr example, the following is notalid because the entire comment
ends with the firsfl :

/O This is the start of a comment.
This is still part of the comrent.
/O This is an incorrect attenpt at nesting a coment. 0O
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This is no longer in any conment. O

C++-style comments start with thedwharacterd / (slash, slash) and continue to the end of thesiphl
line. They cannot be continued across multipleygisal lines; to heae ame logical comment span multiple
lines, each line must use thé pair. For example:

/1 This is the start of a comment. The next |ine
/1 is a new conmrent, even though it is logically
/1 part of the previous comrent.

Shell-style (or perl-style, if you prefer) comments start with the charécteash or pound or number or
octothorpe or whater) and continue to the end of the physical lineg lik+ comments.For example:

# This is the start of a cormment. The next |ine
# is a new comrent, even though it is logically
# part of the previous coment.

WARNING you cannot use the ; (semicolon) character to start a comment such as you would in a zone file.
The semicolon indicates the end of a configuration statement, sorevHatws it will be interpreted as the
start of the next statement.

Converting from BIND 4.9.x
BIND 4.9.x configuration files can be om@nted to the me format by using
src/ bi n/ named/ naned- boot conf , a ell script that is part of the BIND 8.2.x source kit.

DOCUMENTATION DEFINITIONS
Described bel are elements used throughout the BIND configuration file documentdiiements which
are only associated with one statement are described only in the section describing that statement.

acl_name
The name of aaddress_match_lists defined by thacl statement.

address_match_list
A list of one or morep_addr, ip_prefix key_id, or acl_nameelements, as described in tABDRESS
MATCH LISTS section.

dotted-decimal
One or more integers valued 0 through 255 separated only by db)s gfuch asl123, 45. 67 or
89. 123. 45. 67.

domain_name
A quoted string which will be used as a DNS name, for exanmglet'est . donai n".

path_name
A quoted string which will be used as a pathname, such@ses/ nast er/ ny. t est. donai n".

ipv4_addr
An IPv4 address with exactly four elementslatted-decimahotation.

ipv6_addr
An IPv6 address, such 2801: ffff::200:f8ff:fe01l: 9742.

ip_addr
Anipv4_addroripv6_addt

ip_port
An IP portnumber number is limited t® through65535, with values belar 1024 typically restricted to

root-ovned processesin some cases an asterisk{(’) character can be used as a placeholder to select a
random high-numbered port.
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ip_prefix
An IPv4 or IPv6 network specified ipv4_addror ipv6_addrform, followed by “ /" and then the number
of bits in the netmask or of the prefix length.g. 127/ 8 is the netwrk 127. 0. 0. 0 with netmask
255.0.0.0. 1. 2. 3.0/ 28 is network 1. 2. 3. 0 with netmask255. 255. 255. 240. 2001::/16is
the IPv6 networlR001: : with 16-bit prefix length.

key_name
A string representing the name of a sharey to be sed for transaction security.

number
A non-ngydive integer with an entire range limited by the range of a C language signegkrinte
(2,147,483,647 on a machine with 32 bit gees). Itsacceptable value might further be limited by the con-
text in which it is used.

size_spec
A number the wordunl i mi t ed, or the worddef aul t .

The maximum value dfize_speds that of unsigned long integers on the machimel i m t ed requests
unlimited use, or the maximunvalable amount.def aul t uses the limit that was in force when the
server was started.

A numbercan optionally be followed by a scalingctor:K or k for kilobytes,Mor mfor megabytes, ands
or g for gigabytes, which scale by 1024, 102824, and 102410241024 respectely.

Integer storage werflow is currently silently ignored during ceersion of scaled values, resulting ialves
less than intended, possiblyea negdive. Usingunl i ni t ed is the best way to safely set a reallygkar
number.

yes_or_no
Eitheryes orno. The wordg r ue andf al se are also accepted, as are the numbeend 0.

ADDRESS MATCH LISTS
Syntax

address_match_list= 1[address_match_element

address_match_elemen{ "!" ] ( address_match_ligt
ip_addr/ ip_prefix/
acl_namé "key " key_id)";"

Definition and Usage
Address match lists are primarily used to determine access control for various server operhgpase
also used to define priorities for querying other nameservers and to set the addresses oanveuahill
listen for queries. The elements which constitute an address match list canob¢harfollowing:

e anip-addresqin dotted-decimabr IPv6 numeric address notation),

» anip-prefix(in the '/'-notation),

* AKkey_id, as cfined by thé&key statement,

» the name of an address match list previously defined withdhestatement, or
» anotheraddress_match_list

Elements can be gaed with a leading exclamation markl’(), and the match list namesmy, none,
| ocal host and| ocal nets are predefined. More information on those names can be found in the
description of thecl statement.
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The addition of th&key clause made the name of this syntactic element something of a missmTer
security keys can be used to validate access withogam to a host or network address. Nonetheless, the
term “address match listis still used throughout the documentation.

When a gien IP address or prefix is compared to an address match list, the listesséd in order until an
element matches. The interpretation of a match depends on whether the list is being used for access control,
defininglisten-on / listen-on-v6 ports, or as a topologgnd whether the element wasgaied.

When used as an access control list, a ngiateé match allows access and gated match denies access.
If there is no match at all in the list, access is denied. The clalleesquery , allow-transfer ,
allow-update , allow-recursion , and blackhole  all use address match listsdikhis. Similarly
thelisten-on option will cause the seev to not accept queries onyasf the machines addresses which
do not match the list.

When used with theopology option, a non-ngeted match returns a distance based on its position on the
list (the closer the match is to the start of the list, the shorter the distance is between it an@ithefserv
negaed match will be assigned the maximum distance from thersdfithere is no match, the address will
get a distance which is further tharyaon-negaed list element, and closer tharyaregded element.

Because of the first-match aspect of the algorithm, an element that defines a subset of another element in the
list should come before the broader elemeigzrtbess of whether either isgated. For example, in
1.2.3/24; 1'1.2.3.13
the 1.2.3.13 element is completely useless, because the algorithm will matciokamp for 1.2.3.13 to the
1.2.3/24 element. Using
11.2.3.13; 1.2.3/24
fixes that problem by having 1.2.3.13 blocked by thgatien but all other 1.2.8lhosts fall through.

THE LOGGING STATEMENT
Syntax

| oggi ng {
[ channel channel_namg
(file path_name
[ versions (humber| unlimited ) ]
[ sizesize_spet
| syslog ( kern | user | mail | daemon | auth | syslog | Ipr |
news | uucp | cron | authptiftp |
localO | locall | local2 | local3 |
local4 | local5 | local6 | local7 )
| null);

[ seveity ( critical | error | warning | notice |
info |debug [level] | dynamic); ]

[ print-categoryyes_or_no]
[ print-severity yes_or_no]
[ print-timeyes_or_ng]

bl

[ categorycategory _namé
channel_namg[ channel_nameg... ]

bl

%
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Definition and Usage
The logging statement configures a wide variety of logging options for the naneeséts channel
phrase associates output methods, format options aadtgsdevels with a name that can then be used with
thecategory phrase to select hovarious classes of messages are logged.

Only onelogging statement is used to define as ynamannels and categories as aanted. Ifthere are
multiple logging statements in a configuration, the first defined determines the logging, and warnings are
issued for the others. If there is no logging statement, the logging configuration will be:

| oggi ng {
category default { default_syslog; default _debug; };
category panic { default_syslog; default_stderr; };
cat egory packet { default _debug; };
category eventlib { default debug; };

1

The logging configuration is established as soon atotiging statement is parsed. If you want to redi-
rect messages about processing of the entire configuration fillagdiag statement must appear first.
Even if you do not redirect configuration file parsing messages, we recommegd pltting thdogging
statement first so that this rule need not be consciously recalled ifvgodcewant the parses’ messages
relocated.

The channel phrase
All log output goes to one or more “channels”; you can eak nary of them as you want.

Every channel definition must include a clause that says whether messages selected for the channel go to a
file, to a particular syslogt€ility, or ae discarded. It can optionally also limit the messagerisg level that

will be accepted by the channel (default i€ 0), and whether to include a time stamp generatathyed,

the category name, onaity level. Thedefault is not to include grof those three.

The word nul | as the destination option for the channel will cause all messages sent to it to be discarded;
other options for the channel are meaningless.

Thefile clause can include limitations both onahlarge the file is allowed to become, andvhoary ver-
sions of the file will be sad each time the file is opened.

The size option for files is simply a hard ceiling on log gth. If the file eer exceeds the size, then
named will just not write aiything more to it until the file is reopened; exceeding the size does not automati-
cally trigger a reopen. The default behavior is to not limit the size of the file.

If you use theversion logfile option, themamed will retain that mag backup versions of the file by
renaming them when openingor example, if you choose to keep 3 old versions of the file lamers.log then
just before it is opened lamers.log.1 is renamed to lames.log.2, lamers.log.0 is renamed to lamers.log.1, and
lamers.log is renamed to lamers.log.0. No rolled versions are kept by defgudkistimg log file is simply
appended. Thanl i m t ed keyword is synonymous wit9 in current BIND releases. Example usage of

size and versions options:

channel an_exanple_level {
file "lamers.log" versions 3 size 20m
print-tinme yes;
print-category yes;

}s

The argument for theyslog clause is a syslo@€ility as described in theys| og(3) manual pageHow
syslogd will handle messages sent to this facility is described irsyte 0g. conf (5) manual pagelf
you hare a ystem which uses a very old version of syslog that only usesrguments to th@penlog ()
function, then this clause is silently ignored.
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Theseverity  clause works lik s/slog’s “priorities”, except that thg can also be used if you are writing
straight to a file rather than using syslddessages whichre not at least of the\sgity level given will not
be selected for the channel; messages of higheritydevels will be accepted.

If you are using syslog, then theysl og. conf priorities will also determine whatventually passes
through. Br example, defining a channelcflity and seerity as daenon and debug but only logging
daenon. war ni ng viasysl og. conf will cause messages ofveeity i nf 0 andnot i ce to be dropped.
If the situation were rersed, withnamed writing messages of onlyar ni ng or higher thensyslogd
would print all messages it reged from the channel.

The server can supplx®ensive celbugging information when it is in debugging modéthe serer’s gobal
dehug level is greater than zero, then debugging mode will bevacflhe global debug lel is set either by
starting thenamed sener with the —d flag followed by a posite integer or by £nding the running sesv
the SI GUSR1 signal (for example, by usimgdc trace ). Theglobal debug begl can be set to zero, and
delugging mode turned off, by sending the server $h6USR2 signal (as withndc notrace ). All
delugging messages in the servevédna @hbug level, and higher debug Vels give nore more detailed out-
put. Channels¢hat specify a specific debugvssty, e.g.

channel specific_debug | evel {
file "foo";
severity debug 3;

1

will get debugging output of V&l 3 or less ap time the server is in debugging modayaeless of the global
dehugging level. Channelsvith dynami ¢ severity use the seer’s dobal level to determine what messages
to print.

If print-time has been turned on, then the date and time will be loggéut-time may be specified
for a syslog channel, but is usually pointless since syslog also prints the date and Iftime.
print-category is requested, then the cgtey of the message will be logged as wdfinally, if
print-severity is on, then the serity level of the message will be loggedheprint-  options may

be used in ancombination, and will alays be printed in the following order: time, agbey, seveity. Here

is an example where all threeint-  options are on:

28- Apr- 1997 15:05:32.863 default: notice: Ready to answer queries.

There are four predefined channels that are used for default logging as follmv they are used used is
described in the next sectiofhe category phrase

channel default _syslog {
sysl og daenon;
severity info;

# send to syslog’'s daenon facility

# only send priority info and hi gher

b

channel default _debug {
file "nanmed. run"; wite to naned.run in the working directory

Note: stderr is used instead of "naned.run"

if the server is started with the -f option.

log at the server’s current debug | evel

HHHHF

severity dynam c;
b

channel default _stderr {
file "<stderr>";

# wites to stderr

# this is illustrative only; there's currently
# no way of specifying an internal file

# descriptor in the configuration |anguage.
severity info; # only send priority info and hi gher

}s
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channel null {
nul | ; # toss anything sent to this channel

}s

Once a channel is defined, it cannot be redefifddis you cannot alter the built-in channels dirediiy
you can modify the default logging by pointing categories at channels yeutfied.

The category phrase
There are mancategyories, so you can send the logs you want to see wdngt@u want, without seeing logs
you dont want. Ifyou dont specify a list of channels for a cgtary, then log messages in that category will
be sent to the@ef aul t cateyory instead. If you doh’specify a default cagory, the following ‘default
default’ is used:

category default { default syslog; default _debug; };

As an example, let’say you vant to log securitywents to a file, but you also want keep the default logging
behavior You'd specify the following:

channel mny_security channel ({
file "ny_security file";
severity info;
1
category security { ny_security_channel;
default _sysl og; default_debug; };

To dscard all messages in a categapecify thenul | channel:

category | ame-servers { null; };
category cnane { null; };

The following categories arevalable:

default
The catch-all. Many things still arert classified into categories, and yhal end up here. Also, if you
don't specify ary channels for a cagmry, the default category is used instead. If you do not define the
default categorythe following definition is used:
category default { default_ syslog; default _debug; };

config
High-level configuration file processing.

parser
Low-level configuration file processing.

queries
A short log message is generated feerg query the server reces.

lame-servers
Messages li “Lame server on ..

statistics
Statistics.

panic
If the server has to shut itselfwlo due to an internal problem, it will log the problem in this category as
well as in the problers’mative ategory If you do not define the panic catey, the following definition is
used:

category panic { default _syslog; default_stderr; };
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update
Dynamic updates.

update-security
Denied dynamic updates due to access controls.

ncache
Negaive aching.

xfer-in
Zone transfers the server is receiving.

xfer-out
Zone transfers the server is sending.

db
All database operations.

eventlib
Dehugging info from the eent system.Only one channel may be specified for this gatg and it must be
a file channel. If you do not define theentlib categorythe following definition is used:
category eventlib { default debug; };

packet
Dumps of packets resgd and sent.Only one channel may be specified for this gatg and it must be a
file channel. If you do not define the packet categbg/following definition is used:
cat egory packet { default _debug; };

notify
The NOTIFY protocol.

cname
Messages lig “... points to a CNAME".

security
Approved/unappreed requests.

0s
Operating system problems.
insist
Internal consistenccheck failures.

maintenance
Periodic maintenancevents.

load
Zone loading messages.

response-checks
Messages arising from response checking, such as “Malformed respdns&vrang ans. name .,
“unrelated additional info™”., “invalid RR type ..., and “bad referral .”..

THE OPTIONS STATEMENT
Syntax

options {
[ host nane hostname_string
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[ versionversion_string]

[ directorypath_nameg]

[ named-xfempath_name]

[ dump-filepath_nameg]

[ memstatistics-filpath_name]

[ pid-file path_name]

[ statistics-filepath_name]

[ auth-nxdomairyes_or_ng]

[ deallocate-on-exiyes_or_no]

[ dialupyes_or_nog]

[ fake-iqueryes_or_nog]

[ fetch-glueyes_or_no]

[ has-old-clientyes_or_no]

[ host-statisticyes_or_no]

[ host-statistics-marumber |

[ multiple-cnameses_or_no]

[ notify ( yes_or_nd explicit ); ]

[ suppress-initial-notifyyes_or_ng]

[ recursionyes_or_no]

[ rfc2308-typelyes_or_no]

[ use-id-poolyes_or_no]

[ treat-cr-as-spacges_or_no]

[ also-notifyyes _or_no]

[ forward (only | first); ]

[ forwarders { [in_addr; [ in_addr; ...]1}; ]

[ check-names ( master | &g esponse ) (warn | fail | ignore ); ]

[ allow-query { address_match_ligt ]

[ allow-recursion {address_match_ligt ]

[ allow-transfer {address_match_ligt ]

[ blackhole {address_match_ligt ]

[ listen-on [ porip_port]{ address_match_ligt ]

[ listen-on-v6 [ portp_port] { address_match_lit ]

[ query-source [ addresspv4_addr| O) ]
[ port (ip_port| ) ];]

[ query-source-v6 [ addresspiv6_addr| ) |
[ port (ip_port| ) ];]

[ lame-ttinumber ]

[ max-transfer-time-imumber |

[ max-ncache-tthumber ]

[ min-rootsnumber ]

[ serial-queriesiumber ]

[ transfer-format ( one-answer | many-answers ); |

[ transfers-innumber ]

[ transfers-ouhumber ]

[ transfers-per-neaumber ]

[ transfer-sourcév4_addr ]

[ transfer-source-vipv6_addr |

[ maintain-ixfr-baseyes_or_no]

[ max-ixfr-log-sizenumber |

[ coresizesize spec¢]

[ datasizesize spec]

[filessize_spec¢]

4th Berkelg Distribution January’, 1999 9



NAMED.CONF (5) BSD File Formats Manual NAMED.CONF (5)

[ stacksizesize spec]

[ cleaning-intervahumber ]

[ heartbeat-intervatumber ]

[ interface-intervahumber ]

[ statistics-intervahumber ]

[ topology {address_match_ligt ]

[ sortlist { address_match_ligt ]

[ rrset-order {order_spec [ order_speG ... 1 }; ]
[ preferred-glue (A | AAAA); ]

[ edns-udp-sizewumber ]

3

Definition and Usage
The options statement sets up global options to be used by BIND. This statement may appear at only once in
a onfiguration file; if more than one occurrence is found, the first occurrence determines the actual options
used, and a arning will be generated. If there is no options statement, an options block with each option set
to its default will be used.

Serwver | nformation
hosthame
This defaults to the hostname of the machine hosting the nameasrfound by gethostname(). Its prime
purpose is to be able to identify which of a number gtast servers is actually answering your queries by
sending a txt query fdnost nane. bi nd in class chaos to the anycast serand geting back a unique
name. Settinghe hostname to a empty string ("") will disable processing of the queries.

version
The version the server should report via the ndc command or via a query of @agieon. bi nd in class
chaos. Thalefault is the real version number of the sgnbut some server operators prefer the string (
surely you must be joking ).

Pathnames
directory
The working directory of the sesv Any non-absolute pathnames in the configuration file will be taken as
relative 1o this directory The default location for most server output files (engned. r un) is this direc-
tory. If a directory is not specified, the working directory defaults tthe directory from which the sew
was darted. Thealirectory specified should be an absolute path.

named-xfer
The pathname to the named-xfer program that theeseses for inbound zone transfers. If not specified,
the default is system dependent (d.gisr / sbi n/ naned- xf er ).

dump-file
The pathname of the file the server dumps the database to whenvits&t&ll NT signal (as sent bydc
dumpdb ). If not specified, the default amed_dunp. db.

memestatistics-file
The pathname of the file the server writes memory usage statistics xi, ohdeallocate-on-exit
isyes. If not specified, the default manmed. nenst at s.

pid-file
The pathname of the file the serwvrites its process ID in. If not specified, the default is operating system

dependent, but is usuallwar / r un/ named. pi d or/ et ¢/ naned. pi d. The pid-file is used by pro-
grams likendc that want to send signals to the running nameserver.
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statistics-file
The pathname of the file the server appends statistics to when iteseSeid LL signal (fromndc
stats ). If not specified, the defaultned. st at s.

Boolean Options
auth-nxdomain
If yes, then theAA bit is always set oriNXDOMAI N responses,ven if the serer is not actually authorita-
tive. The default isno. Turning will allow older clients that requirdA to be set to accepXDOVAI N
responses to work.

deallocate-on-exit
If yes, then when the server exits it will painstakingly deallocatgyeobject it allocated, and then write a

memory usage report to tmeemstatistics-file . The default isno, because it is faster to let the
operating system clean ugeallocate-on-exit is handy for detecting memory leaks.
dialup

If yes, then the server treats all zones as i/t doing zone transfers across a dial on demand dialup
link, which can be brought up by tfiaforiginating from this seer. This has different effects according to
zone type and concentrates the zone maintenance so that it all happens in a short intervadryonce e

heartbeat-interval and hopefully during the one call. It also suppresses some of the normal zone
maintenance tré€. Thedefault isno. Thedialup option may also be specified in thene statement,
in which case it werrides theoptions dialup statement.

If the zone is anaster then the server will send oMOTI FY request to all the skas. Thiswill trigger
the zone up to date checking in thevslgroviding it supportsNOTI FY) adlowing theslave o verify the
zone while the call us up.

If the zone is @lave orstub then the semr will suppress the zone regular zone up to date queries and
only perform the when thieeartbeat-interval expires.

fake-iquery
If yes, the server will simulate the obsolete DNS query tyQeERY. The default isho.

fetch-glue
If yes (the default), the server will fetctgtue” resource records it doestiave when constructing the
additional data section of a respongetch-glue no can be used in conjunction witkcursion
no to prevent the serer's cache from graving or becoming corrupted (at the cost of requiring mavekw
from the client).

has-old-clients
Setting the option tges, is equivalent to setting the following three optioremuth-nxdomain yes  ;,
maintain-ixfr-base yes ; and rfc2308-typel no i

The wuse of has-old-clients with auth-nxdomain , maintain-ixfr-base , and
rfc2308-typel is order dependent.

host-statistics
If yes, then statistics are kept fovery host that the the nameserver interacts withe default isno.
Note turning onhost-statistics can consume huge amounts of memory.

maintain-ixfr-base
If yes, a IXFR database file is kept for all dynamically updated zones. This enables thietseamswer
IXFR queries which can speed up zone transfers enormoliséydefault isho.

multiple-cnames
If yes, then multiple CNAME resource records will be allowed for a domain name. Theld&fno.
Allowing multiple CNAME records is against standards and is not recommended. MultipliECBuUp-
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port is aailable because previous versions of BIND allowed multiple CNAME records, and these records
have been used for load balancing by a number of sites.

notify
If yes (the default), DNS NODIFY messages are sent when a zone the server is autherftatchanges.
The use of NOTIFY speeds aangence between the master and itvesda Slare ®ners that recee a
NOTIFY message and understand it will contact the masteerstawthe zone and see if theeed to do a
zone transferand if they do, they will initiate it immediately If expli cit, the DNS NOIFY messages
will only be sent to the addresses in éh&o-notify list. Thenotify option may also be specified in
thezone statement, in which case W@rides theoptions notify statement.

suppress-initial-notify
If yes, suppress the initial notify messages when the server first loads. The defawlt is

recursion
If yes, and a DNS query requests recursion, then theesemll attempt to do all the work required to
answer the querylf recursion is not on, the semvwill return a referral to the client if it doeskhow the
answer The default igyes. See alsdetch-glue above.

rfc2308-typel
If yes, the server will send NS records along with theAS@cord for ngaive answers. ¥u need to set
this to no if you hae ar dd BIND server using you as a forwarder that does not understayaivee
answers which contain both 8@nd NS records or you hia an dd version of sendmail. The correct fix is
to upgrade the broken server or sendmail. The defaodt.is

use-id-pool
If yes, the server will keep track of its own outstanding queng lfid’avoid duplication and increase ran-
domness. Thiwill result in 128KB more memory being consumed by the seffiee default isho.

treat-cr-as-space
If yes, the server will treat CR characters the same way it treats a space dhisimay be necessary
when loading zone files on a UNIX system that were generated on an NT or DOS matidrdefault is
no.

Also-Notify
also-notify

Defines a global list of IP addresses that also get sent NOTIFY messagesawadresh cop of the zone
is loaded. This helps to ensure that copies of the zones will quicklrgeron ‘stealth’ servers. Ifan

also-notify list is given in azone statement, it will @erride theoptions also-notify statement.
When azone notify statement is set 100, the IP addresses in the gloladdo-notify list will not

get sent NOTIFY messages for that zone. The default is the empty list (no global notification list).

Forwarding
The forwarding facility can be used to create gdasite-wide cache on awfeservers, reducing trafficeer
links to external namesexks. Itcan also be used to allaqueries by servers that do nowkairect access to
the Internet, but wish to look up exterior namegvway. Forwarding occurs only on those queries for which
the server is not authorited and does not hee the answer in its cache.

forward
This option is only meaningful if theorwarders  list is not empty A vaue of first, the deéult,
causes the server to query the farders first, and if that doesm@inswer the question the server will then
look for the answer itself. bnl y is specified, the server will only query the forwarders.
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forwarders
Specifies the IP addresses to be used fordating. Thedefault is the empty list (no forwarding).

Forwarding can also be configured on a per-zone basis, allowing for the global forwarding options to be
overridden in a variety of ays. You can set particular zones to use different forwarders,var different

forward only/first behavior or to rot forward at all. SeeTHE ZONE STATEMENT section for

more information.

Future versions of BIND 8 will provide a more powerful fanding system. The syntax described\aho
will continue to be supported.

Name Checking
The serer can check domain names based upon their expected clienttsoi® example, a domain name
used as a hostname can be checked for compliance with the RFCs defining valid hostnames.

Three checking methods aneaifable:

ignore
No checking is done.
warn
Names are checked against thejpexted client contes. Irnvalid names are logged, but processing contin-
ues normally.
fail
Names are checked against their expected clientxdsntbvalid names are logged, and the offending data
is rejected.
The serer can check names three areas: master zone files,mlz files, and in responses to queries the
sener has initiated.If check-names response fail has been specified, and answering the clent’
guestion would require sending awdlid name to the client, the semvwill send aREFUSED response code
to the client.

The defaults are:

check-nanes master fail;
check- nanes sl ave warn;
check- nanes response ignore;

check-names may also be specified in ttmne statement, in which case iverides theoptions
check-names statement. Whemsed in azone statement, the area is not specified (because it can be
deduced from the zone type).

Access Contol
Access to the seev can be restricted based on the IP address of the requesting system or via shared secret
keys. SeeADDRESS MATCH LISTS for details on he to gpecify access criteria.

allow-query
Specifies which hosts are allowed to ask ordinary questaimy-query  may also be specified in the
zone statement, in which case w@rides theoptions allow-query statement. Ihot specified, the

default is to allav queries from all hosts.

allow-recursion
Specifies which hosts are allowed to ask reeargiestions. Ifnot specified, the default is to allaecur-
sive queries from all hosts.
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allow-transfer
Specifies which hosts are alled to receie zne transfers from the senv allow-transfer may also
be specified in theone statement, in which case v@rides theoptions allow-transfer state-
ment. Ifnot specified, the default is to alldransfers from all hosts.

blackhole
Specifies a list of addresses that the server will not accept queries from or use &a@gely. Queries
from these addresses will not be responded to.

Interfaces
The interfaces and ports that the semwill answer queries from may be specified usinditten-on /
listen-on-v6 options. listen-on / listen-on-v6 takes an optional port, and an address match

list. Thesener will listen on all interfaces alleed by the address match list. If a port is not specified, port
53 will be used.

Multiple listen-on / listen-on-v6 statements are alied. For example,

listen-on { 5.6.7.8; };
listen-on port 1234 { '1.2.3.4; 1.2/16; };
listen-on-v6 { ::1; };

will enable the nameserver on port 53 for the IP address 5.6.7.8, and on port 1234 of an address on the
machine in net 1.2 that is not 1.2.3.4. It will also enable the nameserver on port 53 for the IPv6 address ::1.

If no listen-on is specified, the server will listen on port 53 on all IPv4 interfaces.

If no listen-on-v6 is specified, the server will not listen orydPv6 interfaces.

Query Address
If the server doeshknow the answer to a question, it will query other namesgsrwquery-source /
guery-source-v6 specifies the address and port used for such quéfieddress is Oor is omitted, a
wildcard IPv4 / IPv6 address will be used.portis Cor is omitted, a random unpilieged port will be used.
The default is
guery-source address O port [
guery-source-v6 address O port [

Note: query-source / query-source-v6 applies only to UDP queries; TCP queriesayis use a
wildcard IP address and a random unprivileged port.

Zone Transfers
max-transfer-time-in
Inbound zone transfersnamed-xfer processes) running longer than this gnamnutes will be termi-
nated. Thalefault is 120 minutes (2 hours).

transfer-format
The server supports bazone transfer methodone- answer uses one DNS message per resource record
transferred. many-answers packs as man resource records as possible into a message.
many- answer s is more efficient, but is only known to be understood by BIND 8.1 and patehsidns
of BIND 4.9.5. The default isne- answer . transfer-format may be @erridden on a peserver
basis by using theerver statement.

transfers-in
The maximum number of inbound zone transfers that can be running concurfémtlglefault value is 10.
Increasingtransfers-in may speed up the cesrgence of slee zones, but it also may increase the
load on the local system.
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transfers-out
This option will be used in the future to limit the number of concurrent outbound zone transfers. It is
checked for syntax, but is otherwise ignored.

transfers-per-ns
The maximum number of inbound zone transfararbed-xfer processes) that can be concurrently trans-
ferring from a g¥en remote nameseew The default value is 2Increasingtransfers-per-ns may
speed up the ceoprgence of slee znes, but it also may increase the load on the remote nameserv
transfers-per-ns may be eerridden on a pesener basis by using thieansfers phrase of the
server statement.

transfer-source
transfer-source determines which local IPv4 address will be bound to the TCP connection used to
fetch all zones transferred inbound by the serif not set, it defaults to a system controlledue which
will usually be the address of the intré “closest td‘the remote end. This address must appear in the

remote end allow-transfer option for the zones being transferred, if one is specifiénis statement
sets thetransfer-source for all zones, but can bevaridden on a per-zone basis by including a
transfer-source statement within the zone block in the configuration file.

transfer-source-v6
transfer-source-v6 determines which local IPv6 address will be bound to the TCP connection used
to fetch all zones transferred inbound by the eserlf not set, it defaults to a system controlled value which
will usually be the address of the interface “closesttioe remote endThis address must appear in the

remote end allow-transfer option for the zones being transferred, if one is specified. This statement
sets thdransfer-source-v6 for all zones, bt can be werridden on a per-zone basis by including a
transfer-source-v6 statement within the zone block in the configuration file.

Resource Limits
The serer's usage of may system resources can be limited. Some operating systemssdppbrt some of
the limits. On such systems, a warning will be issued if the unsupported limit is used. Some operating sys-
tems dort support limiting resources, and on these systems a
cannot set resource limits on this system
message will be logged.

Scaled values are allowed when specifying resource linkits. example, 1G can be used instead of
1073741824 to specify a limit of one ga@pyte. unl i mi t ed requests unlimited use, or the maximum
available amount.def aul t uses the limit that was in force when the servas started. See the definition
of size_spe theDOCUMENTATION DEFINITIONS section for more details.

coresize
The maximum size of a core dump. The default valagefsaul t .

datasize
The maximum amount of data memory the server may use. The default \défeaisl t .

files
The maximum number of files the servmay hae goen concurrently The default value isinl i mi t ed.
Note that on some operating systems theeserannot set an unlimited value and cannot determine the
maximum number of open files therkel can support. On such systems, choasirig ni t ed will cause
the server to use the larger of titien_maxfrom getrlimit (RLI M T_NOFI LE) and the value returned
by sysconf (_SC OPEN_MAX). If the actual kernel limit is larger than thiglwe, usdimit files to
specify the limit explicitly.
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max-ixfr-log-size
Themax-i xfr-1 og-si ze will be used in a future release of the serio limit the size of the transac-
tion log kept for Incremental Zone Transfer.

stacksize
The maximum amount of stack memory the server may use. The default \dédeais! t .

Periodic Task Intervals
cleaning-interval
The server will remee expired resource records from the cackierg cleaning-interval minutes.
The default is 60 minutes. If set to 0, no periodic cleaning will occur.

heartbeat-interval
The serer will perform zone maintenance tasks for all zones etkdtlalup yes ~ wheneer this intenal
expires. Thedefault is 60 minutes. Reasonable values are up to 1 day (1440 minutes). If set to 0, no zone
maintenance for these zones will occur.

interface-interval
The serer will scan the network interface listeey interface-interval minutes. Thelefault is 60
minutes. Ifset to 0, intedce scanning will only occur when the configuration file is loaded. After the scan,
listeners will be started on wmew interfaces (provided tlyeare allowed by thelisten-on /
listen-on-v6 configuration). Listenersn interfaces that la gone avay will be cleaned up.

statistics-interval
Nameserer statistics will be loggedrery statistics-interval minutes. Thelefault is 60. If set to
0, no statistics will be logged.

Topology
All other things being equal, when the server chooses a nameserquery from a list of nameservers, it
prefers the one that is topologically closest to its&élie topology statement takes an address match list
and interprets it in a specialayw Each top-leel list element is assigned a distandon-ngaed elements
get a distance based on their position in the list, where the closer the match is to the start of the list, the
shorter the distance is between it and theeser negated match will be assigned the maximum distance
from the serer. If there is no match, the address will get a distance which is further thaoo=meayated
list element, and closer thanyamegded element.For example,

t opol ogy {
10/ 8;

1'1.2.3/24;
{ 1.2/16; 3/8; };
i
will prefer servers on network 10 the most, followed by hosts on network 1.2.0.0 (netmask 255.255.0.0) and
network 3, with the exception of hosts on network 1.2.3 (netmask 255.255.255.0), which is preferred least of
all.

The default topology is
topol ogy { |ocal host; I|ocal nets; };

Resource Record sorting
When returning multiple RRs, the nameserver will normally return theRoumd Robin , i.e. after each
request, the first RR is put to the end of the Wsd.the order of RRs is not defined, this should not cause an
problems.
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The client resoler code should re-arrange the RRs as appropriate, i.e. ugiagdxesses on the local net in
preference to other addresses. HamNenot all resolvers can do this, or are not correctly configured.

When a client is using a local servthe sorting can be performed in the sgridased on the clierg’address.
This only requires configuring the nameservers, not all the clients.

The sortlist statement tads an address match list and interpretsvéanemore specially than the
topology statement does.

Each top led statement in the sortlist must itself be an explicit address match list with one detnents.
The first element (which may be an IP address, an IP prefix, an ACL name or nested address match list) of
each top led list is checked against the source address of the query until a match is found.

Once the source address of the query has been matched, if thestsfatement contains only one element,

the actual primitie dement that matched the source address is used to select the address in the response to
move © the beginning of the response. If the statement is a listm#lements, the second element is treated

like the address match list in a topology statement. Each vepdement is assigned a distance and the
address in the response with the minimum distance vedrto the beginning of the response.

In the following example, anqueries receied from ary of the addresses of the host itself will get responses
preferring addresses onyanf the locally connected networks. Next most preferred are addresses on the
192.168.1/24 network, and after that either the 192.168.2/24 or 192.168.3/2tknefthh no preference

shavn between these twnetworks. Queries recetd from a host on the 192.168.1/24 netiw will prefer

other addresses on that netl to the 192.168.2/24 and 192.168.3/24 networks. Queriesyegddedm a

host on the 192.168.4/24 or the 192.168.5/24 network will only prefer other addresses on their directly con-
nected networks.

sortlist {
{ local host; /1 I'F the local host
{ local nets; /1 THEN first fit on the
192. 168. 1/ 24; /1 foll owi ng nets
{ 192, 168.2/24; 192.168.3/24; }; }; };
{ 192.168. 1/ 24; /1 1F on class C 192.168.1
{ 192.168. 1/ 24; /! THEN use .1, or .2 or .3
{ 192.168.2/24; 192.168.3/24; }; }; };
{ 192.168. 2/ 24; /1 1F on class C 192.168.2
{ 192.168. 2/ 24; /! THEN use .2, or .1 or .3
{ 192.168.1/24; 192.168.3/24; }; }; };
{ 192.168. 3/ 24; /1 1F on class C 192.168.3
{ 192.168. 3/ 24; /! THEN use .3, or .1 or .2

{ 192.168.1/24; 192.168.2/24; }; }; };
{ { 192.168.4/24; 192.168.5/24; }; /Il if .4 or .5, prefer that net
1
1

The following example will gie reasonable behaviour for the local host and hosts on directly connected net-
works. It is similar to the bekér of the address sort in BIND 4.9.x. Responses sent to queries from the
local host will fivar any of the directly connected networks. Responses sent to queries fyoothan hosts

on a directly connected netwk will prefer addresses on that same network. Responses to other queries will
not be sorted.

sortlist {
{ local host; local nets; };
{ localnets; };

b
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RRset Ordering
When multiple records are returned in an answer it may be useful to configure the order the records are
placed into the responsenrexample the records for a zone might be configuredvayslbe returned in the
order thg are defined in the zone file. Or perhaps a randomflshoff the records as there returned is
wanted. The rrset-order statement permits configuration of the ordering made of the records in a multiple
record response. The default, if no ordering is defined, is a cyclic ordering (round robin).

An order_spec is defined as follows:
[ class class_nanig type type_namh name"FQDN" ] order ordering

If no class is specified, the defaultA®Y. If no | ct ype is specified, the dafilt isANY. If no name is
specified, the default ig™.

The legd values forordering  are:

fixed Records are returned in the orderthee defined in the zone file.
random Records are returned in some random order.

cyclic  Records are returned in a round-robin order.

For example:

rrset-order {
class IN type A nanme "rc.vix.cont order random
order cyclic;

}s

will cause ag responses for type A records in class IN thateh&c.vix.com" as a suffix, to alys be
returned in random ordeAll other records are returned in cyclic order.

If multiple rrset-order statements appedhey are not combined--the last one applies.
If no rrset-order statement is specified, a default one of:
rrset-order { class ANY type ANY nanme "' order cyclic ; };

is used.

Glue Ordering
When running a root nameserver it is sometimes necessary to ensure that other aeshaéare priming
are successful. This requires that glue A records for at least some of the nameservers are returned in the
answer to a priming queryThis can be achied by tting preferred-glue A; which will add A
records before other types in the additional section.

EDNS
Some firgvalls fail to pass EDNS/UDP messages that are larger than a certain size, 512 or the UDP reassem-
bly buffer. To dlow EDNS to work across such firells it is necessary to advertise an EDN&dr size that
is small enough not to triggeaifures. edns-udp-size can be used to adjust the advertised sizaues
less than 512 will be increased to 512 and values greater than 4096 will be truncated to 4096.

Tuning
lame-ttl
Sets the number of seconds to cache a lamersidication. O disables cachingDefault is 600 (10 min-
utes). Maximunvalue is 1800 (30 minutes)
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max-ncache-ttl

To reduce network traffic and increase performance theisstore ngaive axswers. max-ncache-ttl

is used to set a maximum retention time for these answers in ther sergeconds. The daeflt
max-ncache-ttl is 10800 seconds (3 hourgnhax-ncache-ttl cannot exceed the maximum reten-
tion time for ordinary (posite) answers (7 days) and will be silently truncated to 7 days if set &due v
which is greater than 7 days.

min-roots
The minimum number of root servers that is required for a request for the root servers to be accepted.
Default is 2.

THE ZONE STATEMENT
Syntax

zone domain_namé¢(in | hs | kesiod | chaos ) ]{
type master;
file path_name
[ check-names ( warn | fail | ignore ); ]
[ allow-update {address_match_ligt ]
[ allow-query { address_match_ligt ]
[ allow-transfer {address_match_ligt ]
[ forward (only | first); ]
[ forwarders { [ip_addr; [ ip_addr; ... 11} ]
[ dialupyes_or_no]
[ notify (yes_or_nd explicit ); ]
[ also-notify {ip_addr, [ ip_addr, ... 1};
[ pubkey number number number string

3

zonedomain_nam¢(in | hs | kesiod | chaos ) ] {
type ( slae | sub);
[ file path_name]
masters [ porip_port]{ ip_addr[ keykey id];[...1};
[ check-names ( warn | fail | ignore ); ]
[ allow-update {address_match_ligt ]
[ allow-query { address_match_ligt ]
[ allow-transfer {address_match_ligt ]
[ forward (only | first); ]
[ forwarders { [ip_addr; [ ip_addr; ...11}; ]
[ transfer-sourc@v4_addr ]
[ transfer-source-vipv6_addr |
[ max-transfer-time-imumber ]
[ notify yes_or_no]
[ also-notify {ip_addr, [ ip_addr, ... 1};
[ pubkey number number number string

3

zonedomain_nam¢(in | hs | kesiod | chaos ) ] {
type forward;
[ forward (only | first); ]
[ forwarders { [ip_addr; [ ip_addr; ...11}; ]
[ check-names (warn | fail | ignore ); ]

4th Berkelg Distribution January’, 1999 19



NAMED.CONF (5) BSD File Formats Manual NAMED.CONF (5)

3

zone "."[(in| hs | hesiod | chaos ) ]{
type hint;

file path_name

[ check-names (warn | fail | ignore ); ]

I3

Definition and Usage
Thezone statement is used to definedhimformation about particular DNS zones is managed by therserv
There are fie dfferent zone types.

master
The server has a master gayf the data for the zone and will be able to provide authaetatiswers for it.

slave
A slave zone is areplica of a master zoriche masters list specifies one or more IP addresses that the
slave montacts to update its cppf the zone. If gort is specified then checks to see if the zone is current
and zone transfers will be done to the povewi If file  is specified, then the replica will be written to the
named file. Use of thile  clause is highly recommended, since it often speedsrsstartup and elimi-
nates a needless waste of bandwidth.

stub
A stub zone is lile a $ave 2ne, except that it replicates only the NS records of a master zone instead of
the entire zone.

forward

A forward zone is used to direct all queries in it to other sexvas described MHE OPTIONS
STATEMENT section. Thespecification of options in such a zone willexide ary global options
declared in theptions statement.

If either noforwarders  clause is present in the zone or an empty listdiavarders  is given, then no
forwarding will be done for the zone, cancelling thieets of ag forwarders  in theoptions state-
ment. Thusf you want to use this type of zone to change only the behavior of the fgolvatd option,
and not the servers used, then you also need to respecify the global forwarders.

hint
The initial set of root namesears is specified usinglint zone. Wherthe server starts up, it uses the
root hints to find a root nameserver and get the most recent list of root nameservers.

Note: previous releases of BIND used the tpnimary for a master zonesecondary for a slae ne,
andcache for a hint zone.

Classes
The zones rame may optionally be folleed by a class. If a class is not specified, diasg¢for "internet"),
is assumed. This is correct for the vast majority of cases.

Thehesiod class is for an information service from M$TRroject Athena.lt is used to share information

about arious systems databases, such as users, groups, printers and so on. More information can be found at
ftp://athena-dist.mit.edu/pub/ATHE®Musenix/athena_changes.PS. Tkeyword hs is a synonym for

hesiod .

Another MIT development was CHAOSnhet, a LAN protocol created in the mid-1970s. It is still sometimes
seen on LISP stations and other hardware in the Al commanétyzone data for it can be specified with the
chaos class.
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Options
check-names
See the subsection dlame Checkingin THE OPTIONS STATEMENT .

allow-query
See the description ofllow-query in the Access Contol subsection of THE OPTIONS
STATEMENT.

allow-update
Specifies which hosts are allowed to submit Dynamic DNS updates to tlee SEre default is to dgn
updates from all hosts.

allow-transfer

See the description oallow-transfer in the Access Contol subsection ofTHE OPTIONS
STATEMENT.

transfer-source
transfer-source determines which local address will be bound to the TCP connection used to fetch
this zone. If not set, it defaults to a system controldes which will usually be the address of the inter
face “closest td'the remote end. This address must appear in the remossaélad/-transfer option

for this zone if one is specified.

transfer-source-v6

transfer-source-v6 is similar totransfer-source but specifies the IPv6 address.
max-transfer-time-in

See the description afiax-transfer-time-in in theZone Transfers subsection oTHE OPTIONS

STATEMENT.
dialup

See the description dialup in theBoolean Optionssubsection oTHE OPTIONS STATEMENT .
notify

See the description obtify in theBoolean Optionssubsection of th& HE OPTIONS STATEMENT .
also-notify

also-notify is only meaningful ifhotify  is active for this zone. The set of machines that will reeei

a DNS NOTIFY message for this zone is made up of all the listed nareeséov the zone (other than the

primary master) plus &P addresses specified witliso-notify . also-notify is not meaningful

for stub zones. Thalefault is the empty list.

forward
forward is only meaningful if the zone hasf@warders list. Theonly vaue causes the lookup to
fail after trying theforwarders  and getting no answewrhile first ~ would allov a normal lookup to be
tried.

forwarders
Theforwarders  option in a zone is used toa@ride the list of global forarders. [fit is not specified in
a zone of typeforward , noforwarding is done for the zone; the global options are not used.

pubkey
The DNSSEC flags, protocol, and algorithm are specified, as well as a base-64 encoded string representing
the ley.

THE ACL STATEMENT
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Syntax

acl name{
address_match_list

I3

Definition and Usage
Theacl statement creates a named address match list. It gets its name from a primary use of address match
lists: Acces<ontrol Lists (ACLS).

Note that an address match Bstame must be defined witttl before it can be used elsewhere; no fmav
references are allowed.

The following ACLs are built-in:

any
Allows all hosts.

none
Denies all hosts.

localhost
Allows the IP addresses of all interfaces on the system.

localnets
Allows ary host on a network for which the system has an interface.

THE KEY STATEMENT
Syntax

key key id{
algorithmalgorithm_id
secretsecret_string

I3

Definition and Usage
The key statement defines &k ID which can be used in server statement to associate a method of
authentication with a particular name server that is more rigorous than simple IP address mAt&leyng.
ID must be created with theey statement before it can be used seaver definition or an address match
list.

The algorithm_idis a string that specifies a security/authentication algoritbeeret_strings the secret to
be used by the algorithm, and is treated as a base-64 encodedIsshauld go without saying, but proba-
bly cant, that if you hae secet_string 5in your naned. conf, then it should not be readable byane
but the superuser.

THE TRUSTED-KEYS STATEMENT
Syntax

trust ed- keys {
[ domain_name flags protocol algorithrayk]

5
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Definition and Usage
The trusted-keys statement is for use with DNSSEC-style secuotiginally specified in RFC 2065.
DNSSEC is meant to provide three distinct serviceg:dstribution, data origin authentication, and transac-
tion and request authenticatioA. complete description of DNSSEC and its use is beyond the scope of this
document, and readers interested in more information should start with RFC 2065 and then continue with the
Internet Drafts @ailable at http://www.ietf.org/ids.by.wg/dnssec.html.

Each trusted &y is associated with a domain name. Its atitds are the non-gdive integral flags
protocol and algorithm, as well as a base-64 encoded string representingghe

Any number of trusteddys can be specified.

THE SERVER STATEMENT
Syntax

server ip_addr{
[ ednsyes_or_ng]
[ bogusyes_or_no]
[ support-ixfryes_or_ng]
[ transfersnumber]
[ transfer-format ( one-answer | many-answers ); |
[keys { key_id[ key_id... 1} ]

Definition and Usage
The server statement defines the characteristics to be associated with a remote name server.

If you discover that a server does not support EDNS you caweptenamed making EDNS queries to it by
specifyingednsno; . The default value oédns isyes .

If you discover that a server is giving out bad data, marking ibagus will prevent further queries to it.
The default value dbogus is no.

If the server supports IXFR you can tell named to attempt to perform a IXFR style zone transfer by specifing
support-ixfr yes. The default value cdupport-ixfr isno.

The server supports twzone transfer methods. The firgthe-answer , uses one DNS message per
resource record transferrechany-answers packs as manresource records as possible into a message.
many-answers is more efficient, bt is only known to be understood by BIND 8.1 and patched versions of

BIND 4.9.5. You can specify which method to use for a server withtthasfer-format option. If
transfer-format is not specified, theransfer-format specified by theptions  statement will
be used.

The transfers will be used in a future release of the server to limit the number of concurrent in-bound
zone transfers from the specified senléis checked for syntax but is otherwise ignored.

Thekeys clause is used to identifylay id defined by thé&key statement, to be used for transaction secu-
rity when talking to the remote serv Thekey statement must come before server statement that ref-
erences it.

The keys statement is intended for future use by the eserit is checled for syntax but is otherwise
ignored.
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THE CONTROLS STATEMENT
Syntax

controls {
[ inet ip_addr
portip_port
allow { address_match_lis}; |
[ unix path_name
permnumber
ownernumber
groupnumber ]

g

Definition and Usage
Thecontrols  statement declares control channels to be used by system administratfast thefopera-
tion of the local name sew These control channels are used byrte utility to send commands to and
retrieve ron-DNS results from a name server.

A unix control channel is a FIFO in the file system, and access to it is controlled by normal file system per
missions. Itis created bynamed with the specified file mode bits (sebnod(1)), user and groupwmner.

Note that, unlik chmod, the mode bits specified fperm will normally hare a ading0 so the number is
interpreted as octal. Also note that the user and grauneiship specified asvner andgroup must be

given as umbers, not names. It is recommended that the permissions be restricted to adwenstsan-

nel only or dse ary user on the system might be able to manage the local name server.

Aninet control channel is a TCP/IP satlaccessible to the Internet, created at the speifipdrton the
specifiedp_addr. Moderntelnet clients are capable of speaking directly to theseeteckand the control
protocol is ARPAnet-style t&. It is recommended that 127.0.0.1 be the @gmhaddrused, and this only if
you trust all non-privileged users on the local host to manage your name server.

THE INCLUDE STATEMENT
Syntax

i ncl ude path_name

Definition and Usage
Theinclude statement inserts the specified file at the point thahtihede statement is encounteref.
cannot be used within another statement, though, so a line such as
acl internal _hosts { include internal hosts.acl; };
is not allowed.

Useinclude to break the configuration up into easily-managed chuR&sexample:

i nclude "/etc/security/keys. bi nd";
i ncl ude "/etc/acls.bind";

could be used at the top of a BIND configuration file in order to inclugé@@h or key information.
Be careful not to type “#include”, li& you would in a C program, because#'used to start a comment.

EXAMPLES

The simplest configuration file that is still realistically useful is one which simply defines a hint zone that has
a full path to the root servers file.
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zone "." in {
type hint;
file "/var/named/root.cache";
b
Here’s a nore typical real-world example.
/O
OA sinple BIND 8 configuration
a
| oggi ng {
category | anme-servers { null; };
category cnane { null; };
i
options {
directory "/var/nanmed";
i
controls {
inet Oport 52 allow { any; }; /1 a bad idea
uni x "/var/run/ ndc" perm 0600 owner O group O; /1 the default
i

zone "isc.org" in {
type master;
file "master/isc.org";

b

zone "vix.conl in {
type sl ave;
file "slavel/vix.coni;
masters { 10.0.0.53; };

i
zone "0.0.127.in-addr.arpa" in {

type naster;
file "master/127.0.0";

}s
zone "." in {

type hint;

file "root.cache";
}s

FILES
/ et ¢/ bi nd/ nanmed. conf
The BIND 8named configuration file.

SEE ALSO
naned(8), ndc(8)
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