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NAME

slapd.conf — configuration file for slapd, the stand-alone LDAP daemon
SYNOPSIS

/etc/ldap/slapd.conf
DESCRIPTION

The file/etc/Idap/slapd.confcontains configuration information for tls&apd(8) daemon. This configura-
tion file is also used by treurpd(8) replication daemon and by the SLAPD tosllpack8), slapadd8),
slapauth(8), slapca{(8), slapdn(8), slapindex8), andslaptes{8).

The slapd.conffile consists of a series of global configuration options that appsfafmd as a whole
(including all backends), followed by zero or more database backend definitions that contain information
specific to a backend instancEhe configuration options are case-insewsitheir value, on a case by case
basis, may be case-senadti

The general format aflapd.confis as follows:

# comment - these options apply teegy database

<global configuration options>

# first database definition & configuration options
database <backend 1 type>

<configuration options specific to backend 1>

# subsequent database definitions & configuration options

As mary backend-specific sections as desired may be included. Global options camrbdden in a
backend (for options that appear more than once, the last appearancdapdteonffile is used).

If a line bayins with white space, it is considered a continuation of the previous line. Blank lines and com-
ment lines beginning with a ‘#' character are ignoriidte: continuation lines are unwrapped before com-
ment processing is applied.

Arguments on configuration lines are separated by white space. Ijameart contains white space, the
argument should be enclosed in double quotes. If gnnagnt contains a double quote (") or a backslash
character (‘\'), the character should be preceded by a backslash character.

The specific configuration optiongadable are discussed b&ldn the Global Configuration Options, Gen-
eral Backend Options, and General Database Opti@ackend-specific options are discussed in the
slapd-<backend>(5)manual pages. Refer to the "OpenLDAP Administrat@uide" for more details on
the slapd configuration file.

GLOBAL CONFIGURATION OPTIONS
Options described in this section apply to all leaads, unless specificallweridden in a backend defini-
tion. Arguments that should be replaced by actual text are shown in brackets <>.

access to <what> [ by <who> <access> <control> ]+
Grant access (specified by <access>) to a set of entries and/or attributes (specified by <what>) by
one or more requestors (specified by <whd$ho access controls are present, the defaultypolic
allows anyone andveryone to read anything but restricts updates to rootdn. (e.g., "access to * by
* read"). Therootdn can abays read and write EVERTHING! Seeslapd.acces®) and the
"OpenLDAPs Administrators Guide" for details.

allow <features>
Specify a set of features (separated by white space) to &lefault none). bind_v2 allows
acceptance of LBPv2 bind requests. Note thelapd(8) does not truly implement LDAPv2 (RFC
1777), nev Historic (RFC 3494).bind_anon_credallows anogmous bind when credentials are
not empty (e.g. when DN is emptyhind_anon_dn allows unauthenticated (angmous) bind
when DN is not emptyupdate_anonallows unauthenticated (anonymous) update operations to
be processed (subject to access controls and other admivestnaitis).
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argsfile <filename>
The ( absolute ) name of a file that will hold glapd servers cmommand line options if started
without the debugging command line option.

attributeoptions [option-namel]...
Define tagging attrilte options or option tag/range prefix Optionsnust not end with *-’, pre-
fixes must end with *-'. The ‘lang-' prefix is predefindflyou use theattributeoptions directive,
‘lang-’ will no longer be defined and you must specify it explicitly if you want it defined.

An attribute description with a tagging option is a subtype of that attribute description without the
option. Excepfor that, options defined thisay have ro gpecial semanticsPrefixes defined this

way work like the ‘lang-" options: The define a prefix for tagging options starting with the prefix.
That is, if you define the prefix ‘x-foo-’, you can use the option ‘x-foo-bar’. Furthermore, in a
search or compare, a prefix or range name (with a trailing ‘-’) matches all options starting with
that name, as well as the option with the range name sans the trailifighat.is, ‘x-foo-bat’
matches ‘x-foo-bar’ and ‘x-foo-bar-baz’.

RFC 4520 reserves options beginning with ‘x-’ foivpte experiments. Otheoptions should be
registered with IANA, see RFC 4520 section 3@penLDAP also has the ‘binary’ option built in,
but this is a transfer option, not a tagging option.

attrib utetype  (<oid> [NAME <name>] [DESC <description>] [OBSOLETE] [SUP <oid>]
[EQUALITY <oid>] [ORDERING <oid>] [SUBSTR <oid>] [SYNTAX <oidlen>]
[SINGLE-VALUE] [COLLECTIVE] [NO-USER-MODIFICA TION]
[USAGE <attributeUsage>] )
Specify an attribute type using the ABv3 syntax defined in RFC 4512. The slapd parser
extends the RFC 4512 definition by allowing string forms as well as numeric OIDs to be used for
the attribute OID and attribute syntax OID. (Seedhgctidentifier description.)

authz-policy <policy>
Used to specify which rules to use for Proxy Authorization. Proxy authorization allows a client to
authenticate to the server using one gsegedentials, but specify a &fent identity to use for
authorization and access control purposes. It essentially allows user A to login as user B, using
user As passvord. Thenone flag disables proxy authorization. This is the default settiFige
from flag will use rules in theuthzFrom attribute of the authorization DNTheto flag will use
rules in theauthzTo attribute of the authentication DNThe any flag, an alias for the deprecated
value ofboth, will allow any o the abee, whateser succeeds first (checked io, from sequence.
Theall flag requires both authorizations to succeed.

The rules are mechanisms to specify which identities are allowed to perform proxy authorization.
The authzFrom attribute in an entry specifies which other users are allowed to proxy login to this
entry The authZTo attribute in an entry specifies which other users this user can authorigseas.

of authZTo rules can be easily abused if users are allowed to write arbilugsvto this attrilte.

In general theauthzTo attribute must be protected withCAs such that only prileged users can
modify it. The value ofauthzFrom andauthzTo describes aidentity or a set of identities; it can

take five forms:

Idap:///<base>7?7?[<scope>]?<filter>
dn[.<dnstyle>]:<pattern>
u[<mech>[<realm>]]:<pattern>
group[/objectClass|/attribute Type]]:<pattern>
<pattern>

<dnstyle>:={exact|onelgdl|children|subtree|regex}

The first form is a &lid LDAP URI where the<host>:<port>, the<attrs> and the<extensions>
portions must be absent, so that the search occurs locally on aithefrom or authZTo. The

OpenLDAP 2.3.30 2006/11/14 2



SLAPD.CONF(5) SLAPD.CONF(5)

second form is ®N, with the optional style modifiersxact, onelevel, children, and subtree for
exact, oneleel, children and subtree matches, which causatern> to be normalized according
to the DN normalization rules, or the specigex style, which causes thgpattern> to be treated
as a POSIX [extended) regular expression, as discussedegex7) and/orre_format(7). A
pattern of means ay non-anolymous DN. The third form is a SASId, with the optional fields
<mech> and<realm> that allav to gecify a SASLmechanism and eventually a SASLrealm,
for those mechanisms that support one. The need to tillospecification of a mechanism is still
debated, and users are strongly discouraged to rely on this possitfilgyfourth form is a group
specification, consisting of theeyword group, optionally followed by the specification of the
groupobjectClassand membeattributeType. The group with DN<pattern> is searched with
base scope, and in case of match, the values of the methtifmuteType are searched for the
asserted DN.For backwards compatibilityif no identity type is preided, i.e. only<pattern> is
present, amxact DN is assumed; as a consequenrgmttern> is subjected to DN normalization.
Since the interpretation ofuthzFrom and authZTo can impact securityusers are strongly
encouraged to explicitly set the type of identity specification that is being Asathset of these
rules can be used as thirdyan the authz-regexp statement (see below); significanttiie URI
and thedn.exact:<dn> forms.

authz-regexp <match> <replace>
Used by the authentication framak to corvert simple user names, such as provided by SASL
subsystem, to an LDAP DN used for authorization purposes. Note that the resultant DN need not
refer to an existing entry to be consideratid: Whenan authorization request is reaal from
the SASL subsystem, the SASISERNAME, REALM , and MECHANISM are taken, when
available, and combined into a name of the form

UlD=<username>[[,CN=<realm>],CN=<mechanism>],CN=auth

This name is then compared againstrttegch POSIX ("extended)) regular expression, and if the
match is successful, the name is replaced withrd@pkace string. If there are wildcard strings in
thematch regular expression that are enclosed in parenthesis, e.g.

UID=([",]*),CN=.*

then the portion of the name that matched the wildcard will be stored in the numbered placeholder
variable $1. If there are other wildcard strings in parenthesis, the matching strings will be in $2,
$3, etc. up to $9. The placeholders can then be usediieplaee string, e.g.

UID=$1,0U=Accounts,DC=example,DC=com

The replaced name can be either a DN, i.e. a string prefixed by "dn:", or/h URI. If the
latter, the server will use the URI to search its own database(s) and, if the search pedatiys e
one entrythe name is replaced by the DN of that entijhe LDAP URI must hé ro hostport,
attrs, or extensions components, but the filter is mandatgry

Idap:///OU=Accounts,DC=example,DC=com??one?(UID=%$1)

The protocol portion of the URI must be stricktiap. Note that this search is subject to access
controls. Specificallythe authentication identity mustJea"auth" access in the subject.

Multiple authz-regexp options can be gen in the configuration file to all® for multiple
matching and replacement patterns. The matching patterns are checked in the ypabgretein
the file, stopping at the first successful match.

concurrency <integer>
Specify a desired \&l of concurreng. Provided to the underlying thread system as a hirite
default is not to provide grhint.
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conn_max_pending <integer>
Specify the maximum number of pending requests for an anonymous session. If requests are
submitted faster than the server can process theynwilidoe queued up to this limit. If the limit
is exceeded, the session is closed. The default is 100.

conn_max_pending_auth <integer>
Specify the maximum number of pending requests for an authenticated séBsgodefault is
1000.

defaultsearchbase <dn>
Specify a dedult search base to use when client submits a non-base search request with an empty
base DN. Base scoped search requests with an empty base DN are not affected.

disallow <features>
Specify a set of features (separated by white space) to dis@efault none). bind_anon
disables acceptance of anonymous bind requeldtste that this setting does not prohibit
anorymous directory access (See "require authchind_simple disables simple (bind)
authentication. tls_ 2 anon disables forcing session to amgomus status (see also
tls_authcjuponStartTLSperationreceipt. tls_authc dissallov the StartTLS operation if
authenticated (see alde_2_anon).

ditcontentrule (<oid> [NAME <name>] [DESC <description>] [OBSOLETE] [A UX <oids>]
[MUST <oids>] [MAY <oids>] [NOT <oids>] )
Specify an DIT Content Rule using the LDAPv3 syntax defined in RFC 4B8&.slapd parser
extends the RFC 4512 definition by allowing string forms as well as numeric OIDs to be used for
the attribute OID and attribute syntax OID. (Seedhgctidentifier description.)

gentlehup { on | off }

A SIGHUP signal will only cause a 'gentle’ shutdo-attempt:Slapd will stop listening for ney
connections, but will not close the connections to the current cliéntgire write operations
return unwilling-to-perform, though. Slapd terminates when all clientge hdosed their
connections (if theever do), or — as before - if it recss a SGTERM signal. This can be useful
if you wish to terminate the server and start w si&apd serverwith another database,without
disrupting the currently aet dients. Thedefault is of. You may wish to usilletimeout along
with this option.

idletimeout <integer>
Specify the number of seconds to wait before forcibly closing an idle client connegtion.
idletimeout of O disables this feature. The default is O.

include <filename>
Read additional configuration information from theenifile before continuing with the next line
of the current file.

index_substr_if minlen <integer>
Specify the minimum length for subinitial and subfinal indices. An atgilvalue must ha &
least this maycharacters in order to be processed by the indexing functions. The default is 2.

index_substr_if maxlen <integer>
Specify the maximum length for subinitial and subfinal indices. Only thig lzeracters of an
attribute value will be processed by the indexing functiong;exness characters are ignored. The
default is 4.

index_substr_any_len <integer>
Specify the length used for sulyamdices. An attribute value mustvead least this man
characters in order to be processed. Attribati@es longer than this length will be processed in
segments of this length. The default is 4. The sybiamalex will also be used in subinitial and
subfinal ind& lookups when the filter string is longer thanithaex_substr_if maxien value.
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index_substr_any_step <integer>
Specify the steps used in subandex lookups. This value sets thefsdt for the segments of a
filter string that are processed for a sybardex lookup. The default is 2.dF example, with the

default values, a search using this filter "cn=*abcdefgh®tuld generate indelookups for
"abcd", "cdef", and "efgh".

localSSF <SSF>

Specifies the Security Strength Factor (SSF) to Wangdocal LDAP sessions, such as those to the
Idapi:// listener For a description of SSFalues, seesasl-secprop’s minssf option description.
The default is 71.

loglevel <integer> [...]
Specify the lgel at which delugging statements and operation statistics should be syslogged
(currently logged to thsyslogd8) LOG_LOCALA4 facility). They must be considered subsystems
rather than increasinglyevbose log leels. Somemessages with higher priority are logged

regardless of the configured logle as ©0n as some logging is configured, otherwise anything is
logged at all. Log leels are additie, and available levels are:

1 (Ox1 trace)trace function calls

2 (0x2 packet)debug packet handling

4 (Ox4 args)heavy trace debugging (function args)
8 (0x8 conns)connection management

16 (Ox10BER) print out packets sent and reci

32 (Ox20filter) search filter processing

64 (0Ox40config) configuration file processing

128 (OX8BO0ACL) access control list processing

256 (Ox100stats) stats log connections/operations/results

512 (Ox200stats2)stats log entries sent

1024  (0Ox40Gshell) print communication with shell backends

2048  (Ox80(parse)entry parsing

4096  (0x100@&ache)caching (unused)

8192  (0x2000ndex) data indexing (unused)

16384 (0x400Gync)LDAPSync replication

32768 (0x800Mone)only messages that get logged whatdog level is set
The desired log &l can be input as a single integer that combines the (ORed) desisi both
in decimal or in headecimal notation, as a list of integers (that are ORed internally), or as a list of
the names that are shown between brackets, such that

loglevel 129
loglevel 0x81
loglevel 128 1
loglevel 0x80 0x1
loglevel acl trace

are equident. Thekeyword any can be used as a shortcut to enable logging at \adlsle
(equivalent to -1). The kyword none or the equiaent integer representation, causes those
messages that are loggedarelless of the configured logld to be logged. Infact, if no loglevel

(or a 0 leel) is defined, no logging occurs, so at least nbee level is required to hae hgh
priority messages logged.

moduleload <filename>

Specify the name of a dynamically loadable module to load. The filename may be an absolute path
name or a simple flename. Non-absolute names are searched for in the directories specified by the
modulepath option. This option and thenodulepath option are only usable if slapdas
compiled with --enable-modules.

OpenLDAP 2.3.30 2006/11/14 5



SLAPD.CONF(5) SLAPD.CONF(5)

modulepath <pathspec>
Specify a list of directories to search for loadable modulgsicd@lly the path is colon-separated
but this depends on the operating system.

objectclass (<oid> [MME <name>] [DESC <description>] [OBSOLETE] [SUP <oids>] [{
ABSTRACT | STRUCTURAL | AUXILIAR Y }] [ MUST <oids>] [MAY <oids>])
Specify an objectclass using the LDAPv3 syntax defined in RFC 4B slapd parsextends
the RFC 4512 definition by alldng string forms as well as numeric OIDs to be used for the
object class OID. (See thubjectidentifier description.) Objectlasses are "STRUCTURAL" by
default.

objectidentifier <name> { <oid> | <name>[:<suffix>] }
Define a string name that equates to tlvergDID. The string can be used in place of the numeric
OID in objectclass and attribute definitions. The name can also be used wifix afstife form
":xx" in which case the value "oid.xx" will be used.

password-hash <hash> [<hash>...]
This option configures one or more hashes to be used in generation of user passwords stored in the
userPassurd attribute during processing of LDAR$3vord Modify Extended Operations (RFC
3062). The<hash> must be one diSSHA}, {SHA}, {SMD5}, {MD5}, {CRYPT}, and
{CLEARTEXT} . The default i{SSHA}.

{SHA} and{SSHA} use the SHA-1 algorithm (FIPS 160-1), the latter with a seed.

{MD5} and{SMD5} use the MD5 algorithm (RFC 1321), the latter with a seed.

{CRYPT} uses therypt(3).

{CLEARTEXT} indicates that the mepassword should be added to userPassword as clear text.

Note that this option does not alter the normal user applications handling cdssserél during
LDAP Add, Modify, or ather LDAP operations.

password-crypt-salt-format <format>
Specify the format of the salt passedctypt(3) when generating {CRYPT} passwords (see
password—hash during processing of LDAPd&svord Modify Extended Operations (RFC 3062).

This string needs to be sprintf (3) format and may include one (and only one) %s/esion.

This comversion will be substituted with a string of random characters from [A-Za-z0-3].
example, "%.2s" provides a tncharacter salt and "$1$%.8s" tells some versions of crypt(3) to use
an MD5 algorithm and prades 8 random characters of salt. The default is "%s", whichida®

31 characters of salt.

pidfile <filename>
The ( absolute ) name of a file that will hold tlapd servers process ID ( segetpid(2) ) if
started without the debugging command line option.

referral <url>
Specify the referral to pass back wstspd(8) cannot find a local database to handle a reqifest.
specified multiple times, each url is provided.

replica-argsfile
The ( absolute ) name of a file that will hold ®lerpd servers mommand line options if started
without the debugging command line option.

replica-pidfile
The ( absolute ) name of a file that will hold #lerpd servers process ID ( segetpid(2) ) if
started without the debugging command line option.
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replicationinter val
The number of secondturpd waits before checking the replogfile for changes.

requir e <conditions>
Specify a set of conditions (separated by white space) to require (default none). Thedimcti
be specified globally and/or per-database; databases inherit global conditions;datalpase
specifications are addi. bind requires bind operation prior to directory operatioh®APv3
requires session to be using LDAP versionaBithc requires authentication prior to directory
operations. SASL requires SASL authentication prior to directory operatiogitsong requires
strong authentication prior to directory operatioiifie strong kyword allows protected "simple"
authentication as well as SASL authenticatioone may be used to require no conditions (useful
to clear out globally set conditions within a particular database); it must occur first in the list of
conditions.

reverse-lookup on | off
Enable/disable client name wenified reverse lookup (default i®ff if compiled with --enable-
rlookups).

rootDSE <file>
Specify the name of an LDIF(5) file containing user defined ata#bfor the root DSEThese
attributes are returned in addition to the attributes normally produced by slapd.

sasl-host <fqdn>
Used to specify the fully qualified domain name used for SASL processing.

sasl-realm <realm>
Specify SASL realm. Default is empty.

sasl-secprops <properties>
Used to specify Cyrus SASL security properti@he none flag (without ag other properties)
causes the flag properties default, "noanonymous,noplain”, to be clebnednoplain flag
disables mechanisms susceptible to simple yassitacks. The noactive flag disables
mechanisms susceptible to setidgtacks. Thenodict flag disables mechanisms susceptible to
passve dctionary attacks. The noanonymous flag disables mechanisms which support
anorymous login. The forwardsec flag require forward secrgbetween sessionsThe passcred
require mechanisms which pass client credentials (andv atbechanisms which can pass
credentials to do so)The minssf=<factor> property specifies the minimum acceptatdeurity
strength factor as an integer approximate tdestive key kength used for encryptiond (zero)
implies no protection, 1 implies integrity protection orig dlows DES or other weak ciphers,
112 allows triple DES and other strong ciphers, 128 allows RC4yfBlo and other modern
strong ciphers. The default is OThe maxssf=<factor> property specifies the maximum
acceptablesecurity strength factor as an intger (see minssf description). The default is
INT_MAX. The maxbufsize=<size>property specifies the maximum security layer rexei
buffer size allaved. Odisables security layers. The default is 65536.

schemadn <dn>
Specify the distinguished name for the subschema subentry that controls the entries orethis serv
The default is "ch=Subschema".

security <factors>
Specify a set of security strength factors (separated by white space) to requeskseeprop's
minssf option for a description of security strengtictors). Thedirectve may be specified
globally and/or pedatabase. ssf=<n> specifies the werall security strength atctor.
transport=<n> specifies the transport security strengttidr. tlIs=<n> specifies the TLS security
strength &ctor. sasl=<n>specifies the SASL security strengtittor. update_ssf=<n>specifies
the overall security strength factor to require for directory updatepdate_transport=<n>
specifies the transport security strength factor to require for directory upda@ste tls=<n>
specifies the TLS security strength factor to require for directory updapate sasl=<n>
specifies the SASL security strengtictor to require for directory updatesimple_bind=<n>
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specifies the security strength factor requiredsfople username/passwd authenticationNote
that thetransport factor is measure of security pided by the underlying transport, e.g. Idapi://
(and @entually IPSEC). It is not normally used.

sizelimit {<integer>|unlimited}

sizelimit size[.{soft|hard|unchecked}]=<integer> [...]
Specify the maximum number of entries to return from a search operatiendefault size limit
is 500. Useunlimited to specify no limits. The second format allows a fine grain setting of the
size limits. Extra args can be added on the same Bezlimits for an explanation of the
different flags.

sockbuf_max_incoming <integer>
Specify the maximum incoming LDAP PDU size for anonymous sessions. The default is 262143.

sockbuf_max_incoming_auth <integer>
Specify the maximum incoming LDAP PDU size for authenticated sessibns. default is
4194303.

threads <integer>
Specify the maximum size of the primary thread pool. The default is 16; the minimum value is 2.

timelimit {<integer>|unlimited}

timelimit time[.{soft|hard}]=<integer> [...]
Specify the maximum number of seconds (in real tislapd will spend answering a search
request. Thalefault time limit is 3600.Use unlimited to specify no limits. The second format
allows a fine grain setting of the time limits. Extra args can be added on the sangekfimits
for an explanation of the different flags.

tool-threads <integer>
Specify the maximum number of threads to use in tool mode. This should not be greater than the
number of CPUs in the system. The default is 1.

TLS OPTIONS
If slapdis built with support for Transport Layer Secuyityere are more options you can specify.

TLSCipherSuite <cipher-suite-spec>
Permits configuring what ciphers will be accepted and the preference eoigner-suite-spec>
should be a cipher specification for OpenSSL. Example:

TLSCipherSuite HIGH:MEDIUM:+SSLv2
To check what ciphers agn spec selects, use:

openssl ciphers -v <cipher-suite-spec>

TLSCACertificateFile <filename>
Specifies the file that contains certificates for all of the Certificate Authoritiesldpt will
recognize.

TLSCACertificatePath <path>
Specifies the path of a directory that contains Certificate Authority certificates in separate
individual files. Usually only one of this or the TLSCACertificateFile is used.

TLSCertificateFile <filename>
Specifies the file that contains tlapd server certificate.

TLSCertificateKeyFile <filename>
Specifies the file that contains tslapd sener private key that matches the certificate stored in the
TLSCertificateFile file. Currently the private key must not be protected with a password, so it is
of critical importance that it is protected carefully.
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TLSDHParamFile <filename>
This directve gecifies the file that contains parameters for Diffie-Hellman ephemesal k
exchange. Thids required in order to use a DSA certificate on theeselvmultiple sets of
parameters are present in the file, all of them will be processed. Note that setting this option may
also enable Angmous Diffie-Hellman &y exchanges in certain non-default cipher suiti¥su
should append "'ADH" to your cipher suites if yowéahanged them from the default, otherwise
no certificate exchanges or verification will be done.

TLSRandFile <filename>
Specifies the file to obtain random bits from when /dev/[u]lrandom isvaitdtde. Generallyset
to the name of the EGD/PRNGD setk Theernvironment variable RANDFILE can also be used
to specify the filename.

TLSVerifyClient <le vel>
Specifies what checks to perform on client certificates in an incoming TLS session, fhen
<level> can be specified as one of the followireykords:

never This is the defaultslapdwill not ask the client for a certificate.

allow The client certificate is requested. If no certificate is provided, the session proceeds
normally If a bad certificate is praded, it will be ignored and the session proceeds
normally.

try The client certificate is requested. If no certificate is provided, the session proceeds
normally If a bad certificate is provided, the session is immediately terminated.

demand | hard | true
These kywords are all equalent, for compatibility reasons. The client certificate is
requested. lho certificate is provided, or a bad certificate isviged, the session is
immediately terminated.

Note that a valid client certificate is required in order to use the SASL EXAERN
authentication mechanism with a TLS session. As such, a nanfdef SVerifyClient
setting must be chosen to enable SASL EXTERNAL authentication.

TLSCRLCheck <level>
Specifies if the Certificate Recation List (CRL) of the CA should be used to verify if the client

certificates hee ot been reoked. This requiresTLSCACertificatePath parameter to be set.
<level> can be specified as one of the followireykords:

none No CRL checks are performed
peer Check the CRL of the peer certificate
all Check the CRL for a whole certificate chain

GENERAL BACKEND OPTIONS
Options in this section only apply to the configuration file section for the specifiednioackhg are
supported byery type of backend.

backend <databasetype>
Mark the beginning of a baekd definition. <databasetype> should be ortedbf config, dnssrv,
hdb, Idap, Idbm, Idif, meta, monitor, null, passwd perl, relay, shell, or sql, depending on
which backend will seevthe database.

GENERAL DATABASE OPTIONS
Options in this section only apply to the configuration file section for the database in whiclrethe
defined. Thg are supported bywery type of backnd. Notethat thedatabaseand at least oneuffix
option are mandatory for each database.
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database <databasetype>
Mark the bginning of a nev database instance definition. <databasetype> should be dutkb,of
config, dnssrv, hdb, Idap, Idbm, Idif, meta, monitor, null, passwd perl, relay, shell, or sq|,
depending on which backend will serthe database.

lastmod on | off
Controls whetherslapd will automatically maintain the modifiersName, modifyiEstamp,
creatorsName, and createTimestamp attributes for entries. It also controls the entryCSN and
entryUUID attributes, which are needed by the syncrepl proyedefault, lastmod is on.

limits <who> <limit> [<limit> [...]]
Specify time and size limits based on who initiated an operalibe.agumentwho can be ay of

anonymous | users | [dn[.<style>]=]<pattern> | group[/oc][/at]]=<pattern>

with
<style> ::= exact | base | onedk| subtree | children | rege anonymous

The term anonymous matches all unauthenticated clients. The teusers matches all
authenticated clients; otherwise aract dn pattern is assumed unless otherwise specified by
qualifying the (optional) &y gring dn with exact or base (which are synonyms), to require an
exact match; wittonelevel, to require exactly one V&l of depth match; wittsubtreg, to dlow any
level of depth match, including the exact match; watfildren, to dlow any leve of depth match,
not including the exact matchmegex explicitly requires the (defult) match based on POSIX
("extended’) regular expression patterrzinally, anonymous matches unbound operations; the
pattern field is ignored. The same behavior is obtained by usingribaymousform of thewho
clause. Thdermgroup, with the optional objectClass and attrilute Typeat fields, followed by
pattern, sets the limits for ap DN listed in the values of that attribute (defult member) of the

oc group objectClass (defaigtoupOfNameg whose DN exactly matchgmttern.

The currently supported limits asezeandtime.

The syntax for time limits idime[.{soft|hard}]=<integer>, where integer is the number of
seconds slapd will spend answering a search request. If no time limit is explicitly requested by the
client, thesoft limit is used; if the requested time limikaeeds thénard limit, the value of the

limit is used instead. If thbard limit is set to the &yword soft, the soft limit is used in either

case; if it is set to theeyword unlimited, no hard limit is enforced.Explicit requests for time

limits smaller or equal to thkard limit are honored. If no limit specifier is set, thalue is
assigned to thsoft limit, and thehard limit is set tosoft, to presene the original behavior.

The syntax for size limits isize[.{soft|hard|unchecked}]=<integer> where integer is the
maximum number of entries slapd will return answering a search redfiesd. size limit is
explicitly requested by the client, tlseft limit is used,; if the requested size limit exceedshided
limit, the value of the limit is used instead. If thard limit is set to the &yword soft, the soft
limit is used in either case; if it is set to theykord unlimited, no hard limit is enforced.Explicit
requests for size limits smaller or equal to tiaed limit are honored.The uncheckedspecifier
sets a limit on the number of candidates a search requestvie@lto &amine. Therationale
behind it is that searches for non-properly atdegtributes may result in lge sets of candidates,
which must be examined tslapd(8) to determine whether thenatch the search filter or not.
Theuncheckedlimit provides a means to drop such operations befoxeaieceven sarted. Ifthe
selected candidates exceed timeheckedlimit, the search will abort wittunwilling to perform.

If it is set to the kyword unlimited, no limit is applied (the defult). If it is set todisable, the
search is notwen performed; this can be used to disallsearches for a specific set of users. If no
limit specifier is set, the value is assigned to gbf limit, and thehard limit is set tosoft, to
presere the original behavior.
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In case of no match, the global limits are used. The default values are the ssipadiroit and
timelimit ; no limit is set onunchecked

If pagedResultscontrol is requested, theard size limit is used by dafilt, because the request of

a ecific page size is considered an explicit request for a limitation on the number of entries to be
returned. Huwever, the size limit applies to the total count of entries returned within the search,
and not to a single pageAdditional size limits may be enforced; the syntax is
size.pr={<integer>|noEstimate|unlimited} whereinteger is the max page size if no explicit limit

is set; the &yword noEstimate inhibits the server from returning an estimate of the total number of
entries that might be returned (note: the current implementation does not retestiraate). The
keyword unlimited indicates that no limit is applied to the pagedResults control page Hize.
syntaxsize.prtotal={<integer>|unlimited|disabled}allows to set a limit on the total number of
entries that a pagedResults control allows to retBydefault it is set to thhard limit. When

set, integer is the max number of entries that the whole search with pagedResults control can
return. Useaunlimited to allow unlimited number of entries to be returned, e.g. tonatlte use of

the pagedResults control as a means to ciremingize limitations on regular searches; the
keyword disabled disables the control, i.e. no paged results can be retuivetd that the total
number of entries returned when the pagedResults control is requested cannot exheed the
size limit of regular searches unless extended bpriotal switch.

maxderefdepth <depth>
Specifies the maximum number of aliases to dereference when trying terasahtry, used to
avad infinite alias loops. The default is 1.

overlay <overlay-name>
Add the specified verlay to this database. Arverlay is a piece of code that intercepts database
operations in order taxeend or change them. Overlays are pushed onto a stacthe database,
and so thg will execute in the reerse of the order in which tli@vere configured and the database
itself will receive mntrol last of all.

readonly on | off
This option puts the database into "read-only" mo#éley attempts to modify the database will
return an "unwilling to perform" erroBy default, readonly is off.

replica uri=ldapl[s]://<hostname>[:port]|host=<hostname>[:port] [starttls=yes]critical]
[suffix=<suffix> [...]] bindmethod=simple|sasl [binddn=<simple DN>] [cedentials=<simple
password>] [saslmech=<SASL mech>] [secmps=<properties>] [realm=<realm>]
[authcld=<authentication ID>] [authzld=<authorization ID>] [attr[!]=<attr list>]
Specify a replication site for this databastefer to the "OpenLDAP AdministraterCuide" for
detailed information on setting up a replicatddpd directory service. Zero or morsuffix
instances can be used to select the subtrees that will be replicated (defaults to all the database).
hostis deprecated irelvar of theuri option. uri allows the replica LDAP server to be specified as
an LDAP URI. A bindmethod of simple requires the optionsinddn andcredentialsand should
only be used when adequate security services (e.g TLS or IPSEC) are in phiregmathod of
saslrequires the optiosasimech. Specific security properties (as with theesl-secpropskeyword
above) for a SASL bind can be set with thecpropsoption. A non-default SASL realm can be set
with therealm option. If the mechanismwill use Kerberos, adeberos instance should beai
in authcld. An attr list can be gien dter theattr keyword to allav the selectie replication of
the listed attributes only; if the optionalmark is used, the list is considerectlesive, i.e. the
listed attritutes are not replicated. If an objectClass is listed, all the related attributes are (are not)
replicated.

replogfile <filename>
Specify the name of the replication log file to log changes to. The replication log is typically
written by slapd(8) and read byslurpd(8). Seeslapd.replog5) for more information. The
specified file should be located in a directory with limited read/wxigelge access as the
replication logs may contain sengéiinformation.
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restrict <oplist>
Specify a whitespace separated list of operations that are restiittfined inside a database
specification, restrictions apply only to that database, otherwigertglobal. Operations can be
ary of add, bind, compare, delete extended[=<OID>], modify, rename, search or the special
pseudo-operationgad andwrite, which respectiely summarize read and write operatiorihe
use ofrestrict write is equialent toreadonly on (see abwe). The extendedkeyword allows to
indicate the OID of the specific operation to be restricted.

rootdn <dn>
Specify the distinguished name that is not subject to access control or admigidinaiti
restrictions for operations on this database. This DN may or may not be associated with. an entry
An empty root DN (the default) specifies no root access is to be grdhisdecommended that
the rootdn only be specified when needed (such as when initially populating a datébtee).
rootdn is within a namingContext (suffix) of the database, a simple bind qrassvay also be
provided using theootpw directive. Note that the rootdn is\abys needed when using syncrepl.

rootpw <password>
Specify a passard (or hash of the password) for the rootdn. The password can only be set if the
rootdn is within the namingContext (suffix) of the databaBkis option accepts all RFC 2307
userPassard formats known to the server (gegssword-hashdescription) as well as cleaxte
slappasswd8) may be used to generate a hash of a pagswCleartgt and{CRYPT} passwords
are not recommended. If empty (the default), authentication of the root DN is by other means (e.g.
SASL). Useof SASL is encouraged.

suffix <dn suffix>
Specify the DN suffix of queries that will be passed to this dratklatabase. Multiple suffix lines
can be gien and at least one is required for each database definition. If the suffix of one database
is "inside" that of anothethe database with the inner suffix must come first in the configuration
file.

subordinate [advertise]
Specify that the current bashd database is a subordinate of another backend database. A
subordinate databasmay hae amly one suffix. This option may be used to glue multiple
databases into a single namingCantelf the suffix of the current database is within the
namingContgt of a superior database, searches against the superior database will be propagated to
the subordinate as well. All of the databases associated with a single naming€lootéd hae
identical rootdns.Behavior of other LDAP operations is uria€ted by this setting. In particujar
is not possible to use moddn tovean entry from one subordinate to another subordinate within
the namingContext.

If the optionaladvertise flag is supplied, the naming cortef this database is advertised in the
root DSE. The default is to hide this database context, so that only the superior context is visible.

If the slap toolsslapcai8), slapadd8), or slapindex8) are used on the superior databasg, an
glued subordinates that support these tools are opened as well.

Databases that are glued together should usually be configured with the same indices (assuming
they support indexing), een for attributes that only exist in some of these databases. In general, all

of the glued databases should be configured as similarly as possible, since the intenvideto pro

the appearance of a single directory.

Note that thesubordinate functionality is implemented internally by tlgtue overlay and as such

its behavior will interact with otherverlays in use. By default, the glueeplay is automatically
configured as the lastverlay on the superior backend. Its position on the backend can be
explicitly configured by setting aoverlay glue directive & the desired position. Thisxpglicit
configuration is necessary e.g. when usingsimeprov overlay, which needs to follv glue in

order to work wer al of the glued databases. E.g.
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syncrepl

database bdb
suffix dc=example,dc=com

overlay glue
overlay syncprov

rid=<replica ID> pr ovider=Ildap[s]://<hostname>[:port]
[type=refreshOnly|refreshAndPersist] [interval=dd:hh:mm:ss] [r etry=[<r etry interval> <# of
retries>]+] searchbase=<base DN> ([filter=<filter str>] [scope=sublone|base] [attrs=<attr
list>] [attrsonly] [sizelimit=<limit>] [timelimit=<Ilimit>]  [schemachecking=0on|off]
[starttls=yes|critical]  [bindmethod=simple|sasl] [binddn=<dn>] [sasimech=<mech>]
[authcid=<identity>] [authzid=<identity>] [cr edentials=<passwd>] [ealm=<realm>]
[secprops=<pioperties>] [logbase=<base DN>] [logfilter=<filter str>]
[syncdata=default|accesslog|changelog]
Specify the current database as a replica which is kept up-to-date with the master content by
establishing the currertlapd(8) as a replication consumer site runningyacrepl replication
engine. Theeplica content isdpt synchronized to the master content using the LDAP Content
Synchronization protocol. Refer to the "OpenLDAP Administrato@uide" for detailed
information on setting up a replicatesapd directory service using theyncrepl replication
engine. rid identifies the currengyncrepl directive within the replication consumer sitdt is a
non-ngative integer haing no more than three digitgrovider specifies the replication priger
site containing the master content as a\PJRI. If <port> is not gien, the standard LDAP port
number (389 or 636) is used. The content of shiacrepl replica is defined using a search
specification as its result set. The consustapd will send search requests to thepder slapd
according to the search specification. The search specification inskmesbase, scope, filter
attrs, attrsonly, sizelimit, andtimelimit parameters as in the normal search specificafidre
scopedefaults tosub, the filter defaults to(objectclass=*) and there is no dafilt searchbase
Theattrs list defaults td™*,+" to return all user and operational attributes, attisonly is unset
by default. Thesizelimit andtimelimit only accept "unlimited" and posit integers, and both
default to "unlimited". The LIAP Content Synchronization protocol haoteperation types.In
the refreshOnly operation, the next synchronization search operation is periodically rescheduled
at an interval time (specified ligterval parameter; 1 day by drilt) after each synchronization
operation finishes. In theefreshAndPersist operation, a synchronization search remains
persistent in the provider slapdFurther updates to the master replica will generate
searchResultEntry to the consumer slapd as the search responses to the persistent
synchronization search. If an error occurs during replication, the consumer will attempt to
reconnect according to thetry parameter which is a list of the <retry interval> and <# of retries>
pairs. For example, retry="60 10 300 3" lets the consumer reteyye60 seconds for the first 10
times and then retryery 300 seconds for the next 3 times before stop retrying. The ‘+’ in <# of
retries> means indefinite number of retries until succéhs. schema checking can be enforced at
the LDAP Sync consumer site by turning on fithemacheckingparameterThe default is df
The starttls parameter specifies use of the StartTLS extended operation to establish a TLS session
before Binding to the pxader. If the StartTLS request fails and tbetical agument was used,
the session will be aborted. Otherwise the syncrepl session continues without ATLS.
bindmethod of simple requires the optionbinddn and credentials and should only be used
when adequate security services (e.g. TLS or IPSEC) are in fldo@dmethod of saslrequires
the optionsasimech. Depending on the mechanism, an authentication identity and/or credentials
can be specified usirayithcid andcredentials. Theauthzid parameter may be used to specify an
authorization identity Specific security properties (as with thasl-secpropskeyword abwe) for
a SASL bind can be set with theecpropsoption. A non dedfult SASL realm can be set with the
realm option.

Rather than replicating whole entries, the consumer can query logs of data modifications. This
mode of operation is referred todata syncrepl. In addition to the abee parameters, thivgbase
and logfilter parameters must be set appropriately for the log that will be usedsyfkdata
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parameter must be set to either "accesslog" if the log conforms telagpe-accesslo®) log
format, or "changelog" if the log conforms to the obsoldtangelog format. If the syncdata
parameter is omitted or set to "default" then the log parameters are ignored.

updatedn <dn>
This option is only applicable in a st database updated usisturpd(8). It specifies the DN
permitted to update (subject to access controls) the replica (typiteadyis the DNslurpd(8)
binds to update the replicazenerally this DN should not be the same as tmeotdn used at the
master.

updateref <url>
Specify the referral to pass back wrstapd(8) is aslked to modify a replicated local databask.
specified multiple times, each url is provided.

DATABASE-SPECIFIC OPTIONS
Each database may allaspecific configuration options; thieare documented separately in the ks’
manual pages.

BACKENDS
The following backends can be compiled into slapthey are documented in thslapd-<backendX5)
manual pages.

bdb This is the recommended primary backend for a normal slapd database. It takes care to configure
it properly It uses the transactional database interface of the Sleepycatldgell8 (BDB)
package to store data.

config This backend is used to manage the configuration of slapd run-time.

dnssrv This backend is)@erimental. Itsenes up referrals based upon\GResource records held in the
Domain Name System.

hdb This is a variant of the BDB baekd that uses a hierarchical database layout which supports
subtree renames.

Idap  This backend acts as a proxy to forward incoming requests to another LDAP server.

I[dbm  This is an easy-to-configure but obsolete database backend. It doefendhefdata durability
features of the BDB and HDB backends and hence is deprecatedrinffthese robust baekds.
LDBM uses lightweight non-transactional DB inearés, such as those providing by GDBM or
Berkeley DB, to store data.

dif This database uses the filesystemuitdithe tree structure of the database, using plain ascii files
to store data. Its usage should be limited to very simple databases, where performance is not a
requirement.

meta  This backend performs basic LDAP proxying with respect to a set of remote LDAP servers. It is
an enhancement of the Idap backend.

monitor
This backend provides information about the running status of the slapd daemon.

null Operations in this backend succeed but do nothing.

passwd
This backend is praded for demonstration purposes only serves up user account information
from the systenpasswd)5) file.

perl This backend embedsparl(1) interpreter into slapdit runs Perl subroutines to implement AP
operations.

relay This backend is>@erimental. Itredirects LDAP operations to another database in the same
server based on the naming context of the request. Its use requiresrtheverlay (seeslapo-
rwm (5) for details) to rewrite the naming context of the request. It is primarily intended to
implement virtual views on databases that actually store data.
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shell  This backendxecutes external programs to implement LDAP operatidhis primarily intended
to be used in prototypes.

sql This backend isxperimental. Iservices LDAP requests from an SQL database.

OVERLAYS
The following werlays can be compiled into slapdhey are documented in thselapo-<oerlay>(5)
manual pages.

accesslog
Access Logging. This werlay can record accesses to aegi backend database on another
database.

auditlog
Audit Logging. This eerlay records changes on avgi backend database to an LDIF log file.
By default it is not built.

chain Chaining. Thisoverlay allovs automatic referral chasing when a referral wouldehkeen
returned, either when configured by the server or when requested by the client.

denyop Dery Operation. Thisoverlay allows selected operations to be denied, similar tordhtrict
option.

dyngroup
Dynamic Group.This is a demo\erlay which extends the Compare operation to detect members
of a dynamic group. It has no effect oryather operations.

dynlist Dynamic List. This werlay allows expansion of dynamic groups and more.

lastmod
Last Modification. This werlay maintains a service entry in the database with the DN,
modification type, modifiersName and modifyTimestamp of the last write operation performed on
that database.

pcache Proxycache. Thisverlay allows caching of LDAP search requests in a local database. It is most
often used with the Idap or meta backends.

ppolicy
Password Polig). This overlay provides a variety of password control mechanisms, e.g. pabsw
aging, password reuse and duplication control, mandatory password resets, etc.

refint  Referential Intgrity. This overlay can be used with a backend database suslapd-bdh(5) to
maintain the cohegeness of a schema which utilizes reference attributes.

retcode
Return Code. This werlay is useful to test the behiar of clients when seer-generated
erroneous and/or unusual responses occur.

rwm  Rewrite/remap. This ovelay is eperimental. It performs basic DN/data rewrite and
objectClass/attribute Type mapping.

syncprov
Syncrepl Proider. This overlay implements the prader-side support foisyncrepl replication,
including persistent search functionality.

translucent
Translucent Proxy This overlay can be used with a bawmid database such slapd-bdh(5) to
create a "translucent proxy". Content of entries netdefrom a remote LBP server can be
partially overridden by the database.

unique Attribute Uniqueness. Thisverlay can be used with a backend database suskapd-bdb(5) to
enforce the uniqueness of some or all attributes within a subtree.
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EXAMPLES

Here is a short example of a configuration file:

include /etc/ldap/schemal/core.schema
pidfile /var/slapd.pid

# Qubtypes of "name" (e.g. "cn" and "ou") with the
# option ";x-hidden" can be searched for/compared,
# but are not shon. Seeslapd.accesd).
attributeoptions x-hidden lang-

access to attr=name;x-hidden by * =cs

# Protect passards. Seealapd.acces®).
access tattrs=userPasawd by* auth

# Read access to other attributes and entries.
access td by *read

database bdb

sufiix "dc=ourdomain,dc=com"

# The database directory MUST exist prior to

# running slapd AND should only be accessible
# by the slapd/tools. Mode 0700 recommended.
directory /var/lib/ldap

# Indices to maintain

index objectClass eq

index cn,sn,mail pres,eq,approx,sub

# We ®ne gnall clients that do not handle referrals,
# so fandle remote lookups on their behalf.
database Idap

suffix

uri Idap://Idap.some-segv.com/

lastmod of

SLAPD.CONF(5)

"OpenLDAP Administrators Guide" contains a longer annotated example of a configuration The.
original /etc/ldap/slapd.conf is another example.

FILES

/etc/ldap/slapd.conf

SEE ALSO

default slapd configuration file

Idap(3), slapd-bdh(5), slapd—dnssry5), slapd—hdh(5), slapd-Idap(5), slapd-Idbm(5), slapd-Idif(5),
slapd—-metd5), slapd—-monitor(5), slapd-null(5), slapd—-passwd5), slapd-perl(5), slapd-relay(5),
slapd-shel(5), slapd-sql5), slapd.acces), slapd.plugin(5), slapd.replog5), slapd(8), slapacl8),
slapadd8), slapauth(8), slapca{8), slapdn(8), slapindex8), slappasswd8), slaptes(8), slurpd(8).

Known

overlays are documented inslapo—accessld®),

slapo—dynlist(5), slapo—-lastmod5), slapo—pcaché5),
slapo-retcod€5), slapo—rwm(5), slapo—syncpiov(5), slapo-translucent5), slapo-uniqug5).

"OpenLDAP Administratos Guide" (http://www.OpenLDAP.org/doc/admin/)
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