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NAME
smbclient - ftp-lile dient to access SMB/CIFS resources on servers

SYNOPSIS
smbclient [-b <buffer size>] [-d debglevel] [-L <netbios name>] [-U username] [-I destinationIP] [-M
<netbios name>] [-m maxprotocol] [-A authfile] [-N] [-i scope] [-O <socket options>] [-p port]
[-R <name resokr ader>] [-s <smb config file>] [-K] [-P] [-c <command>]

smbclient {servicename} [passurd] [-b <tuffer size>] [-d debglevel] [-D Directory] [-U username] [-W
workgroup] [-M <netbhios name>] [-m maxprotocol] [-A authfile] [-N] [-I logdir] [-] destina-
tionlP] [-E] [-c <command string>] [-i scope] [-O <socket options>] [-p port] [-R <name
resohe ader>] [-s <smb config file>] [-T<c|x>IXFggbNan] [-K]

DESCRIPTION
This tool is part of theambg7) suite.

smbclientis a client that can 'talk’ to an SMB/CIFS servt offers an interface similar to that of the ftp
program (sedtp(1)). Operations include things ékgetting files from the seer to the local machine,
putting files from the local machine to the sarvetrieving directory information from the server and so
on.

OPTIONS
servicename
servicename is the name of the service you want to use on tlee geservice name takes the form
IIserver/servicavhereserveris the NetBIOS name of the SMB/CIFS server offering the desired service
and serviceis the name of the servicefefed. Thus to connect to the service "printer" on the
SMBI/CIFS server "smbserver", you would use the servicereméserver/printer

Note that the server name required isTN@cessarily the IP (DNS) host name of the eehi’he name
required is a NetBIOS serrv hame, which may or may not be the same as the IP hostname of the
machine running the server.

The server name is looked up according to either-Bhparameter tsmbclient or using the name
resohe ader parameter in themb.con{5) file, allowing an administrator to change the order and
methods by which server names are looked up.

password
The password required to access the specified service on the speciedfsgrig parameter is sup-
plied, the-N option (suppress password prompt) is assumed.

There is no default password. If no password is supplied on the command line (either by using this
parameter or adding a password to teoption (see below)) and th&l option is not specified, the

client will prompt for a passard, even if the desired service does not require one. (If no password is
required, simply press ENTER to provide a null password.)

Note: Some servers (including OS/2 anihéldws for Workgroups) insist on an uppercase passw
Lowercase or mixed case passwords may be rejected by these servers.

Be cautious about including passwords in scripts.

-R <name resolv arder>
This option is used by the programs in the Samba suite to determine what naming services and in what
order to resole host names to IP addresses. The optioegakspace-separated string of different name
resolution options.

The options are :"Imhosts", "host", "wins" and "bcast".yTteuse names to be resolved as follows:
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&#8226;
Imhosts Lookup an IP address in the Samba Imhosts file. If the line in Imhosts has no name type
attached to the NetBIOS name (see lthbosty5) for details) then anname type matches for
lookup.

&#8226;
host Do a g¢andard host name to IP address resolution, using the siettghosts NIS, or DNS
lookups. This method of nhame resolution is operating system dependent, for instance on IRIX or
Solaris this may be controlled by tfetc/nsswitch.corfile). Note that this method is only used if
the NetBIOS name type being queried is the 0x20 (server) name type, otherwise it is ignored.

&#8226;
wins: Query a hame with the IP address listed inviies servemparameterlf no WINS server has
been specified this method will be ignored.

&#8226;
bcast Do a lroadcast on each of the known local interfaces listed imthgfacesparameterThis
is the least reliable of the name resolution methods as it depends on the target host being on a
locally connected subnet.

If this parameter is not set then the name resalder defined in themb.con{5) file parameter (hame
resohe ader) will be used.

The default order is Imhosts, host, wins, bcast and without this parametey emtanin the name
resolve oder parameter of themb.conf5) file the name resolution methods will be attempted in this
order.

-M NetBIOS name
This options allows you to send messages, using the "WinPopup" protocol, to another cdnpatar
connection is established you then type your message, pressing "D (control-D) to end.

If the receiving computer is running WinPopup the user will vectie message and probably a beep.
If they are not running WinPopup the message will be lost, and no error message will occur.

The message is also automatically truncated if the messager 600 bytes, as this is the limit of the
protocol.

One useful trick is to cat the message thragmbclient For example:

cat mymessage.txt | smbclient -M FRED
will send the message in the fiteymessgetxtto the machine FRED.

You may also find theU and-I options useful, as tlgeallow you to control the FROM andO parts of
the message.

See thanessge mmmandparameter in themb.con{5) for a description of h to handle incoming
WinPopup messages in Samba.

Note: Copy WinPopup into the startup group on your WfWg PCs if yantithem to avays be able to
receve messages.

-p port
This number is the TCP port number that will be used when making connections to ¢neTkergtan-
dard (well-known) TCP port number for an SMB/CIFS server is 139, which is the default.

-P Male queries to the external server using the machine account of the local server.
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-h|--help
Print a summary of command line options.

-I IP-address
IP addessis the address of the sento connect to. It should be specified in standard "a.b.c.d" notation.

Normally the client would attempt to locate a nhamed SMBJ/CIFS server by looking it up via the Net-
BIOS name resolution mechanism describedvalio the name resolve dier parameter abe. Using

this parameter will force the client to assume that the server is on the machine with the specified IP
address and the NetBIOS name component of the resource being connected to will be ignored.

There is no default for this parametiémot supplied, it will be determined automatically by the client
as described abe.

-E Thisparameter causes the client to write messages to the standard error stream (stderr) rather than to the
standard output stream.

By default, the client writes messages to standard output - typically the tser’

-L This option allows you to look at what services aveilable on a semr. You use it asmbclient -L
host and a list should appearhe -1 option may be useful if your NetBIOS names danatch your
TCP/IP DNS host names or if you are trying to reach a host on another network.

-t terminal code
This option tellssmbclient how to interpret filenames coming from the remote sedsually Asian
language multibyte UNIX implementations usefetiént character sets than SMB/CIFS servEtsQ
instead of
SJIS for example). Setting this parameter will gghbclient corvert between the UNIX filenames and
the SMB filenames correctlyhis option has not been seriously tested and mag oane problems.

The terminal codes include CWsijis, CWeuc, CWijis7, CWijis8, CWjunet, Q\EW/cap. This is not a
complete list, check the Samba source code for the complete list.

-b buffersize
This option changes the transmit/sendfdr size when getting or putting a file from/to the servhe
default is 65520 bytes. Setting thialue smaller (to 1200 bytes) has been observed to speed up file
transfers to and from a Win9x server.

-V
Prints the program version number.

-s <configuration file>
The file specified contains the configuration details required by ther.séne information in this file
includes serer-specific information such as what printcap file to use, as well as descriptions of all the
services that the server is to pide. Seesmb.confor more information. The default configuration file
name is determined at compile time.

-d|--debugleel=level
levelis an integer from 0 to 10. The default value if this parameter is not specified is zero.

The higher this value, the more detail will be logged to the log files about the activities of grefgerv
level 0, only critical errors and serious warnings will be logged:el.& is a rasonable el for day-to-
day running - it generates a small amount of information about operations carried out.

Levels abare 1 will generate considerable amounts of log data, and should only be used wéstin in
gating a problem. Leels abae 3 ae designed for use only bywdopers and generate HUGE amounts
of log data, most of which is extremely cryptic.

Note that specifying this parameter here wiide the
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parameter in themb.confile.

-l|l--logfile=logdirectory

-N

-k

Base directory name for log/debug files. Theepsion".progname" will be appended (e.g. log.smb-
client, log.smbd, etc...). The log file isveeremoved by the client.

If specified, this parameter suppresses the normal password prompt from the client to fFEsuser
useful when accessing a service that does not require a password.

Unless a passwd is specified on the command line or this parameter is specified, the client will
request a password.

Try to authenticate with kerberos. Only useful in anvecirectory environment.

-Al|--authentication-file=filename

This option allows you to specify a file from which to read the username and password used in the con-
nection. The format of the file is

username = <value>
password = <value>
domain =<value>

Make certain that the permissions on the file restrict access from unwanted users.

-U|--user=username[%password]

Sets the SMB username or username and password.

If %password is not specified, the user will be prompted. The client will first chetkStER environ-
ment variable, then thHeOGNAME variable and if either exists, the string is uppercased. If thede en
ronmental variables are not found, the usern&W&ST is used.

A third option is to use a credentials file which contains the pidiofethe username and passd.

This option is mainly pnaded for scripts where the admin does not wish to pass the credentials on the
command line or via environmenanables. If this method is used, neadertain that the permissions on

the file restrict access from unwanted users. Sedtfte more details.

Be cautious about including passwords in scripts. Also, ory m@tems the command line of a run-
ning process may be seen via fscommand. @ be sfe alvays allow rp cclient to prompt for a pass-
word and type it in directly.

-n <primary NetBIOS name>

This option allevs you to @erride the NetBIOS name that Samba uses for itself. This is identical to set-
ting the

parameter in themb.confiile. However, a @mmand line setting will tak precedence \@r settings in
smb.conf

-i <scope>

This specifies a NetBIOS scope timanblookup will use to communicate with when generating Net-
BIOS names. & details on the use of NetBIOS scopes, see rfc1001.txt and rfc1002.txt. NetBIOS
scopes argery rarely used, only set this parameter if you are the system administrator in charge of all
the NetBIOS systems you communicate with.
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-W|--workgroup=domain
Set the SMB domain of the username. Thierades the default domain which is the domain defined in
smhconf. If the domain specified is the same as the servers NetBIOS name, it causes the client to log
on using the servers local SAM (as opposed to the Domain SAM).

-O socket options
TCP socket options to set on the client socket. See the socket options parame&mnmabeanual
page for the list of valid options.

-T tar options
smbclient may be used to cretde(1) compatible backups of all the files on an SMB/CIFS share. The
secondary tar flags that can beegito this option are :

&#8226;
c - Create a tar file on UNIX. Must be followed by the name of a tar file, tape device or "-" for stan-
dard output. If using standard output you must turn the g tie its lowest value -dO tovaid cor
rupting your tar file. This flag is mutually exclusiwith thex flag.

&#8226;
X - Extract (restore) a local tar file back to a share. Unless the -D optiorets thie tar files will be
restored from the top Vel of the share. Must be folleed by the name of the tar file, device or "-"
for standard input. Mutuallyxelusive with the ¢ flag. Restored files ka teir creation times
(mtime) set to the date sl in the tar file. Directories currently do not get their creation dates
restored properly.

&#8226;
| - Include files and directories. Is the default védrawhen filenames are specified aboCauses
files to be included in arx&act or create (and thereforeegything else to be excluded). Seam-
ple belav. Flename globbing works in one of tvways. See below.

&#8226;
X - Exclude files and directories. Causes files to be excluded from an extract or creaxangsee e
belov. Flename globbing works in one of tbwvays nav. Seer below.

&#8226;
F - File containing a list of files and directories. Theauses the name folling the tarfile to cre-
ate to be read as a filename that contains a list of files and directories to be includedractore
create (and therefore@ything else to be excluded). See examplevkellename globbing wrks
in one of tvo ways. See below.

&#8226;
b - Blocksize. Must be followed by alid (greater than zero) blocksize. Causes tar file to be written
out in blocksize*TBLOCK (usually 512 byte) blocks.

&#8226;
g - Incremental. Only back up files thatveahe archie bt set. Useful only with the flag.

&#8226;
g - Quiet. Keeps tar from printing diagnostics as it works. This is the same as tarmode quiet.

&#8226;
r - Regular expression include or exclude. Uses regular expression matching for excluding or
excluding files if compiled with HAVE_ REGEX_H. hever this mode can be very slo If not
compiled with HAVE_ REGEX_H, does a limited wildcard match on '*" and '?".

&#8226;
N - Newer than. Must be folleed by the name of a file whose date is compared against files found
on the share during a create. Only files newer than the file specified are backed up to the tar file.
Useful only with thec flag.
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&#8226;
a - Set archve ht. Causes the arole Lt to be reset when a file is backed up. Useful withgthed
cflags.

Tar L ong File Names

smbclients tar option nav supports long file names both on backup and restoreettn, the full path
name of the file must be less than 1024 bytes. Also, when a tareaisctieated smbclients tar option
places all files in the arché with relatve rames, not absolute names.

Tar Filenames

All file names can be gén as DOS path names (with '\’ as the component separator) or as UNIX path
names (with '/’ as the component separator).

Examples

Restore from tar filbackup.tainto myshare on mypc (no password on share).
smbclient //mypc/yshae " -N - Tx backup.tar

Restore eerything exceptisers/docs

smbclient //mypc/myshae "™ -N - TXx backup.tar users/docs

Create a tar file of the files beneath
users/docs

smbclient //mypc/myshae ™ -N - Tc backup.tar users/docs
Create the same tar file as efdout nov use a DOS path name.
smbclient //mypc/myshae "™ -N - tc backup.tar users\docs
Create a tar file of the files listed in the filist.

smbclient //mypc/myshae ™ -N - TcF backup.tar tarlist
Create a tar file of all the files and directories in the share.

smbclient //mypc/myshae " -N - Tc backup.tar *

-D initial directory
Change to initial directory before starting. Probably only gfuse with the tar -T option.

-c command string
command string is a semicolon-separated list of commands teebated instead of prompting from
stdin.
-Nis implied by-c.

This is particularly useful in scripts and for printing stdin to the seewgr-c 'print -* .

OPERATIONS
Once the client is running, the user is presented with a prompt :

smb:>
The backslash ("\") indicates the current working directory on thesisend will change if the current
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working directory is changed.

The prompt indicates that the client is ready aamitimg to carry out a user command. Each command is a
single word, optionally followed by parameters specific to that command. Command and parameters are
space-delimited unless these notes specifically state otherwise. All commands are casednBarssitie-

ters to commands may or may not be case segsigpending on the command.

You can specify file names which V& gpaces in them by quoting the name with double quotesxém-e
ple "a long file name".

Paameters shown in square brackets (e.g., "[parameter]") are optional. I/emtthe command will use
suitable defaults. Parameters shown in angle brackets (e.qg., "<parameter>") are required.

Note that all commands operating on the seare actually performed by issuing a request to theserv
Thus the behavior may vary from server to semepending on he the server was implemented.

The commandsvailable are gien here in alphabetical order.

? [command]
If commands specified, the ? command will display a brief inforreatiressage about the specified
command. If no command is specified, a list\@lable commands will be displayed.

I [shell command]
If shell commands specified, the ! command wilkecute a shell locally and run the specified shell
command. If no command is specified, a local shell will be run.

altname file
The client will request that the server return the "alternate" name (the 8.3 name) for a file or directory.

case_sensite
Toggles the setting of the flag in SMB patk that tells the server to treat flenames as case gensiti
Set to OFF by default (tells file servto treat filenames as case insevgitiOnly currently dects
Samba 3.0.5 and ab®file servers with the case senatparameter set to auto in the smb.conf.

cancel jobid0 [jobid1] ... [jobidN]
The client will request that the server cancel the printjobs identified byvdrergimeric print job ids.

chmod file mode in octal
This command depends on the server supporting the CIFS UNIX extensions and will fail if gre serv
does not. The client requests that the server change the UNIX permissions terihetgi mode, in
standard UNIX format.

chown file uid gid
This command depends on the server supporting the CIFS UNIX extensions and will fail if gre serv
does not. The client requests that the server change the UNIX user and \gnaugh@p to the gen
decimal values. Note there is currently nayto remotely look up the UNIX uid and gid values for a
given name. This may be addressed in future versions of the CIFS UNIX extensions.

cd [directory name]
If "directory name" is specified, the current working directory on the server will be changed to the
directory specified. This operation will fail if for wneason the specified directory is inaccessible.

If no directory name is specified, the current working directory on the server will be reported.

del <mask>
The client will request that the server attempt to delete all files matetaakfrom the current wrking
directory on the server.

dir <mask>
A list of the files matchingnaskin the current working directory on the serwill be retrized from
the server and displayed.
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exit
Terminate the connection with the server and exit from the program.
get <remote file name> [local file name]
Copy the file calledremote file namdrom the serer to the machine running the client. If specified,

name the local cgplocal file nameNote that all transfers ismbclient are binary See also the lwer-
case command.

help [command]
See the ? command aleo

Icd [directory name]
If directory namés specified, the current working directory on the local machine will be changed to the
directory specified. This operation will fail if for mneason the specified directory is inaccessible.

If no directory name is specified, the name of the currenking directory on the local machine will be
reported.

link target linkname
This command depends on the server supporting the CIFS UNIX extensions and will fail if gre serv
does not. The client requests that the server create a hard link between the linknangetafildtalhe
linkname file must not exist.

lowercase
Toggle lowercasing of filenames for the get and mget commands.

When lowercasing is toggled ON, local filenames areveted to lowercase when using the get and
mget commands. This is often useful when copying (say) MSDOS files fromea, bepause laer-
case filenames are the norm on UNIX systems.

Is <mask>
See the dir command alm®

mask <mask>
This command allows the user to set up a mask which will be used duringveapesiation of the
mget and mput commands.

The masks specified to the mget and mput commands act as filters for directories rather than files when
recursion is toggled ON.

The mask specified with the mask command is necessary to filter files within those directories. F
example, if the mask specified in an mget command is "source*" and the mask specified with the mask
command is "*.c" and recursion is toggled ON, the mget command willvetlidiles matching "*.c"

in all directories bel and including all directories matching "source*" in the current working direc-
tory.

Note that the alue for mask defaults to blank (egaént to "*") and remains so until the mask com-
mand is used to change it. It retains the most recently spedifieel mdefinitely To avoid unexpected
results it would be wise to change the value of mask back to ™" after using the mget or mput com-
mands.

md <directory name>
See the mkdir command.

mget <mask>
Copy all files matchingmaskfrom the server to the machine running the client.

Note thatmaskis interpreted differently during recusi gperation and non-recuv& goeration - refer
to the recurse and mask commands for more information. Note that all transtendbdétient are
binary See also the lowercase command.
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mkdir <directory name>
Create a ng directory on the server (user access privileges permitting) with the specified name.

mput <mask>
Copy all files matchingmaskin the current working directory on the local machine to the currerk-w
ing directory on the server.

Note thatmaskis interpreted differently during recuwsi goeration and non-recuv& goeration - refer
to the recurse and mask commands for more information. Note that all transferdbdhent are
binary.

print <file name>
Print the specified file from the local machine through a printable service on the server.

prompt
Toggle prompting for filenames during operation of the mget and mput commands.

When toggled ON, the user will be prompted to confirm the transfer of each file during these com-
mands. When toggled OF&#l specified files will be transferred without prompting.

put <local file name> [remote file name]
Copy the file calledocal file name&rom the machine running the client to the serif specified, name
the remote copremote file nameNote that all transfers ismbclientare binary See also the loercase
command.

queue

Displays the print queue, showing the job id, name, size and current status.
quit

See the exit command.

rd <directory name>
See the rmdir command.

recurse
Toggle directory recursion for the commands mget and mput.

When toggled ON, these commands will process all directories in the source directory (i.e., the direc-
tory they are copying from ) and will recurse intoyathat match the mask specified to the command.
Only files that match the mask specified using the mask command will beaktSeze also the mask
command.

When recursion is toggled OFeénly files from the current working directory on the source machine
that match the mask specified to the mget or mput commands will be copiedyands&nspecified
using the mask command will be ignored.

rm <mask>
Remaorve dl files matchingmaskfrom the current working directory on the server.

rmdir <directory name>
Remare the specified directory (user access privileges permitting) from the server.

setmode <filename> <perm=[+|-]rsha>
A version of the DOS attrib command to set file permissions. For example:

setmode myfile +r

would male myfile read only.

stat file
This command depends on the server supporting the CIFS UNIX extensions and will fail if gre serv
does not. The client requests the UNIX basic inf@lland prints out the same info that the Linux stat
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command wuld about the file. This includes the size, blocks used on disk, file type, permissions, inode
number number of links and finally the three timestamps (access, modify and change). If the file is a
special file (symlink, character or block device, fifo or socket) then extra information may also be
printed.

symlink target linkname
This command depends on the server supporting the CIFS UNIX extensions aradl vithe serer
does not. The client requests that the server create a symbolic hard link between the target and linkname
files. The linkname file must not exist. Note that the server will not create a linly matnthat lies
outside the currently connected share. This is enforced by the Samba server.

tar <c|x>[IXbgNa]
Performs a tar operation - see thecommand line option ake. Behavior may be affected by the tar
mode command (see belp Using g (incremental) and N (newer) will affect tarmode settings. Note
that using the "-" option with tar x may not work - use the command line option instead.

blocksize <blocksize>
Blocksize. Must be followed by alid (greater than zero) blocksize. Causes tar file to be written out in
blocksiz&TBLOCK (usually 512 byte) blocks.

tarmode <fulljinc|reset|noreset>
Changes tas' behavior with regard to archie hLts. In full mode, tar will back upverything regardless
of the archie kit setting (this is the datilt mode). In incremental mode, tar will only back up files with
the archie kbt set. In reset mode, tar will reset the avehtit on all files it backs up (implies read/write
share).

NOTES
Some sergrs are fussy about the case of supplied usernames, passwords, share names (AKA service
names) and machine names. If you fail to connect try giving all parameters in uppercase.

It is often necessary to use the -n option when connecting to some types of servers. For example OS/2 Lan-
Manager insists on a valid NetBIOS name being used, so you need to supjity ramne that would be
known to the server.

smbclient supports long file names where the server supports the LANMANZ2 protocovar abo

ENVIRONMENT VARIABLES
The \ariableUSER may contain the username of the person using the client. This information is used only
if the protocol ledl is high enough to support sessiondepasswords.

The variablePASSWD may contain the passnd of the person using the client. This information is used
only if the protocol led is high enough to support sessiondepasswords.

The variableLIBSMB_PROG may contain the pathxecuted with system(), which the client should con-
nect to instead of connecting to a s&rThis functionality is primarily intended as avé®pment aid, and
works best when using a LMHOSTS file

INSTALLATION
The location of the client program is a matter for individual system administrators. The following are thus
suggestions only.

It is recommended that the smbclient software be installed ush#ocal/samba/bindr
/usr/samba/bintirectory this directory readable by all, writeable only by root. The client program itself
should be eecutable by all. The client shouMiOT be setuid or setgid!

The client log files should be put in a directory readable and writeable only by the user.

To test the client, you will need to kwothe name of a running SMB/CIFS servit is possible to run
smbd(8) as an ordinary user - running that ser&s a daemon on a user-accessible port (typicallpah
number @er 1024) would provide a suitable test server.

10
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DIAGNOSTICS
Most diagnostics issued by the client are logged in a specified log file. The log file name is specified at
compile time, but may beverridden on the command line.

The number and nature of diagnostigsailable depends on the debugdeused by the client. If you ka
problems, set the debug/éto 3 and peruse the log files.

VERSION
This man page is correct for version 3 of the Samba suite.

AUTHOR
The original Samba software and related utilities were created by wrdidgell. Samba is ne devd-
oped by the Samba Team as an Open Source project similar to the way the Linux kevellpedie

The original Samba man pages were written by Karl Allee man page sources weremsted to YODL
format (another xcellent piece of Open Source softwarezilable at ftp:/ftp.icce.rug.nl/pub/unix/) and
updated for the Samba 2.0 release by Jeremy Allison. Tivers@m to DocBook for Samba 2.2 was done
by Gerald CarteiThe cowersion to DocBook XML 4.2 for Samba 3.0 was done by AlexandepBnk
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